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Federal Reserve Board and Federal Trade Commission,
except as otherwise provided, see section 3 of Pub. L.
108-159, set out as a note under section 1681 of this title.

Amendment by section 412 of Pub. L. 108-159 effective
at end of 15-month period beginning on Dec. 4, 2003, see
section 412(g) of Pub. L. 108-159, set out as a note under
section 1681b of this title.

Pub. L. 108-159, title VIII, §811(c)(2)(B), Dec. 4, 2003,
117 Stat. 2011, provided that: ‘“The amendment made by
subparagraph (A) [amending this section] shall be
deemed to have the same effective date as section 5(1)
of Public Law 105-347 (112 Stat. 3211) [see Effective Date
of 1998 Amendment note below].”’

EFFECTIVE DATE OF 1998 AMENDMENT

Amendment by Pub. L. 105-347 deemed to have same
effective date as amendments made by section 2403 of
Pub. L. 104-208, see section 7 of Pub. L. 105-347, set out
as a note under section 168la of this title.

EFFECTIVE DATE OF 1996 AMENDMENT

Amendment by Pub. L. 104-208 effective 365 days after
Sept. 30, 1996, with special rule for early compliance,
see section 2420 of Pub. L. 104-208, set out as a note
under section 1681a of this title.

EFFECTIVE DATE OF 1978 AMENDMENT

Amendment by Pub. L. 95-598 effective Oct. 1, 1979,
see section 402(a) of Pub. L. 95-598, set out as an Effec-
tive Date note preceding section 101 of Title 11, Bank-
ruptcey.

§1681c-1. Identity theft prevention; fraud alerts
and active duty alerts

(a) One-call fraud alerts
(1) Initial alerts

Upon the direct request of a consumer, or an
individual acting on behalf of or as a personal
representative of a consumer, who asserts in
good faith a suspicion that the consumer has
been or is about to become a victim of fraud or
related crime, including identity theft, a con-
sumer reporting agency described in section
1681la(p) of this title that maintains a file on
the consumer and has received appropriate
proof of the identity of the requester shall—

(A) include a fraud alert in the file of that
consumer, and also provide that alert along
with any credit score generated in using

that file, for a period of not less than 90

days, beginning on the date of such request,

unless the consumer or such representative
requests that such fraud alert be removed
before the end of such period, and the agency
has received appropriate proof of the iden-
tity of the requester for such purpose; and

(B) refer the information regarding the
fraud alert under this paragraph to each of
the other consumer reporting agencies de-
scribed in section 168la(p) of this title, in ac-
cordance with procedures developed under
section 1681s(f) of this title.

(2) Access to free reports

In any case in which a consumer reporting
agency includes a fraud alert in the file of a
consumer pursuant to this subsection, the con-
sumer reporting agency shall—

(A) disclose to the consumer that the con-
sumer may request a free copy of the file of
the consumer pursuant to section 1681j(d) of
this title; and

(B) provide to the consumer all disclosures
required to be made under section 1681lg of
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this title, without charge to the consumer,
not later than 3 business days after any re-
quest described in subparagraph (A).
(b) Extended alerts
(1) In general

Upon the direct request of a consumer, or an
individual acting on behalf of or as a personal
representative of a consumer, who submits an
identity theft report to a consumer reporting
agency described in section 168la(p) of this
title that maintains a file on the consumer, if
the agency has received appropriate proof of
the identity of the requester, the agency
shall—

(A) include a fraud alert in the file of that
consumer, and also provide that alert along
with any credit score generated in using
that file, during the 7-year period beginning
on the date of such request, unless the con-
sumer or such representative requests that
such fraud alert be removed before the end
of such period and the agency has received
appropriate proof of the identity of the re-
quester for such purpose;

(B) during the 5-year period beginning on
the date of such request, exclude the con-
sumer from any list of consumers prepared
by the consumer reporting agency and pro-
vided to any third party to offer credit or in-
surance to the consumer as part of a trans-
action that was not initiated by the con-
sumer, unless the consumer or such rep-
resentative requests that such exclusion be
rescinded before the end of such period; and

(C) refer the information regarding the ex-
tended fraud alert under this paragraph to
each of the other consumer reporting agen-
cies described in section 168la(p) of this
title, in accordance with procedures devel-
oped under section 1681s(f) of this title.

(2) Access to free reports

In any case in which a consumer reporting
agency includes a fraud alert in the file of a
consumer pursuant to this subsection, the con-
sumer reporting agency shall—

(A) disclose to the consumer that the con-
sumer may request 2 free copies of the file of
the consumer pursuant to section 1681j(d) of
this title during the 12-month period begin-
ning on the date on which the fraud alert
was included in the file; and

(B) provide to the consumer all disclosures
required to be made under section 1681g of
this title, without charge to the consumer,
not later than 3 business days after any re-
quest described in subparagraph (A).

(c) Active duty alerts

Upon the direct request of an active duty mili-
tary consumer, or an individual acting on behalf
of or as a personal representative of an active
duty military consumer, a consumer reporting
agency described in section 168la(p) of this title
that maintains a file on the active duty military
consumer and has received appropriate proof of
the identity of the requester shall—

(1) include an active duty alert in the file of
that active duty military consumer, and also
provide that alert along with any credit score
generated in using that file, during a period of
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not less than 12 months, or such longer period
as the Bureau shall determine, by regulation,
beginning on the date of the request, unless
the active duty military consumer or such
representative requests that such fraud alert
be removed before the end of such period, and
the agency has received appropriate proof of
the identity of the requester for such purpose;

(2) during the 2-year period beginning on the
date of such request, exclude the active duty
military consumer from any list of consumers
prepared by the consumer reporting agency
and provided to any third party to offer credit
or insurance to the consumer as part of a
transaction that was not initiated by the con-
sumer, unless the consumer requests that such
exclusion be rescinded before the end of such
period; and

(3) refer the information regarding the ac-
tive duty alert to each of the other consumer
reporting agencies described in section
168la(p) of this title, in accordance with proce-
dures developed under section 1681s(f) of this
title.

(d) Procedures

Each consumer reporting agency described in
section 168la(p) of this title shall establish poli-
cies and procedures to comply with this section,
including procedures that inform consumers of
the availability of initial, extended, and active
duty alerts and procedures that allow consumers
and active duty military consumers to request
initial, extended, or active duty alerts (as appli-
cable) in a simple and easy manner, including by
telephone.

(e) Referrals of alerts

Each consumer reporting agency described in
section 168la(p) of this title that receives a re-
ferral of a fraud alert or active duty alert from
another consumer reporting agency pursuant to
this section shall, as though the agency received
the request from the consumer directly, follow
the procedures required under—

(1) paragraphs (1)(A) and (2) of subsection (a)
of this section, in the case of a referral under
subsection (a)(1)(B) of this section;

(2) paragraphs (1)(A), (1)(B), and (2) of sub-
section (b) of this section, in the case of a re-
ferral under subsection (b)(1)(C) of this sec-
tion; and

(3) paragraphs (1) and (2) of subsection (c) of
this section, in the case of a referral under
subsection (¢)(3) of this section.

(f) Duty of reseller to reconvey alert

A reseller shall include in its report any fraud
alert or active duty alert placed in the file of a
consumer pursuant to this section by another
consumer reporting agency.

(g) Duty of other consumer reporting agencies to
provide contact information

If a consumer contacts any consumer report-
ing agency that is not described in section
168la(p) of this title to communicate a suspicion
that the consumer has been or is about to be-
come a victim of fraud or related crime, includ-
ing identity theft, the agency shall provide in-
formation to the consumer on how to contact
the Bureau and the consumer reporting agencies
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described in section 168la(p) of this title to ob-
tain more detailed information and request
alerts under this section.

(h) Limitations on use of information for credit
extensions

(1) Requirements for initial and active duty
alerts

(A) Notification

Each initial fraud alert and active duty
alert under this section shall include infor-
mation that notifies all prospective users of
a consumer report on the consumer to which
the alert relates that the consumer does not
authorize the establishment of any new
credit plan or extension of credit, other than
under an open-end credit plan (as defined in
section 1602(i)! of this title), in the name of
the consumer, or issuance of an additional
card on an existing credit account requested
by a consumer, or any increase in credit
limit on an existing credit account re-
quested by a consumer, except in accordance
with subparagraph (B).

(B) Limitation on users

(i) In general

No prospective user of a consumer report
that includes an initial fraud alert or an
active duty alert in accordance with this
section may establish a new credit plan or
extension of credit, other than under an
open-end credit plan (as defined in section
1602(i)1 of this title), in the name of the
consumer, or issue an additional card on
an existing credit account requested by a
consumer, or grant any increase in credit
limit on an existing credit account re-
quested by a consumer, unless the user uti-
lizes reasonable policies and procedures to
form a reasonable belief that the user
knows the identity of the person making
the request.

(ii) Verification

If a consumer requesting the alert has
specified a telephone number to be used for
identity verification purposes, before au-
thorizing any new credit plan or extension
described in clause (i) in the name of such
consumer, a user of such consumer report
shall contact the consumer using that
telephone number or take reasonable steps
to verify the consumer’s identity and con-
firm that the application for a new credit
plan is not the result of identity theft.

(2) Requirements for extended alerts
(A) Notification

Each extended alert under this section
shall include information that provides all
prospective users of a consumer report relat-
ing to a consumer with—

(i) notification that the consumer does
not authorize the establishment of any
new credit plan or extension of credit de-
scribed in clause (i), other than under an
open-end credit plan (as defined in section
1602(i)1 of this title), in the name of the

1See References in Text note below.



§1681c-2

consumer, or issuance of an additional
card on an existing credit account re-
quested by a consumer, or any increase in
credit limit on an existing credit account
requested by a consumer, except in accord-
ance with subparagraph (B); and

(ii) a telephone number or other reason-
able contact method designated by the
consumer.

(B) Limitation on users

No prospective user of a consumer report
or of a credit score generated using the in-
formation in the file of a consumer that in-
cludes an extended fraud alert in accordance
with this section may establish a new credit
plan or extension of credit, other than under
an open-end credit plan (as defined in sec-
tion 1602(i)! of this title), in the name of the
consumer, or issue an additional card on an
existing credit account requested by a con-
sumer, or any increase in credit limit on an
existing credit account requested by a con-
sumer, unless the user contacts the con-
sumer in person or using the contact method
described in subparagraph (A)(ii) to confirm
that the application for a new credit plan or
increase in credit limit, or request for an ad-
ditional card is not the result of identity
theft.

(Pub. L. 90-321, title VI, §605A, as added Pub. L.
108-159, title I, §112(a), Dec. 4, 2003, 117 Stat. 1955;
amended Pub. L. 111-203, title X, §1088(a)(2)(C),
July 21, 2010, 124 Stat. 2087.)

REFERENCES IN TEXT

Section 1602(i) of this title, referred to in subsec. (h),
was redesignated section 1602(j) of this title by Pub. L.
111-208, title X, §1100A(1)(A), July 21, 2010, 124 Stat. 2107.

AMENDMENTS

2010—Subsecs. (c)(1), (g). Pub. L. 111-203 substituted
“the Bureau’ for ‘‘the Commission”.

EFFECTIVE DATE OF 2010 AMENDMENT

Amendment by Pub. L. 111-203 effective on the des-
ignated transfer date, see section 1100H of Pub. L.
111203, set out as a note under section 552a of Title 5,
Government Organization and Employees.

EFFECTIVE DATE

Section subject to joint regulations establishing ef-
fective dates as prescribed by Federal Reserve Board
and Federal Trade Commission, except as otherwise
provided, see section 3 of Pub. L. 108-159, set out as an
Effective Date of 2003 Amendment note under section
1681 of this title.

REGULATIONS

Pub. L. 108-159, title I, §112(b), Dec. 4, 2003, 117 Stat.
1959, as amended by Pub. L. 111-203, title X, §1088(b)(1),
July 21, 2010, 124 Stat. 2092, provided that: ‘“The Bureau
shall prescribe regulations to define what constitutes
appropriate proof of identity for purposes of sections
605A , 605B, and 609(a)(1) of the Fair Credit Reporting
Act [15 U.S.C. 1681c-1, 1681c-2, 1681g(a)(1)], as amended
by this Act.”

PUBLIC CAMPAIGN TO PREVENT IDENTITY THEFT

Pub. L. 108-159, title I, §151(b), Dec. 4, 2003, 117 Stat.
1964, provided that: ‘“Not later than 2 years after the
date of enactment of this Act [Dec. 4, 2003], the Com-
mission shall establish and implement a media and dis-
tribution campaign to teach the public how to prevent
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identity theft. Such campaign shall include existing
Commission education materials, as well as radio, tele-
vision, and print public service announcements, video
cassettes, interactive digital video discs (DVD’s) or
compact audio discs (CD’s), and Internet resources.”

[For definitions of terms used in section 151(b) of Pub.
L. 108-159, set out above, see section 2 of Pub. L. 108-159,
set out as a Definitions note under section 1681 of this
title.]

§1681c-2. Block of information resulting from
identity theft

(a) Block

Except as otherwise provided in this section, a
consumer reporting agency shall block the re-
porting of any information in the file of a con-
sumer that the consumer identifies as informa-
tion that resulted from an alleged identity
theft, not later than 4 business days after the
date of receipt by such agency of—

(1) appropriate proof of the identity of the
consumer;

(2) a copy of an identity theft report;

(3) the identification of such information by
the consumer; and

(4) a statement by the consumer that the in-
formation is not information relating to any
transaction by the consumer.

(b) Notification

A consumer reporting agency shall promptly
notify the furnisher of information identified by
the consumer under subsection (a) of this sec-
tion—

(1) that the information may be a result of
identity theft;

(2) that an identity theft report has been
filed;

(3) that a block has been requested under
this section; and

(4) of the effective dates of the block.

(c) Authority to decline or rescind
(1) In general

A consumer reporting agency may decline to
block, or may rescind any block, of informa-
tion relating to a consumer under this section,
if the consumer reporting agency reasonably
determines that—

(A) the information was blocked in error
or a block was requested by the consumer in
error;

(B) the information was blocked, or a
block was requested by the consumer, on the
basis of a material misrepresentation of fact
by the consumer relevant to the request to
block; or

(C) the consumer obtained possession of
goods, services, or money as a result of the
blocked transaction or transactions.

(2) Notification to consumer

If a block of information is declined or re-
scinded under this subsection, the affected
consumer shall be notified promptly, in the
same manner as consumers are notified of the
reinsertion of information under section
1681i(a)(5)(B) of this title.

(3) Significance of block

For purposes of this subsection, if a con-
sumer reporting agency rescinds a block, the
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