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children, as studies indicate that a significant por-

tion of all material available on the Internet is relat-

ed to pornography; 
‘‘(3) young children, when trying to use the World 

Wide Web for positive purposes, are often presented— 

either mistakenly or intentionally—with material 

that is inappropriate for their age, which can be ex-

tremely frustrating for children, parents, and edu-

cators; 

‘‘(4) exposure of children to material that is inap-

propriate for them, including pornography, can dis-

tort the education and development of the Nation’s 

youth and represents a serious harm to American 

families that can lead to a host of other problems for 

children, including inappropriate use of chat rooms, 

physical molestation, harassment, and legal and fi-

nancial difficulties; 

‘‘(5) young boys and girls, older teens, troubled 

youth, frequent Internet users, chat room partici-

pants, online risk takers, and those who commu-

nicate online with strangers are at greater risk for 

receiving unwanted sexual solicitation on the Inter-

net; 

‘‘(6) studies have shown that 19 percent of youth 

(ages 10 to 17) who used the Internet regularly were 

the targets of unwanted sexual solicitation, but less 

than 10 percent of the solicitations were reported to 

the police; 

‘‘(7) children who come across illegal content 

should report it to the congressionally authorized 

CyberTipline, an online mechanism developed by the 

National Center for Missing and Exploited Children, 

for citizens to report sexual crimes against children; 

‘‘(8) the CyberTipline has received more than 64,400 

reports, including reports of child pornography, on-

line enticement for sexual acts, child molestation 

(outside the family), and child prostitution; 

‘‘(9) although the computer software and hardware 

industries, and other related industries, have devel-

oped innovative ways to help parents and educators 

restrict material that is harmful to minors through 

parental control protections and self-regulation, to 

date such efforts have not provided a national solu-

tion to the problem of minors accessing harmful ma-

terial on the World Wide Web; 

‘‘(10) the creation of a ‘green-light’ area within the 

United States country code Internet domain, that 

will contain only content that is appropriate for chil-

dren under the age of 13, is analogous to the creation 

of a children’s section within a library and will pro-

mote the positive experiences of children and families 

in the United States; and 

‘‘(11) while custody, care, and nurture of the child 

reside first with the parent, the protection of the 

physical and psychological well-being of minors by 

shielding them from material that is harmful to 

them is a compelling governmental interest. 

‘‘(b) PURPOSES.—The purposes of this Act [see Short 

Title of 2002 Amendment note set out under section 901 

of this title] are— 

‘‘(1) to facilitate the creation of a second-level do-

main within the United States country code Internet 

domain for the location of material that is suitable 

for minors and not harmful to minors; and 

‘‘(2) to ensure that the National Telecommunica-

tions and Information Administration oversees the 

creation of such a second-level domain and ensures 

the effective and efficient establishment and oper-

ation of the new domain.’’ 

§ 942. Omitted 

Section, Pub. L. 102–538, title I, § 158, as added Pub. L. 

108–494, title I, § 104, Dec. 23, 2004, 118 Stat. 3987; amend-

ed Pub. L. 110–53, title XXIII, § 2303, Aug. 3, 2007, 121 

Stat. 543; Pub. L. 110–283, title I, § 102, July 23, 2008, 122 

Stat. 2623, which established a joint program to facili-

tate coordination and communication between Federal, 

State, and local emergency communications systems, 

emergency personnel, public safety organizations, tele-

communications carriers, and telecommunications 

equipment manufacturers and vendors involved in the 

implementation of E–911 services and created an E–911 

Implementation Coordination Office, ceased to be effec-

tive on Oct. 1, 2009, pursuant to subsec. (e)(2) of this 

section. 
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SUBCHAPTER I—INTERCEPTION OF 
DIGITAL AND OTHER COMMUNICATIONS 

§ 1001. Definitions 

For purposes of this subchapter— 
(1) The terms defined in section 2510 of title 

18 have, respectively, the meanings stated in 
that section. 

(2) The term ‘‘call-identifying information’’ 
means dialing or signaling information that 
identifies the origin, direction, destination, or 
termination of each communication generated 
or received by a subscriber by means of any 
equipment, facility, or service of a tele-
communications carrier. 

(3) The term ‘‘Commission’’ means the Fed-
eral Communications Commission. 

(4) The term ‘‘electronic messaging services’’ 
means software-based services that enable the 
sharing of data, images, sound, writing, or 
other information among computing devices 
controlled by the senders or recipients of the 
messages. 

(5) The term ‘‘government’’ means the gov-
ernment of the United States and any agency 
or instrumentality thereof, the District of Co-
lumbia, any commonwealth, territory, or pos-
session of the United States, and any State or 
political subdivision thereof authorized by law 
to conduct electronic surveillance. 

(6) The term ‘‘information services’’— 
(A) means the offering of a capability for 

generating, acquiring, storing, transforming, 
processing, retrieving, utilizing, or making 
available information via telecommunica-
tions; and 

(B) includes— 
(i) a service that permits a customer to 

retrieve stored information from, or file 
information for storage in, information 
storage facilities; 
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(ii) electronic publishing; and 
(iii) electronic messaging services; but 

(C) does not include any capability for a 
telecommunications carrier’s internal man-
agement, control, or operation of its tele-
communications network. 

(7) The term ‘‘telecommunications support 
services’’ means a product, software, or serv-
ice used by a telecommunications carrier for 
the internal signaling or switching functions 
of its telecommunications network. 

(8) The term ‘‘telecommunications car-
rier’’— 

(A) means a person or entity engaged in 
the transmission or switching of wire or 
electronic communications as a common 
carrier for hire; and 

(B) includes— 
(i) a person or entity engaged in provid-

ing commercial mobile service (as defined 
in section 332(d) of this title); or 

(ii) a person or entity engaged in provid-
ing wire or electronic communication 
switching or transmission service to the 
extent that the Commission finds that 
such service is a replacement for a sub-
stantial portion of the local telephone ex-
change service and that it is in the public 
interest to deem such a person or entity to 
be a telecommunications carrier for pur-
poses of this subchapter; but 

(C) does not include— 
(i) persons or entities insofar as they are 

engaged in providing information services; 
and 

(ii) any class or category of tele-
communications carriers that the Com-
mission exempts by rule after consultation 
with the Attorney General. 

(Pub. L. 103–414, title I, § 102, Oct. 25, 1994, 108 
Stat. 4279.) 

EFFECTIVE DATE 

Section 111 of title I of Pub. L. 103–414 provided that: 
‘‘(a) IN GENERAL.—Except as provided in subsection 

(b), this title [enacting this subchapter and provisions 

set out below] shall take effect on the date of enact-

ment of this Act [Oct. 25, 1994]. 
‘‘(b) ASSISTANCE CAPABILITY AND SYSTEMS SECURITY 

AND INTEGRITY REQUIREMENTS.—Sections 103 and 105 of 

this title [enacting sections 1002 and 1004 of this title] 

shall take effect on the date that is 4 years after the 

date of enactment of this Act.’’ 

SHORT TITLE 

Section 101 of title I of Pub. L. 103–414 provided that: 

‘‘This title [enacting this subchapter and provisions set 

out as a note above] may be cited as the ‘Communica-

tions Assistance for Law Enforcement Act’.’’ 

§ 1002. Assistance capability requirements 

(a) Capability requirements 

Except as provided in subsections (b), (c), and 
(d) of this section and sections 1007(a) and 1008(b) 
and (d) of this title, a telecommunications car-
rier shall ensure that its equipment, facilities, 
or services that provide a customer or sub-
scriber with the ability to originate, terminate, 
or direct communications are capable of— 

(1) expeditiously isolating and enabling the 
government, pursuant to a court order or 

other lawful authorization, to intercept, to the 
exclusion of any other communications, all 
wire and electronic communications carried 
by the carrier within a service area to or from 
equipment, facilities, or services of a sub-
scriber of such carrier concurrently with their 
transmission to or from the subscriber’s equip-
ment, facility, or service, or at such later time 
as may be acceptable to the government; 

(2) expeditiously isolating and enabling the 
government, pursuant to a court order or 
other lawful authorization, to access call-iden-
tifying information that is reasonably avail-
able to the carrier— 

(A) before, during, or immediately after 
the transmission of a wire or electronic com-
munication (or at such later time as may be 
acceptable to the government); and 

(B) in a manner that allows it to be associ-
ated with the communication to which it 
pertains, 

except that, with regard to information ac-
quired solely pursuant to the authority for pen 
registers and trap and trace devices (as defined 
in section 3127 of title 18), such call-identify-
ing information shall not include any informa-
tion that may disclose the physical location of 
the subscriber (except to the extent that the 
location may be determined from the tele-
phone number); 

(3) delivering intercepted communications 
and call-identifying information to the gov-
ernment, pursuant to a court order or other 
lawful authorization, in a format such that 
they may be transmitted by means of equip-
ment, facilities, or services procured by the 
government to a location other than the prem-
ises of the carrier; and 

(4) facilitating authorized communications 
interceptions and access to call-identifying in-
formation unobtrusively and with a minimum 
of interference with any subscriber’s tele-
communications service and in a manner that 
protects— 

(A) the privacy and security of commu-
nications and call-identifying information 
not authorized to be intercepted; and 

(B) information regarding the govern-
ment’s interception of communications and 
access to call-identifying information. 

(b) Limitations 

(1) Design of features and systems configura-
tions 

This subchapter does not authorize any law 
enforcement agency or officer— 

(A) to require any specific design of equip-
ment, facilities, services, features, or system 
configurations to be adopted by any provider 
of a wire or electronic communication serv-
ice, any manufacturer of telecommunica-
tions equipment, or any provider of tele-
communications support services; or 

(B) to prohibit the adoption of any equip-
ment, facility, service, or feature by any 
provider of a wire or electronic communica-
tion service, any manufacturer of tele-
communications equipment, or any provider 
of telecommunications support services. 
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