§2421

(e) Status of intelligence and counterintelligence
personnel

Notwithstanding the restrictions of sub-
sections (a) and (b), each officer or employee of
the Administration, or of a contractor of the Ad-
ministration, who is carrying out activities re-
lated to intelligence or counterintelligence
shall, in carrying out those activities, be subject
to the authority, direction, and control of the
Secretary of Energy or the Secretary’s delegate.

(Pub. L. 106-65, div. C, title XXXII, §3220, for-
merly §3213, Oct. 5, 1999, 113 Stat. 958; Pub. L.
106-398, §1 [div. C, title XXXI, §3157], Oct. 30,
2000, 114 Stat. 1654, 1654A-468; renumbered § 3220,
Pub. L. 107-107, div. C, title XXXI, §3141(a)(1),
Dec. 28, 2001, 115 Stat. 1370; Pub. L. 109-364, div.
C, title XXXI, §3117(a)(2)(B), (d), Oct. 17, 2006, 120
Stat. 2507, 2508; Pub. L. 111-84, div. C, title XXXI,
§3121, Oct. 28, 2009, 123 Stat. 2710.)

CODIFICATION

Section was formerly classified to section 2403 of this
title.

AMENDMENTS

2009—Subsec. (e). Pub. L. 111-84 amended Pub. L.
109-364, §3117(a). See 2006 Amendment note below.

2006—Subsec. (e). Pub. L. 109-364, §3117(a), which, in
par. (2), directed repeal of subsec. (e) effective Sept. 30,
2010, was amended generally by Pub. L. 111-84, and as so
amended, no longer contains a par. (2) or amends this
section.

Pub. L. 109-364, §3117(d), added subsec. (e).

2000—Subsec. (a). Pub. L. 106-398, §1 [div. C, title
XXXI, §3157(1)], struck out ‘‘Administration, in carry-
ing out any function of the” after ‘‘employee of the’ in
introductory provisions.

Subsec. (b). Pub. L. 106-398, §1 [div. C, title XXXI,
§3157(2)], struck out ‘‘, in carrying out any function of
the Administration,” after ‘‘contractor of the Adminis-
tration”.

Subsec. (d). Pub. L. 106-398, §1 [div. C, title XXXI,
§3157(3)]1, added subsec. (d).

SUBCHAPTER II—MATTERS RELATING TO
SECURITY

§2421. Protection of national security informa-
tion

(a) Policies and procedures required

The Administrator shall establish procedures
to ensure the maximum protection of classified
information in the possession of the Administra-
tion.

(b) Prompt reporting

The Administrator shall establish procedures
to ensure prompt reporting to the Administrator
of any significant problem, abuse, violation of
law or Executive order, or deficiency relating to
the management of classified information by
personnel of the Administration.

(Pub. L. 106-65, div. C, title XXXII, §3231, Oct. 5,
1999, 113 Stat. 960.)

§ 2422. Office of Defense Nuclear Security
(a) Establishment

There is within the Administration an Office
of Defense Nuclear Security, headed by a Chief
appointed by the Secretary of Energy. The Ad-
ministrator shall recommend to the Secretary
suitable candidates for such position.
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(b) Chief of Defense Nuclear Security

(1) The head of the Office of Defense Nuclear
Security is the Chief of Defense Nuclear Secu-
rity, who shall report to the Administrator and
shall implement the security policies directed
by the Secretary and Administrator.

(2) The Chief shall have direct access to the
Secretary and all other officials of the Depart-
ment and the contractors of the Department
concerning security matters.

(3) The Chief shall be responsible for the devel-
opment and implementation of security pro-
grams for the Administration, including the pro-
tection, control and accounting of materials,
and for the physical and cyber security for all
facilities of the Administration.

(Pub. L. 106-65, div. C, title XXXITI, §3232, Oct. 5,
1999, 113 Stat. 960; Pub. L. 109-364, div. C, title
XXXI, §3117(b)(1), Oct. 17, 2006, 120 Stat. 2507.)

AMENDMENTS

2006—Pub. L. 109-364, §3117(b)(1)(A), struck out “Office
of Defense Nuclear Counterintelligence and’’ before
““Office of Defense Nuclear Security’ in section catch-
line.

Subsec. (a). Pub. L. 109-364, §3117(b)(1)(B), added sub-
sec. (a) and struck out heading and text of former sub-
sec. (a). Text read as follows:

‘(1) There are within the Administration—

“(A) an Office of Defense Nuclear
intelligence; and
‘“(B) an Office of Defense Nuclear Security.

‘(2) Each office established under paragraph (1) shall
be headed by a Chief appointed by the Secretary of En-
ergy. The Administrator shall recommend to the Sec-
retary suitable candidates for each such position.”

Subsecs. (b), (¢). Pub. L. 109-364, §3117(b)(1)(C), (D), re-
designated subsec. (¢) as (b) and struck out former sub-
sec. (b) which related to the Chief of Defense Nuclear
Counterintelligence.

Counter-

§ 2423. Counterintelligence programs

(a) National security laboratories and nuclear
weapons production facilities

The Secretary of Energy shall, at each na-
tional security laboratory and nuclear weapons
production facility, establish and maintain a
counterintelligence program adequate to protect
national security information at that labora-
tory or production facility.

(b) Other facilities

The Secretary of Energy shall, at each Admin-
istration facility not described in subsection (a)
of this section at which Restricted Data is lo-
cated, assign an employee of the Office of
Counterintelligence of the Department of En-
ergy who shall be responsible for and assess
counterintelligence matters at that facility.

(Pub. L. 106-65, div. C, title XXXITI, §3233, Oct. 5,
1999, 113 Stat. 961; Pub. L. 109-364, div. C, title
XXXI, §3117(a)(2)(C), (c¢), Oct. 17, 2006, 120 Stat.
2507, 2508; Pub. L. 111-84, div. C, title XXXI,
§3121, Oct. 28, 2009, 123 Stat. 2710.)

AMENDMENTS

2009—Pub. L. 111-84 amended Pub. L. 109-364, §3117(a),
see 2006 Amendment note below.

2006—Pub. L. 109-364, §3117(a), which, in par. (2), di-
rected amendment of this section by substituting ‘“‘Ad-
ministrator” for ‘‘Secretary of Energy’’ in subsecs. (a)
and (b) and ‘‘Administration’ for ‘‘Office of Counter-
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