Page 311

TITLE 18—CRIMES AND CRIMINAL PROCEDURE

pattern of any illegal activity involving more
than $100,000, or more than 50 customers of a
covered entity, in a 12-month period shall, in addition to the penalties provided for in such subsection, be fined twice the amount provided in
subsection (b)(3) or (c)(3) (as the case may be) of
section 3571 of this title, imprisoned for not
more than 5 years, or both.
(e) ENHANCED PENALTIES FOR USE OF INFORMATION IN FURTHERANCE OF CERTAIN CRIMINAL OFFENSES.—
(1) Whoever, violates, or attempts to violate,
subsection (a), (b), or (c) knowing that such information may be used in furtherance of, or
with the intent to commit, an offense described in section 2261, 2261A, 2262, or any
other crime of violence shall, in addition to
the penalties provided for in such subsection,
be fined under this title and imprisoned not
more than 5 years.
(2) Whoever, violates, or attempts to violate,
subsection (a), (b), or (c) knowing that such information may be used in furtherance of, or
with the intent to commit, an offense under
section 111, 115, 1114, 1503, 1512, 1513, or to intimidate, threaten, harass, injure, or kill any
Federal, State, or local law enforcement officer shall, in addition to the penalties provided
for in such subsection, be fined under this title
and imprisoned not more than 5 years.
(f) EXTRATERRITORIAL JURISDICTION.—There is
extraterritorial jurisdiction over an offense
under this section.
(g) NONAPPLICABILITY TO LAW ENFORCEMENT
AGENCIES.—This section does not prohibit any
lawfully authorized investigative, protective, or
intelligence activity of a law enforcement agency of the United States, a State, or political
subdivision of a State, or of an intelligence
agency of the United States.
(h) DEFINITIONS.—In this section:
(1) CONFIDENTIAL PHONE RECORDS INFORMATION.—The term ‘‘confidential phone records
information’’ means information that—
(A) relates to the quantity, technical configuration, type, destination, location, or
amount of use of a service offered by a covered entity, subscribed to by any customer
of that covered entity, and kept by or on behalf of that covered entity solely by virtue
of the relationship between that covered entity and the customer;
(B) is made available to a covered entity
by a customer solely by virtue of the relationship between that covered entity and the
customer; or
(C) is contained in any bill, itemization, or
account statement provided to a customer
by or on behalf of a covered entity solely by
virtue of the relationship between that covered entity and the customer.
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ual, partnership, association, joint stock company, trust, or corporation, or authorized representative of such customer, to whom the
covered entity provides a product or service.
(4) IP-ENABLED VOICE SERVICE.—The term
‘‘IP-enabled voice service’’ means the provision of real-time voice communications offered to the public, or such class of users as to
be effectively available to the public, transmitted through customer premises equipment
using TCP/IP protocol, or a successor protocol,
(whether part of a bundle of services or separately) with interconnection capability such
that the service can originate traffic to, or
terminate traffic from, the public switched
telephone network, or a successor network.
(Added Pub. L. 109–476, § 3(a), Jan. 12, 2007, 120
Stat. 3569.)
REFERENCES IN TEXT
Section 222(d) of the Communications Act of 1934, referred to in subsecs. (b)(2) and (c)(2), is classified to section 222(d) of Title 47, Telecommunications.
FINDINGS
Pub. L. 109–476, § 2, Jan. 12, 2007, 120 Stat. 3568, provided that: ‘‘Congress finds that—
‘‘(1) telephone records can be of great use to criminals because the information contained in call logs
may include a wealth of personal data;
‘‘(2) call logs may reveal the names of telephone
users’ doctors, public and private relationships, business associates, and more;
‘‘(3) call logs are typically maintained for the exclusive use of phone companies, their authorized
agents, and authorized consumers;
‘‘(4) telephone records have been obtained without
the knowledge or consent of consumers through the
use of a number of fraudulent methods and devices
that include—
‘‘(A) telephone company employees selling data
to unauthorized data brokers;
‘‘(B) ‘pretexting’, whereby a data broker or other
person represents that they are an authorized consumer and convinces an agent of the telephone
company to release the data; or
‘‘(C) gaining unauthorized Internet access to account data by improperly activating a consumer’s
account management features on a phone company’s webpage or contracting with an Internet-based
data broker who trafficks in such records; and
‘‘(5) the unauthorized disclosure of telephone
records not only assaults individual privacy but, in
some instances, may further acts of domestic violence or stalking, compromise the personal safety of
law enforcement officers, their families, victims of
crime, witnesses, or confidential informants, and undermine the integrity of law enforcement investigations.’’

§ 1040. Fraud in connection with major disaster
or emergency benefits

(2) COVERED ENTITY.—The term ‘‘covered entity’’—
(A) has the same meaning given the term
‘‘telecommunications carrier’’ in section 3 of
the Communications Act of 1934 (47 U.S.C.
153); and
(B) includes any provider of IP-enabled
voice service.

(a) Whoever, in a circumstance described in
subsection (b) of this section, knowingly—
(1) falsifies, conceals, or covers up by any
trick, scheme, or device any material fact; or
(2) makes any materially false, fictitious, or
fraudulent statement or representation, or
makes or uses any false writing or document
knowing the same to contain any materially
false, fictitious, or fraudulent statement or
representation,

(3) CUSTOMER.—The term ‘‘customer’’ means,
with respect to a covered entity, any individ-

in any matter involving any benefit authorized,
transported, transmitted, transferred, disbursed,
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or paid in connection with a major disaster declaration under section 401 of the Robert T. Stafford Disaster Relief and Emergency Assistance
Act (42 U.S.C. 5170) or an emergency declaration
under section 501 of the Robert T. Stafford Disaster Relief and Emergency Assistance Act (42
U.S.C. 5191), or in connection with any procurement of property or services related to any
emergency or major disaster declaration as a
prime contractor with the United States or as a
subcontractor or supplier on a contract in which
there is a prime contract with the United
States, shall be fined under this title, imprisoned not more than 30 years, or both.
(b) A circumstance described in this subsection is any instance where—
(1) the authorization, transportation, transmission, transfer, disbursement, or payment of
the benefit is in or affects interstate or foreign
commerce;
(2) the benefit is transported in the mail at
any point in the authorization, transportation, transmission, transfer, disbursement,
or payment of that benefit; or
(3) the benefit is a record, voucher, payment,
money, or thing of value of the United States,
or of any department or agency thereof.
(c) In this section, the term ‘‘benefit’’ means
any record, voucher, payment, money or thing
of value, good, service, right, or privilege provided by the United States, a State or local government, or other entity.
(Added Pub. L. 110–179, § 2(a), Jan. 7, 2008, 121
Stat. 2556.)
CHAPTER 49—FUGITIVES FROM JUSTICE
Sec.
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Concealing person from arrest.
Concealing escaped prisoner.
Flight to avoid prosecution or giving testimony.
Flight to avoid prosecution for damaging or
destroying any building or other real or
personal property.
AMENDMENTS

1960—Pub. L. 86–449, title II, § 202, May 6, 1960, 74 Stat.
87, added item 1074.

§ 1071. Concealing person from arrest
Whoever harbors or conceals any person for
whose arrest a warrant or process has been issued under the provisions of any law of the
United States, so as to prevent his discovery and
arrest, after notice or knowledge of the fact that
a warrant or process has been issued for the apprehension of such person, shall be fined under
this title or imprisoned not more than one year,
or both; except that if the warrant or process issued on a charge of felony, or after conviction of
such person of any offense, the punishment shall
be a fine under this title, or imprisonment for
not more than five years, or both.
(June 25, 1948, ch. 645, 62 Stat. 755; Aug. 20, 1954,
ch. 771, 68 Stat. 747; Pub. L. 103–322, title XXXIII,
§ 330016(1)(H), (K), Sept. 13, 1994, 108 Stat. 2147;
Pub. L. 107–273, div. B, title IV, § 4003(a)(3), Nov.
2, 2002, 116 Stat. 1811.)
HISTORICAL AND REVISION NOTES
Based on title 18, U.S.C., 1940 ed., § 246 (Mar. 4, 1909,
ch. 321, § 141, 35 Stat. 1114).
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Section 246 of title 18, U.S.C., 1940 ed., was divided.
Part is in this section and the remainder is incorporated in section 752 of this title.
Minor changes were made in phraseology.
AMENDMENTS
2002—Pub. L. 107–273 substituted ‘‘fine under this
title’’ for ‘‘fine of under this title’’.
1994—Pub. L. 103–322 substituted ‘‘under this title’’
for ‘‘not more than $1,000’’ after ‘‘person, shall be
fined’’ and for ‘‘not more than $5,000’’ after ‘‘shall be a
fine of’’.
1954—Act Aug. 20, 1954, increased the penalty from 6
months to 1 year where the violator harbored a person
for whom process has been issued on a misdemeanor
charge and inserted the penalty provision where the
violation occurred after a person has been convicted of
any offense or where a process has been issued for a felony.

§ 1072. Concealing escaped prisoner
Whoever willfully harbors or conceals any
prisoner after his escape from the custody of the
Attorney General or from a Federal penal or
correctional institution, shall be imprisoned not
more than three years.
(June 25, 1948, ch. 645, 62 Stat. 755.)
HISTORICAL AND REVISION NOTES
Based on title 18, U.S.C., 1940 ed., §§ 753i, 910 (May 14,
1930, ch. 274, § 10, 46 Stat. 327; May 27, 1930, ch. 339, § 10,
46 Stat. 390).
Section consolidates similar language of said sections
of title 18, U.S.C., 1940 ed. Remaining provisions are in
section 752 of this title.
Words ‘‘willfully harbors’’ were added in conformity
with section 1071 of this title. Punishment for harboring violators of the Espionage laws is provided in section 792 of this title. Punishment for harboring deserters from the armed forces is provided in section 1381 of
this title.
Minor changes were made in phraseology.

§ 1073. Flight to avoid prosecution or giving testimony
Whoever moves or travels in interstate or foreign commerce with intent either (1) to avoid
prosecution, or custody or confinement after
conviction, under the laws of the place from
which he flees, for a crime, or an attempt to
commit a crime, punishable by death or which is
a felony under the laws of the place from which
the fugitive flees, or (2) to avoid giving testimony in any criminal proceedings in such place
in which the commission of an offense punishable by death or which is a felony under the laws
of such place, is charged, or (3) to avoid service
of, or contempt proceedings for alleged disobedience of, lawful process requiring attendance
and the giving of testimony or the production of
documentary evidence before an agency of a
State empowered by the law of such State to
conduct investigations of alleged criminal activities, shall be fined under this title or imprisoned not more than five years, or both. For the
purposes of clause (3) of this paragraph, the
term ‘‘State’’ includes a State of the United
States, the District of Columbia, and any commonwealth, territory, or possession of the
United States.
Violations of this section may be prosecuted
only in the Federal judicial district in which the
original crime was alleged to have been commit-

