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Secretary of Veterans Affairs shall prescribe regula-
tions to carry out subchapter III of chapter 57 of title 
38, United States Code, as added by subsection (a).’’ 

§ 5722. Policy 

(a) IN GENERAL.—The security of Department 
information and information systems is vital to 
the success of the mission of the Department. 
To that end, the Secretary shall establish and 
maintain a comprehensive Department-wide in-
formation security program to provide for the 
development and maintenance of cost-effective 
security controls needed to protect Department 
information, in any media or format, and De-
partment information systems. 

(b) ELEMENTS.—The Secretary shall ensure 
that the Department information security pro-
gram includes the following elements: 

(1) Periodic assessments of the risk and mag-
nitude of harm that could result from the un-
authorized access, use, disclosure, disruption, 
modification, or destruction of information 
and information systems that support the op-
erations and assets of the Department. 

(2) Policies and procedures that— 
(A) are based on risk assessments; 
(B) cost-effectively reduce security risks 

to an acceptable level; and 
(C) ensure that information security is ad-

dressed throughout the life cycle of each De-
partment information system. 

(3) Selection and effective implementation 
of minimum, mandatory technical, oper-
ational, and management security controls, or 
other compensating countermeasures, to pro-
tect the confidentiality, integrity, and avail-
ability of each Department system and its in-
formation. 

(4) Subordinate plans for providing adequate 
security for networks, facilities, systems, or 
groups of information systems, as appropriate. 

(5) Annual security awareness training for 
all Department employees, contractors, and 
all other users of VA sensitive data and De-
partment information systems that identifies 
the information security risks associated with 
the activities of such employees, contractors, 
and users and the responsibilities of such em-
ployees, contractors, and users to comply with 
Department policies and procedures designed 
to reduce such risks. 

(6) Periodic testing and evaluation of the ef-
fectiveness of security controls based on risk, 
including triennial certification testing of all 
management, operational, and technical con-
trols, and annual testing of a subset of those 
controls for each Department system. 

(7) A process for planning, developing, imple-
menting, evaluating, and documenting reme-
dial actions to address deficiencies in informa-
tion security policies, procedures, and prac-
tices. 

(8) Procedures for detecting, immediately re-
porting, and responding to security incidents, 
including mitigating risks before substantial 
damage is done as well as notifying and con-
sulting with the US-Computer Emergency 
Readiness Team of the Department of Home-
land Security, law enforcement agencies, the 
Inspector General of the Department, and 
other offices as appropriate. 

(9) Plans and procedures to ensure continu-
ity of operations for Department systems. 

(c) COMPLIANCE WITH CERTAIN REQUIRE-
MENTS.—The Secretary shall comply with the 
provisions of subchapter III of chapter 35 of title 
44 and other related information security re-
quirements promulgated by the National Insti-
tute of Standards and Technology and the Office 
of Management and Budget that define Depart-
ment information system mandates. 

(Added Pub. L. 109–461, title IX, § 902(a), Dec. 22, 
2006, 120 Stat. 3450.) 

§ 5723. Responsibilities 

(a) SECRETARY OF VETERANS AFFAIRS.—In ac-
cordance with the provisions of subchapter III of 
chapter 35 of title 44, the Secretary is respon-
sible for the following: 

(1) Ensuring that the Department adopts a 
Department-wide information security pro-
gram and otherwise complies with the provi-
sions of subchapter III of chapter 35 of title 44 
and other related information security re-
quirements. 

(2) Ensuring that information security pro-
tections are commensurate with the risk and 
magnitude of the potential harm to Depart-
ment information and information systems re-
sulting from unauthorized access, use, disclo-
sure, disruption, modification, or destruction. 

(3) Ensuring that information security man-
agement processes are integrated with Depart-
ment strategic and operational planning proc-
esses. 

(4) Ensuring that the Under Secretaries, As-
sistant Secretaries, and other key officials of 
the Department provide adequate security for 
the information and information systems 
under their control. 

(5) Ensuring enforcement and compliance 
with the requirements imposed on the Depart-
ment under the provisions of subchapter III of 
chapter 35 of title 44. 

(6) Ensuring that the Department has 
trained program and staff office personnel suf-
ficient to assist in complying with all the pro-
visions of subchapter III of chapter 35 of title 
44 and other related information security re-
quirements. 

(7) Ensuring that the Assistant Secretary for 
Information and Technology, in coordination 
with the Under Secretaries, Assistant Sec-
retaries, and other key officials of the Depart-
ment report to Congress, the Office of Manage-
ment and Budget, and other entities as re-
quired by law and Executive Branch direction 
on the effectiveness of the Department infor-
mation security program, including remedial 
actions. 

(8) Notifying officials other than officials of 
the Department of data breaches when re-
quired under this subchapter. 

(9) Ensuring that the Assistant Secretary for 
Information and Technology has the authority 
and control necessary to develop, approve, im-
plement, integrate, and oversee the policies, 
procedures, processes, activities, and systems 
of the Department relating to subchapter III 
of chapter 35 of title 44, including the manage-
ment of all related mission applications, infor-
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mation resources, personnel, and infrastruc-
ture. 

(10) Submitting to the Committees on Veter-
ans’ Affairs of the Senate and House of Rep-
resentatives, the Committee on Government 
Reform of the House of Representatives, and 
the Committee on Homeland Security and 
Governmental Affairs of the Senate, not later 
than March 1 each year, a report on the com-
pliance of the Department with subchapter III 
of chapter 35 of title 44, with the information 
in such report displayed in the aggregate and 
separately for each Administration, office, and 
facility of the Department. 

(11) Taking appropriate action to ensure 
that the budget for any fiscal year, as submit-
ted by the President to Congress under section 
1105 of title 31, sets forth separately the 
amounts required in the budget for such fiscal 
year for compliance by the Department with 
Federal law and regulations governing infor-
mation security, including this subchapter 
and subchapter III of chapter 35 of title 44. 

(12) Providing notice to the Director of the 
Office of Management and Budget, the Inspec-
tor General of the Department, and such other 
Federal agencies as the Secretary considers 
appropriate of a presumptive data breach of 
which notice is provided the Secretary under 
subsection (b)(16) if, in the opinion of the As-
sistant Secretary for Information and Tech-
nology, the breach involves the information of 
twenty or more individuals. 

(b) ASSISTANT SECRETARY FOR INFORMATION 
AND TECHNOLOGY.—The Assistant Secretary for 
Information and Technology, as the Chief Infor-
mation Officer of the Department, is responsible 
for the following: 

(1) Establishing, maintaining, and monitor-
ing Department-wide information security 
policies, procedures, control techniques, train-
ing, and inspection requirements as elements 
of the Department information security pro-
gram. 

(2) Issuing policies and handbooks to provide 
direction for implementing the elements of 
the information security program to all De-
partment organizations. 

(3) Approving all policies and procedures 
that are related to information security for 
those areas of responsibility that are cur-
rently under the management and the over-
sight of other Department organizations. 

(4) Ordering and enforcing Department-wide 
compliance with and execution of any infor-
mation security policy. 

(5) Establishing minimum mandatory tech-
nical, operational, and management informa-
tion security control requirements for each 
Department system, consistent with risk, the 
processes identified in standards of the Na-
tional Institute of Standards and Technology, 
and the responsibilities of the Assistant Sec-
retary to operate and maintain all Depart-
ment systems currently creating, processing, 
collecting, or disseminating data on behalf of 
Department information owners. 

(6) Establishing standards for access to De-
partment information systems by organiza-
tions and individual employees, and to deny 
access as appropriate. 

(7) Directing that any incidents of failure to 
comply with established information security 
policies be immediately reported to the Assist-
ant Secretary. 

(8) Reporting any compliance failure or pol-
icy violation directly to the appropriate Under 
Secretary, Assistant Secretary, or other key 
official of the Department for appropriate ad-
ministrative or disciplinary action. 

(9) Reporting any compliance failure or pol-
icy violation directly to the appropriate Under 
Secretary, Assistant Secretary, or other key 
official of the Department along with taking 
action to correct the failure or violation. 

(10) Requiring any key official of the Depart-
ment who is so notified to report to the Assist-
ant Secretary with respect to an action to be 
taken in response to any compliance failure or 
policy violation reported by the Assistant Sec-
retary. 

(11) Ensuring that the Chief Information Of-
ficers and Information Security Officers of the 
Department comply with all cyber security di-
rectives and mandates, and ensuring that 
these staff members have all necessary au-
thority and means to direct full compliance 
with such directives and mandates relating to 
the acquisition, operation, maintenance, or 
use of information technology resources from 
all facility staff. 

(12) Establishing the VA National Rules of 
Behavior for appropriate use and protection of 
the information which is used to support De-
partment missions and functions. 

(13) Establishing and providing supervision 
over an effective incident reporting system. 

(14) Submitting to the Secretary, at least 
once every quarter, a report on any deficiency 
in the compliance with subchapter III of chap-
ter 35 of title 44 of the Department or any Ad-
ministration, office, or facility of the Depart-
ment. 

(15) Reporting immediately to the Secretary 
on any significant deficiency in the compli-
ance described by paragraph (14). 

(16) Providing immediate notice to the Sec-
retary of any presumptive data breach. 

(c) ASSOCIATE DEPUTY ASSISTANT SECRETARY 
FOR CYBER AND INFORMATION SECURITY.—In ac-
cordance with the provisions of subchapter III of 
chapter 35 of title 44, the Associate Deputy As-
sistant Secretary for Cyber and Information Se-
curity, as the Senior Information Security Offi-
cer of the Department, is responsible for carry-
ing out the responsibilities of the Assistant Sec-
retary for Information and Technology under 
the provisions of subchapter III of chapter 35 of 
title 44, as set forth in subsection (b). 

(d) DEPARTMENT INFORMATION OWNERS.—In ac-
cordance with the criteria of the Centralized IT 
Management System, Department information 
owners are responsible for the following: 

(1) Providing assistance to the Assistant 
Secretary for Information and Technology re-
garding the security requirements and appro-
priate level of security controls for the infor-
mation system or systems where sensitive per-
sonal information is currently created, col-
lected, processed, disseminated, or subject to 
disposal. 

(2) Determining who has access to the sys-
tem or systems containing sensitive personal 
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information, including types of privileges and 
access rights. 

(3) Ensuring the VA National Rules of Be-
havior is signed on an annual basis and en-
forced by all system users to ensure appro-
priate use and protection of the information 
which is used to support Department missions 
and functions. 

(4) Assisting the Assistant Secretary for In-
formation and Technology in the identifica-
tion and assessment of the common security 
controls for systems where their information 
resides. 

(5) Providing assistance to Administration 
and staff office personnel involved in the de-
velopment of new systems regarding the ap-
propriate level of security controls for their 
information. 

(e) OTHER KEY OFFICIALS.—In accordance with 
the provisions of subchapter III of chapter 35 of 
title 44, the Under Secretaries, Assistant Sec-
retaries, and other key officials of the Depart-
ment are responsible for the following: 

(1) Implementing the policies, procedures, 
practices, and other countermeasures identi-
fied in the Department information security 
program that comprise activities that are 
under their day-to-day operational control or 
supervision. 

(2) Periodically testing and evaluating infor-
mation security controls that comprise activi-
ties that are under their day-to-day oper-
ational control or supervision to ensure effec-
tive implementation. 

(3) Providing a plan of action and milestones 
to the Assistant Secretary for Information and 
Technology on at least a quarterly basis de-
tailing the status of actions being taken to 
correct any security compliance failure or pol-
icy violation. 

(4) Complying with the provisions of sub-
chapter III of chapter 35 of title 44 and other 
related information security laws and require-
ments in accordance with orders of the Assist-
ant Secretary for Information and Technology 
to execute the appropriate security controls 
commensurate to responding to a security bul-
letin of the Security Operations Center of the 
Department, with such orders to supersede and 
take priority over all operational tasks and 
assignments and be complied with imme-
diately. 

(5) Ensuring that— 
(A) all employees within their organiza-

tions take immediate action to comply with 
orders from the Assistant Secretary for In-
formation and Technology to— 

(i) mitigate the impact of any potential 
security vulnerability; 

(ii) respond to a security incident; or 
(iii) implement the provisions of a bul-

letin or alert of the Security Operations 
Center; and 

(B) organizational managers have all nec-
essary authority and means to direct full 
compliance with such orders from the As-
sistant Secretary. 

(6) Ensuring the VA National Rules of Be-
havior is signed and enforced by all system 
users to ensure appropriate use and protection 

of the information which is used to support 
Department missions and functions on an an-
nual basis. 

(f) USERS OF DEPARTMENT INFORMATION AND IN-
FORMATION SYSTEMS.—Users of Department in-
formation and information systems are respon-
sible for the following: 

(1) Complying with all Department informa-
tion security program policies, procedures, 
and practices. 

(2) Attending security awareness training on 
at least an annual basis. 

(3) Reporting all security incidents imme-
diately to the Information Security Officer of 
the system or facility and to their immediate 
supervisor. 

(4) Complying with orders from the Assist-
ant Secretary for Information and Technology 
directing specific activities when a security 
incident occurs. 

(5) Signing an acknowledgment that they 
have read, understand, and agree to abide by 
the VA National Rules of Behavior on an an-
nual basis. 

(g) INSPECTOR GENERAL OF DEPARTMENT OF 
VETERANS AFFAIRS.—In accordance with the pro-
visions of subchapter III of chapter 35 of title 44, 
the Inspector General of the Department is re-
sponsible for the following: 

(1) Conducting an annual audit of the De-
partment information security program. 

(2) Submitting an independent annual report 
to the Office of Management and Budget on 
the status of the Department information se-
curity program, based on the results of the an-
nual audit. 

(3) Conducting investigations of complaints 
and referrals of violations as considered appro-
priate by the Inspector General. 

(Added Pub. L. 109–461, title IX, § 902(a), Dec. 22, 
2006, 120 Stat. 3451; amended Pub. L. 111–275, title 
X, § 1001(m)(1), Oct. 13, 2010, 124 Stat. 2897.) 

AMENDMENTS 

2010—Subsec. (g)(2). Pub. L. 111–275 inserted ‘‘the’’ be-
fore ‘‘Department’’. 

§ 5724. Provision of credit protection and other 
services 

(a) INDEPENDENT RISK ANALYSIS.—(1) In the 
event of a data breach with respect to sensitive 
personal information that is processed or main-
tained by the Secretary, the Secretary shall en-
sure that, as soon as possible after the data 
breach, a non-Department entity or the Office of 
Inspector General of the Department conducts 
an independent risk analysis of the data breach 
to determine the level of risk associated with 
the data breach for the potential misuse of any 
sensitive personal information involved in the 
data breach. 

(2) If the Secretary determines, based on the 
findings of a risk analysis conducted under para-
graph (1), that a reasonable risk exists for the 
potential misuse of sensitive personal informa-
tion involved in a data breach, the Secretary 
shall provide credit protection services in ac-
cordance with the regulations prescribed by the 
Secretary under this section. 

(b) REGULATIONS.—Not later than 180 days 
after the date of the enactment of the Veterans 
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