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or destruction, and includes ensuring infor-

mation nonrepudiation and authenticity; 
(B) confidentiality, which means preserv-

ing authorized restrictions on access and 

disclosure, including means for protecting 

personal privacy and proprietary informa-

tion; and 
(C) availability, which means ensuring 

timely and reliable access to and use of in-

formation. 

(2)(A) The term ‘‘national security system’’ 

means any information system (including any 

telecommunications system) used or operated 

by an agency or by a contractor of an agency, 

or other organization on behalf of an agency— 
(i) the function, operation, or use of 

which— 
(I) involves intelligence activities; 
(II) involves cryptologic activities relat-

ed to national security; 
(III) involves command and control of 

military forces; 
(IV) involves equipment that is an inte-

gral part of a weapon or weapons system; 

or 
(V) subject to subparagraph (B), is criti-

cal to the direct fulfillment of military or 

intelligence missions; or 

(ii) is protected at all times by procedures 

established for information that have been 

specifically authorized under criteria estab-

lished by an Executive order or an Act of 

Congress to be kept classified in the interest 

of national defense or foreign policy. 

(B) Subparagraph (A)(i)(V) does not include 

a system that is to be used for routine admin-

istrative and business applications (including 

payroll, finance, logistics, and personnel man-

agement applications). 
(3) The term ‘‘information technology’’ has 

the meaning given that term in section 11101 

of title 40. 

(Added Pub. L. 107–347, title III, § 301(b)(1), Dec. 

17, 2002, 116 Stat. 2947.) 

§ 3543. Authority and functions of the Director 

(a) IN GENERAL.—The Director shall oversee 

agency information security policies and prac-

tices, including— 
(1) developing and overseeing the implemen-

tation of policies, principles, standards, and 

guidelines on information security, including 

through ensuring timely agency adoption of 

and compliance with standards promulgated 

under section 11331 of title 40; 
(2) requiring agencies, consistent with the 

standards promulgated under such section 

11331 and the requirements of this subchapter, 

to identify and provide information security 

protections commensurate with the risk and 

magnitude of the harm resulting from the un-

authorized access, use, disclosure, disruption, 

modification, or destruction of— 
(A) information collected or maintained by 

or on behalf of an agency; or 
(B) information systems used or operated 

by an agency or by a contractor of an agency 

or other organization on behalf of an agency; 

(3) coordinating the development of stand-

ards and guidelines under section 20 of the Na-

tional Institute of Standards and Technology 

Act (15 U.S.C. 278g–3) with agencies and offices 

operating or exercising control of national se-

curity systems (including the National Secu-

rity Agency) to assure, to the maximum ex-

tent feasible, that such standards and guide-

lines are complementary with standards and 

guidelines developed for national security sys-

tems; 
(4) overseeing agency compliance with the 

requirements of this subchapter, including 

through any authorized action under section 

11303 of title 40, to enforce accountability for 

compliance with such requirements; 
(5) reviewing at least annually, and approv-

ing or disapproving, agency information secu-

rity programs required under section 3544(b); 
(6) coordinating information security poli-

cies and procedures with related information 

resources management policies and proce-

dures; 
(7) overseeing the operation of the Federal 

information security incident center required 

under section 3546; and 
(8) reporting to Congress no later than 

March 1 of each year on agency compliance 

with the requirements of this subchapter, in-

cluding— 
(A) a summary of the findings of evalua-

tions required by section 3545; 
(B) an assessment of the development, pro-

mulgation, and adoption of, and compliance 

with, standards developed under section 20 of 

the National Institute of Standards and 

Technology Act (15 U.S.C. 278g–3) and pro-

mulgated under section 11331 of title 40; 
(C) significant deficiencies in agency infor-

mation security practices; 
(D) planned remedial action to address 

such deficiencies; and 
(E) a summary of, and the views of the Di-

rector on, the report prepared by the Na-

tional Institute of Standards and Tech-

nology under section 20(d)(10) of the Na-

tional Institute of Standards and Tech-

nology Act (15 U.S.C. 278g–3). 

(b) NATIONAL SECURITY SYSTEMS.—Except for 

the authorities described in paragraphs (4) and 

(8) of subsection (a), the authorities of the Di-

rector under this section shall not apply to na-

tional security systems. 
(c) DEPARTMENT OF DEFENSE AND CENTRAL IN-

TELLIGENCE AGENCY SYSTEMS.—(1) The authori-

ties of the Director described in paragraphs (1) 

and (2) of subsection (a) shall be delegated to the 

Secretary of Defense in the case of systems de-

scribed in paragraph (2) and to the Director of 

Central Intelligence in the case of systems de-

scribed in paragraph (3). 
(2) The systems described in this paragraph 

are systems that are operated by the Depart-

ment of Defense, a contractor of the Department 

of Defense, or another entity on behalf of the 

Department of Defense that processes any infor-

mation the unauthorized access, use, disclosure, 

disruption, modification, or destruction of 

which would have a debilitating impact on the 

mission of the Department of Defense. 
(3) The systems described in this paragraph 

are systems that are operated by the Central In-

telligence Agency, a contractor of the Central 
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Intelligence Agency, or another entity on behalf 

of the Central Intelligence Agency that proc-

esses any information the unauthorized access, 

use, disclosure, disruption, modification, or de-

struction of which would have a debilitating im-

pact on the mission of the Central Intelligence 

Agency. 

(Added Pub. L. 107–347, title III, § 301(b)(1), Dec. 

17, 2002, 116 Stat. 2947.) 

CHANGE OF NAME 

Reference to the Director of Central Intelligence or 

the Director of the Central Intelligence Agency in the 

Director’s capacity as the head of the intelligence com-

munity deemed to be a reference to the Director of Na-

tional Intelligence. Reference to the Director of Cen-

tral Intelligence or the Director of the Central Intel-

ligence Agency in the Director’s capacity as the head of 

the Central Intelligence Agency deemed to be a ref-

erence to the Director of the Central Intelligence Agen-

cy. See section 1081(a), (b) of Pub. L. 108–458, set out as 

a note under section 401 of Title 50, War and National 

Defense. 

§ 3544. Federal agency responsibilities 

(a) IN GENERAL.—The head of each agency 

shall— 

(1) be responsible for— 

(A) providing information security protec-

tions commensurate with the risk and mag-

nitude of the harm resulting from unauthor-

ized access, use, disclosure, disruption, 

modification, or destruction of— 

(i) information collected or maintained 

by or on behalf of the agency; and 

(ii) information systems used or oper-

ated by an agency or by a contractor of an 

agency or other organization on behalf of 

an agency; 

(B) complying with the requirements of 

this subchapter and related policies, proce-

dures, standards, and guidelines, including— 

(i) information security standards pro-

mulgated under section 11331 of title 40; 

and 

(ii) information security standards and 

guidelines for national security systems 

issued in accordance with law and as di-

rected by the President; and 

(C) ensuring that information security 

management processes are integrated with 

agency strategic and operational planning 

processes; 

(2) ensure that senior agency officials pro-

vide information security for the information 

and information systems that support the op-

erations and assets under their control, in-

cluding through— 

(A) assessing the risk and magnitude of 

the harm that could result from the unau-

thorized access, use, disclosure, disruption, 

modification, or destruction of such infor-

mation or information systems; 

(B) determining the levels of information 

security appropriate to protect such infor-

mation and information systems in accord-

ance with standards promulgated under sec-

tion 11331 of title 40, for information secu-

rity classifications and related require-

ments; 

(C) implementing policies and procedures 

to cost-effectively reduce risks to an accept-

able level; and 
(D) periodically testing and evaluating in-

formation security controls and techniques 

to ensure that they are effectively imple-

mented; 

(3) delegate to the agency Chief Information 

Officer established under section 3506 (or com-

parable official in an agency not covered by 

such section) the authority to ensure compli-

ance with the requirements imposed on the 

agency under this subchapter, including— 
(A) designating a senior agency informa-

tion security officer who shall— 
(i) carry out the Chief Information Offi-

cer’s responsibilities under this section; 

(ii) possess professional qualifications, 

including training and experience, re-

quired to administer the functions de-

scribed under this section; 

(iii) have information security duties as 

that official’s primary duty; and 

(iv) head an office with the mission and 

resources to assist in ensuring agency 

compliance with this section; 

(B) developing and maintaining an agency-

wide information security program as re-

quired by subsection (b); 

(C) developing and maintaining informa-

tion security policies, procedures, and con-

trol techniques to address all applicable re-

quirements, including those issued under 

section 3543 of this title, and section 11331 of 

title 40; 

(D) training and overseeing personnel with 

significant responsibilities for information 

security with respect to such responsibil-

ities; and 

(E) assisting senior agency officials con-

cerning their responsibilities under para-

graph (2); 

(4) ensure that the agency has trained per-

sonnel sufficient to assist the agency in com-

plying with the requirements of this sub-

chapter and related policies, procedures, 

standards, and guidelines; and 

(5) ensure that the agency Chief Information 

Officer, in coordination with other senior 

agency officials, reports annually to the agen-

cy head on the effectiveness of the agency in-

formation security program, including 

progress of remedial actions. 

(b) AGENCY PROGRAM.—Each agency shall de-

velop, document, and implement an agencywide 

information security program, approved by the 

Director under section 3543(a)(5), to provide in-

formation security for the information and in-

formation systems that support the operations 

and assets of the agency, including those pro-

vided or managed by another agency, contrac-

tor, or other source, that includes— 

(1) periodic assessments of the risk and mag-

nitude of the harm that could result from the 

unauthorized access, use, disclosure, disrup-

tion, modification, or destruction of informa-

tion and information systems that support the 

operations and assets of the agency; 

(2) policies and procedures that— 
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