Page 12056

such incidents, and the consequences of information
security incidents involving such systems.

‘“(2) The automation of continuous monitoring of
the effectiveness of the information security policies,
procedures, and practices within the information in-
frastructure of the Department of Defense, and the
compliance of that infrastructure with such policies,
procedures, and practices, including automation of—

‘“(A) management, operational, and technical
controls of every information system identified in
the inventory required under section 3505(c) of title
44, United States Code; and

‘(B) management, operational, and technical con-
trols relied on for evaluations under section 3545 of
title 44, United States Code.

““(b) DEFINITIONS.—In this section:

‘(1) The term ‘information security
means an occurrence that—

‘“(A) actually or potentially jeopardizes the con-
fidentiality, integrity, or availability of an infor-
mation system or the information such system
processes, stores, or transmits; or

‘“(B) constitutes a violation or imminent threat
of violation of security policies, security proce-
dures, or acceptable use policies with respect to an
information system.

‘“(2) The term ‘information infrastructure’ means
the underlying framework, equipment, and software
that an information system and related assets rely on
to process, transmit, receive, or store information
electronically.

‘“(3) The term ‘national security system’ has the
meaning given that term in section 3542(b)(2) of title
44, United States Code.”’

incident’

§ 2223a. Information technology acquisition plan-
ning and oversight requirements

(a) ESTABLISHMENT OF PROGRAM.—The Sec-
retary of Defense shall establish a program to
improve the planning and oversight processes
for the acquisition of major automated informa-
tion systems by the Department of Defense.

(b) PROGRAM COMPONENTS.—The program es-
tablished under subsection (a) shall include—

(1) a documented process for information
technology acquisition planning, requirements
development and management, project man-
agement and oversight, earned value manage-
ment, and risk management;

(2) the development of appropriate metrics
that can be implemented and monitored on a
real-time basis for performance measurement
of—

(A) processes and development status of
investments in major automated informa-
tion system programs;

(B) continuous process improvement of
such programs; and

(C) achievement of program and invest-
ment outcomes;

(3) a process to ensure that key program per-
sonnel have an appropriate level of experience,
training, and education in the planning, acqui-
sition, execution, management, and oversight
of information technology systems;

(4) a process to ensure sufficient resources
and infrastructure capacity for test and eval-
uation of information technology systems;

(5) a process to ensure that military depart-
ments and Defense Agencies adhere to estab-
lished processes and requirements relating to
the planning, acquisition, execution, manage-
ment, and oversight of information technology
programs and developments; and
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(6) a process under which an appropriate De-
partment of Defense official may intervene or
terminate the funding of an information tech-
nology investment if the investment is at risk
of not achieving major project milestones.

(Added Pub. L. 111-383, div. A, title VIII,
§8056(a)(1), Jan. 7, 2011, 124 Stat. 4259.)

SUPERVISION OF THE ACQUISITION OF CLOUD COMPUTING
CAPABILITIES

Pub. L. 113-66, div. A, title IX, §938, Dec. 26, 2013, 127
Stat. 835, provided that:

‘‘(a) SUPERVISION.—

‘(1) IN GENERAL.—The Secretary of Defense shall,
acting through the Under Secretary of Defense for
Acquisition, Technology, and Logistics, the Under
Secretary of Defense for Intelligence, the Chief Infor-
mation Officer of the Department of Defense, and the
Chairman of the Joint Requirements Oversight Coun-
cil, supervise the following:

““(A) Review, development, modification, and ap-
proval of requirements for cloud computing solu-
tions for data analysis and storage by the Armed
Forces and the Defense Agencies, including require-
ments for cross-domain, enterprise-wide discovery
and correlation of data stored in cloud and non-
cloud computing databases, relational and non-re-
lational databases, and hybrid databases.

‘“(B) Review, development, modification, ap-
proval, and implementation of plans for the com-
petitive acquisition of cloud computing systems or
services to meet requirements described in subpara-
graph (A), including plans for the transition from
current computing systems to systems or services
acquired.

‘(C) Development and implementation of plans to
ensure that the cloud systems or services acquired
pursuant to subparagraph (B) are interoperable and
universally accessible and usable through at-
tribute-based access controls.

‘(D) Integration of plans under subparagraphs (B)
and (C) with enterprise-wide plans of the Armed
Forces and the Department of Defense for the Joint
Information Environment and the Defense Intel-
ligence Information Environment.

‘“(2) DIRECTION.—The Secretary shall provide direc-
tion to the Armed Forces and the Defense Agencies
on the matters covered by paragraph (1) by not later
than March 15, 2014.

“(b) INTEGRATION WITH INTELLIGENCE COMMUNITY EF-
FORTS.—The Secretary shall coordinate with the Direc-
tor of National Intelligence to ensure that activities
under this section are integrated with the Intelligence
Community Information Technology Enterprise in
order to achieve interoperability, information sharing,
and other efficiencies.

““(c) LIMITATION.—The requirements of subparagraphs
(B), (C), and (D) of subsection (a)(1) shall not apply to
a contract for the acquisition of cloud computing capa-
bilities in an amount less than $1,000,000.

‘“(d) RULE OF CONSTRUCTION.—Nothing in this section
shall be construed to alter or affect the authorities or
responsibilities of the Director of National Intelligence
under section 102A of the National Security Act of 1947
(60 U.S.C. 3024).”

DATA SERVERS AND CENTERS

Pub. L. 112-81, div. B, title XXVIII, §2867, Dec. 31,
2011, 125 Stat. 1704, as amended by Pub. L. 112-239, div.
B, title XXVIII, §2853, Jan. 2, 2013, 126 Stat. 2161, pro-
vided that:

“‘(a) LIMITATIONS ON OBLIGATION OF FUNDS.—

‘(1) LIMITATIONS.—

‘‘(A) BEFORE PERFORMANCE PLAN.—During the pe-
riod beginning on the date of the enactment of this
Act [Dec. 31, 2011] and ending on May 1, 2012, a de-
partment, agency, or component of the Department
of Defense may not obligate funds for a data server
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farm or data center unless approved by the Chief

Information Officer of the Department of Defense

or the Chief Information Officer of a component of

the Department to whom the Chief Information Of-
ficer of the Department has specifically delegated
such approval authority.

‘“(B) UNDER PERFORMANCE PLAN.—After May 1,
2012, a department, agency, or component of the De-
partment may not obligate funds for a data center,
or any information systems technology used there-
in, unless that obligation is in accordance with the
performance plan required by subsection (b) and is
approved as described in subparagraph (A).

‘‘(2) REQUIREMENTS FOR APPROVALS.—

‘‘(A) BEFORE PERFORMANCE PLAN.—An approval of
the obligation of funds may not be granted under
paragraph (1)(A) unless the official granting the ap-
proval determines, in writing, that existing re-
sources of the agency, component, or element con-
cerned cannot affordably or practically be used or
modified to meet the requirements to be met
through the obligation of funds.

‘(B) UNDER PERFORMANCE PLAN.—An approval of
the obligation of funds may not be granted under
paragraph (1)(B) unless the official granting the ap-
proval determines that—

‘(i) existing resources of the Department do not
meet the operation requirements to be met
through the obligation of funds; and

‘“(ii) the proposed obligation is in accordance
with the performance standards and measures es-
tablished by the Chief Information Officer of the
Department under subsection (b).

‘“(3) REPORTS.—Not later than 30 days after the end
of each calendar quarter, each Chief Information Offi-
cer of a component of the Department who grants an
approval under paragraph (1) during such calendar
quarter shall submit to the Chief Information Officer
of the Department a report on the approval or ap-
provals so granted during such calendar quarter.

‘“(b) PERFORMANCE PLAN FOR REDUCTION OF RE-

SOURCES REQUIRED FOR DATA SERVERS AND CENTERS.—

‘(1) COMPONENT PLANS.—

‘“(A) IN GENERAL.—Not later than January 15,
2012, the Secretaries of the military departments
and the heads of the Defense Agencies shall each
submit to the Chief Information Officer of the De-
partment a plan for the department or agency con-
cerned to achieve the following:

‘(i) A reduction in the square feet of floor space
devoted to information systems technologies, at-
tendant support technologies, and operations
within data centers.

‘“(i1) A reduction in the use of all utilities nec-
essary to power and cool information systems
technologies and data centers.

‘‘(iii) An increase in multi-organizational utili-
zation of data centers, information systems tech-
nologies, and associated resources.

“(iv) A reduction in the investment for capital
infrastructure or equipment required to support
data centers as measured in cost per megawatt of
data storage.

‘“(v) A reduction in the number of commercial
and government developed applications running
on data servers and within data centers.

“(vi) A reduction in the number of government
and vendor provided full-time equivalent person-
nel, and in the cost of labor, associated with the
operation of data servers and data centers.

‘(B) SPECIFICATION OF REQUIRED ELEMENTS.—The
Chief Information Officer of the Department shall
specify the particular performance standards and
measures and implementation elements to be in-
cluded in the plans submitted under this paragraph,
including specific goals and schedules for achieving
the matters specified in subparagraph (A).

‘“(2) DEFENSE-WIDE PLAN.—

‘‘(A) IN GENERAL.—Not later than April 1, 2012, the

Chief Information Officer of the Department shall
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submit to the congressional defense committees

[Committees on Armed Services and Appropriations

of the Senate and the House of Representatives] a

performance plan for a reduction in the resources

required for data centers and information systems
technologies Department-wide. The plan shall be
based upon and incorporate appropriate elements of

the plans submitted under paragraph (1).

“(B) ELEMENTS.—The performance plan required
under this paragraph shall include the following:

‘(i) A Department-wide performance plan for
achieving the matters specified in paragraph
(1)(A), including performance standards and
measures for data centers and information sys-
tems technologies, goals and schedules for achiev-
ing such matters, and an estimate of cost savings
anticipated through implementation of the plan.

‘(i) A Department-wide strategy for each of
the following:

‘“(I) Desktop, laptop, and mobile device
virtualization.

‘“(IT) Transitioning to cloud computing.

“(IIT) Migration of Defense data and govern-
ment-provided services from Department-owned
and operated data centers to cloud computing
services generally available within the private
sector that provide a better capability at a
lower cost with the same or greater degree of
security.

‘“(IV) Utilization of private sector-managed
security services for data centers and cloud
computing services.

(V) A finite set of metrics to accurately and
transparently report on data center infrastruc-
ture (space, power and cooling): age, cost, ca-
pacity, usage, energy efficiency and utilization,
accompanied with the aggregate data for each
data center site in use by the Department in ex-
cess of 100 kilowatts of information technology
power demand.

“(VI) Transitioning to just-in-time delivery of
Department-owned data center infrastructure
(space, power and cooling) through use of modu-
lar data center technology and integrated data
center infrastructure management software.

¢(3) RESPONSIBILITY.—The Chief Information Officer
of the Department shall discharge the responsibility
for establishing performance standards and measures
for data centers and information systems tech-
nologies for purposes of this subsection. Such respon-
sibility may not be delegated.

““(c) EXCEPTIONS.—

‘(1) INTELLIGENCE COMPONENTS.—The Chief Informa-
tion Officer of the Department and the Chief Informa-
tion Officer of the Intelligence Community may
jointly exempt from the applicability of this section
such intelligence components of the Department of
Defense (and the programs and activities thereof)
that are funded through the National Intelligence
Program (NIP) as the Chief Information Officers con-
sider appropriate.

‘(2) RESEARCH, DEVELOPMENT, TEST, AND EVALUA-
TION PROGRAMS.—The Chief Information Officer of the
Department may exempt from the applicability of
this section research, development, test, and evalua-
tion programs that use authorization of appropria-
tions for the High Performance Computing Mod-
ernization Program (Program Element 0603461A) if
the Chief Information Officer determines that the ex-
emption is in the best interest of national security.
“(d) REPORTS ON COST SAVINGS.—

‘(1) IN GENERAL.—Not later than March 1 of each
fiscal year, and ending in fiscal year 2016, the Chief
Information Officer of the Department shall submit
to the appropriate committees of Congress a report
on the cost savings, cost reductions, cost avoidances,
and performance gains achieved, and anticipated to
be achieved, as of the date of such report as a result
of activities undertaken under this section.

‘(2) APPROPRIATE COMMITTEES OF CONGRESS DE-
FINED.—In this subsection, the term ‘appropriate
committees of Congress’ means—
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“(A) the Committee on Armed Services, the Com-
mittee on Appropriations, and the Select Commit-
tee on Intelligence of the Senate; and

“(B) the Committee on Armed Services, the Com-
mittee on Appropriations, and the Permanent Se-
lect Committee on Intelligence of the House of Rep-
resentatives.”

§ 2224, Defense Information Assurance Program

(a) DEFENSE INFORMATION ASSURANCE PRO-
GRAM.—The Secretary of Defense shall carry out
a program, to be known as the ‘“‘Defense Infor-
mation Assurance Program’’, to protect and de-
fend Department of Defense information, infor-
mation systems, and information networks that
are critical to the Department and the armed
forces during day-to-day operations and oper-
ations in times of crisis.

(b) OBJECTIVES OF THE PROGRAM.—The objec-
tives of the program shall be to provide continu-
ously for the availability, integrity, authentica-
tion, confidentiality, nonrepudiation, and rapid
restitution of information and information sys-
tems that are essential elements of the Defense
Information Infrastructure.

(c) PROGRAM STRATEGY.—In carrying out the
program, the Secretary shall develop a program
strategy that encompasses those actions nec-
essary to assure the readiness, reliability, con-
tinuity, and integrity of Defense information
systems, networks, and infrastructure, including
through compliance with subchapter II of chap-
ter 35 of title 44, including through compliance
with subchapter III of chapter 35 of title 44. The
program strategy shall include the following:

(1) A vulnerability and threat assessment of
elements of the defense and supporting non-
defense information infrastructures that are
essential to the operations of the Department
and the armed forces.

(2) Development of essential information as-
surances technologies and programs.

(3) Organization of the Department, the
armed forces, and supporting activities to de-
fend against information warfare.

(4) Joint activities of the Department with
other departments and agencies of the Govern-
ment, State and local agencies, and elements
of the national information infrastructure.

(5) The conduct of exercises, war games, sim-
ulations, experiments, and other activities de-
signed to prepare the Department to respond
to information warfare threats.

(6) Development of proposed legislation that
the Secretary considers necessary for imple-
menting the program or for otherwise respond-
ing to the information warfare threat.

(d) COORDINATION.—In carrying out the pro-
gram, the Secretary shall coordinate, as appro-
priate, with the head of any relevant Federal
agency and with representatives of those na-
tional critical information infrastructure sys-
tems that are essential to the operations of the
Department and the armed forces on informa-
tion assurance measures necessary to the pro-
tection of these systems.

[(e) Repealed. Pub. L. 108-136, div. A, title X,
§1031(a)(12), Nov. 24, 2003, 117 Stat. 15697.]

(f) INFORMATION ASSURANCE TEST BED.—The
Secretary shall develop an information assur-
ance test bed within the Department of Defense
to provide—
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(1) an integrated organization structure to
plan and facilitate the conduct of simulations,
war games, exercises, experiments, and other
activities to prepare and inform the Depart-
ment regarding information warfare threats;
and

(2) organization and planning means for the
conduct by the Department of the integrated
or joint exercises and experiments with ele-
ments of the national information systems in-
frastructure and other non-Department of De-
fense organizations that are responsible for
the oversight and management of critical in-
formation systems and infrastructures on
which the Department, the armed forces, and
supporting activities depend for the conduct of
daily operations and operations during crisis.

(Added Pub. L. 106-65, div. A, title X, §1043(a),
Oct. 5, 1999, 113 Stat. 760; amended Pub. L.
106-398, §1 [[div. A], title X, §1063], Oct. 30, 2000,
114 Stat. 1654, 1654A-274; Pub. L. 107-296, title X,
§1001(c)(1)(B), Nov. 25, 2002, 116 Stat. 2267; Pub.
L. 107-347, title III, §301(c)(1)(B), Dec. 17, 2002, 116
Stat. 2955; Pub. L. 108-136, div. A, title X,
§1031(a)(12), Nov. 24, 2003, 117 Stat. 1597; Pub. L.
108-375, div. A, title X, §1084(d)(17), Oct. 28, 2004,
118 Stat. 2062.)

AMENDMENTS

2004—Subsec. (c). Pub. L. 108-375 substituted ‘‘sub-
chapter II”’ for ‘‘subtitle I’ in introductory provisions.

2003—Subsec. (e). Pub. L. 108-136 struck out subsec.
(e) which directed the Secretary of Defense to annually
submit to Congress a report on the Defense Information
Assurance Program.

2002—Subsec. (b). Pub. L. 107-296, §1001(c)(1)(B)(i), and
Pub. L. 107-347, §301(c)(1)(B)(i), amended subsec. (b)
identically, substituting ‘‘Objectives of the Program’
for ““‘Objectives and Minimum Requirements’ in head-
ing and striking out par. (1) designation before ‘‘The
objectives’’.

Subsec. (b)(2). Pub. L. 107-347, §301(c)(1)(B)(ii), struck
out par. (2) which read as follows: ‘“The program shall
at a minimum meet the requirements of sections 3534
and 3535 of title 44.”

Pub. L. 107-296, §1001(c)(1)(B)(ii), which directed the
striking out of ‘“(2) the program shall at a minimum
meet the requirements of section 3534 and 3535 of title
44, United States Code.” could not be executed. See
above par.

Subsec. (c). Pub. L. 107-347, §301(c)(1)(B)(iii), inserted
¢, including through compliance with subchapter III of
chapter 35 of title 44’ after ‘‘infrastructure’ in intro-
ductory provisions.

Pub. L. 107-296, §1001(c)(1)(B)(ii), inserted
‘“, including through compliance with subtitle II of
chapter 35 of title 44 after ‘‘infrastructure’ in intro-
ductory provisions.

2000—Subsec. (b). Pub. L. 106-398, §1 [[div. A], title X,
§1063(a)], substituted ‘‘OBJECTIVES AND MINIMUM RE-
QUIREMENTS’ for ‘‘OBJECTIVES OF THE PROGRAM” in
heading, designated existing provisions as par. (1), and
added par. (2).

Subsec. (e)(7). Pub. L. 106-398, §1 [[div. A], title X,
§1063(b)]1, added par. (7).

EFFECTIVE DATE OF 2002 AMENDMENT

Amendment by Pub. L. 107-296 effective 60 days after
Nov. 25, 2002, see section 4 of Pub. L. 107-296, set out as
an Effective Date note under section 101 of Title 6, Do-
mestic Security.

EFFECTIVE DATE OF 2000 AMENDMENT

Amendment by Pub. L. 106-398 effective 30 days after
Oct. 30, 2000, see section 1 [[div. A], title X, §1065] of
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