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§7406. National Institute of Standards and Tech-
nology programs

(a), (b) Omitted

(c) Checklists for Government systems
(1) In general

The Director of the National Institute of
Standards and Technology shall develop, and
revise as necessary, a checklist setting forth
settings and option selections that minimize
the security risks associated with each com-
puter hardware or software system that is, or
is likely to become, widely used within the
Federal Government.

(2) Priorities for development; excluded sys-
tems

The Director of the National Institute of
Standards and Technology may establish pri-
orities for the development of checklists under
this paragraph on the basis of the security
risks associated with the use of the system,
the number of agencies that use a particular
system, the usefulness of the checklist to Fed-
eral agencies that are users or potential users
of the system, or such other factors as the Di-
rector determines to be appropriate. The Di-
rector of the National Institute of Standards
and Technology may exclude from the applica-
tion of paragraph (1) any computer hardware
or software system for which the Director of
the National Institute of Standards and Tech-
nology determines that the development of a
checklist is inappropriate because of the infre-
quency of use of the system, the obsolescence
of the system, or the inutility or imprac-
ticability of developing a checklist for the sys-
tem.

(3) Dissemination of checklists

The Director of the National Institute of
Standards and Technology shall make any
checklist developed under this paragraph for
any computer hardware or software system
available to each Federal agency that is a user
or potential user of the system.

(4) Agency use requirements

The development of a checklist under para-
graph (1) for a computer hardware or software
system does not—

(A) require any Federal agency to select
the specific settings or options rec-
ommended by the checklist for the system;

(B) establish conditions or prerequisites
for Federal agency procurement or deploy-
ment of any such system;

(C) represent an endorsement of any such
system by the Director of the National Insti-
tute of Standards and Technology; nor

(D) preclude any Federal agency from pro-
curing or deploying other computer hard-
ware or software systems for which no such
checklist has been developed.

(d) Federal agency information security pro-
grams
(1) In general
In developing the agencywide information
security program required by section 3534(b) of
title 44, an agency that deploys a computer
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hardware or software system for which the Di-
rector of the National Institute of Standards
and Technology has developed a checklist
under subsection (c) of this section—

(A) shall include in that program an expla-
nation of how the agency has considered
such checklist in deploying that system; and

(B) may treat the explanation as if it were
a portion of the agency’s annual perform-
ance plan properly classified under criteria
established by an Executive Order (within
the meaning of section 1115(d) of title 31).

(2) Limitation

Paragraph (1) does not apply to any com-
puter hardware or software system for which
the National Institute of Standards and Tech-
nology does not have responsibility under sec-
tion 278g-3(a)(3) of this title.

(Pub. L. 107-305, §8, Nov. 27, 2002, 116 Stat. 2375.)
CODIFICATION

Section is comprised of section 8 of Pub. L. 107-305.
Subsec. (a) of section 8 of Pub. L. 107-305 enacted sec-
tion 278h of this title and renumbered former section
278h of this title as section 278q of this title. Subsec. (b)
of section 8 of Pub. L. 107-305 amended section 278g-3 of
this title.

§7407. Authorization of appropriations

There are authorized to be appropriated to the
Secretary of Commerce for the National Insti-
tute of Standards and Technology—

(1) for activities under section 278h of this
title—
(A) $25,000,000 for fiscal year 2003;
(B) $40,000,000 for fiscal year 2004;
(C) $55,000,000 for fiscal year 2005;
(D) $70,000,000 for fiscal year 2006;
(E) $85,000,000 for fiscal year 2007; and

(2) for activities under section 278g-3(f) of
this title—
(A) $6,000,000 for fiscal year 2003;
(B) $6,200,000 for fiscal year 2004;
(C) $6,400,000 for fiscal year 2005;
(D) $6,600,000 for fiscal year 2006; and
(E) $6,800,000 for fiscal year 2007.

(Pub. L. 107-305, §11, Nov. 27, 2002, 116 Stat. 2379.)

§7408. National Academy of Sciences study on
computer and network security in critical in-
frastructures

(a) Study

Not later than 3 months after November 27,
2002, the Director of the National Institute of
Standards and Technology shall enter into an
arrangement with the National Research Coun-
cil of the National Academy of Sciences to con-
duct a study of the vulnerabilities of the Na-
tion’s network infrastructure and make recom-
mendations for appropriate improvements. The
National Research Council shall—

(1) review existing studies and associated
data on the architectural, hardware, and soft-
ware vulnerabilities and interdependencies in
United States critical infrastructure net-
works;

(2) identify and assess gaps in technical ca-
pability for robust critical infrastructure net-
work security and make recommendations for
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