§3546

formed by the Inspector General or by an inde-
pendent external auditor, as determined by
the Inspector General of the agency; and

(2) for each agency to which paragraph (1)
does not apply, the head of the agency shall
engage an independent external auditor to per-
form the evaluation.

(c) NATIONAL SECURITY SYSTEMS.—For each
agency operating or exercising control of a na-
tional security system, that portion of the eval-
uation required by this section directly relating
to a national security system shall be per-
formed—

(1) only by an entity designated by the agen-
cy head; and

(2) in such a manner as to ensure appropriate
protection for information associated with
any information security vulnerability in such
system commensurate with the risk and in ac-
cordance with all applicable laws.

(d) EXISTING EVALUATIONS.—The evaluation re-
quired by this section may be based in whole or
in part on an audit, evaluation, or report relat-
ing to programs or practices of the applicable
agency.

(e) AGENCY REPORTING.—(1) Each year, not
later than such date established by the Director,
the head of each agency shall submit to the Di-
rector the results of the evaluation required
under this section.

(2) To the extent an evaluation required under
this section directly relates to a national secu-
rity system, the evaluation results submitted to
the Director shall contain only a summary and
assessment of that portion of the evaluation di-
rectly relating to a national security system.

(f) PROTECTION OF INFORMATION.—Agencies and
evaluators shall take appropriate steps to en-
sure the protection of information which, if dis-
closed, may adversely affect information secu-
rity. Such protections shall be commensurate
with the risk and comply with all applicable
laws and regulations.

(g) OMB REPORTS TO CONGRESS.—(1) The Direc-
tor shall summarize the results of the evalua-
tions conducted under this section in the report
to Congress required under section 3543(a)(8).

(2) The Director’s report to Congress under
this subsection shall summarize information re-
garding information security relating to na-
tional security systems in such a manner as to
ensure appropriate protection for information
associated with any information security vul-
nerability in such system commensurate with
the risk and in accordance with all applicable
laws.

(3) Evaluations and any other descriptions of
information systems under the authority and
control of the Director of Central Intelligence or
of National Foreign Intelligence Programs sys-
tems under the authority and control of the Sec-
retary of Defense shall be made available to
Congress only through the appropriate oversight
committees of Congress, in accordance with ap-
plicable laws.

(h) COMPTROLLER GENERAL.—The Comptroller
General shall periodically evaluate and report to
Congress on—

(1) the adequacy and effectiveness of agency
information security policies and practices;
and
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(2) implementation of the requirements of
this subchapter.

(Added Pub. L. 107-347, title III, §301(b)(1), Dec.
17, 2002, 116 Stat. 2952; amended Pub. L. 108-177,
title III, §377(e), Dec. 13, 2003, 117 Stat. 2631.)

REFERENCES IN TEXT

The Inspector General Act of 1978, referred to in sub-
sec. (b)(1), is Pub. L. 95452, Oct. 12, 1978, 92 Stat. 1101,
as amended, which is set out in the Appendix to Title
5, Government Organization and Employees.

AMENDMENTS

2003—Subsec. (b)(1). Pub. L. 108-177 inserted ‘‘or any
other law” after ‘‘1978".

CHANGE OF NAME

Reference to the Director of Central Intelligence or
the Director of the Central Intelligence Agency in the
Director’s capacity as the head of the intelligence com-
munity deemed to be a reference to the Director of Na-
tional Intelligence. Reference to the Director of Cen-
tral Intelligence or the Director of the Central Intel-
ligence Agency in the Director’s capacity as the head of
the Central Intelligence Agency deemed to be a ref-
erence to the Director of the Central Intelligence Agen-
cy. See section 1081(a), (b) of Pub. L. 108-458, set out as
a note under section 3001 of Title 50, War and National
Defense.

§ 3546. Federal information security incident cen-
ter

(a) IN GENERAL.—The Director shall ensure the
operation of a central Federal information secu-
rity incident center to—

(1) provide timely technical assistance to op-
erators of agency information systems regard-
ing security incidents, including guidance on
detecting and handling information security
incidents;

(2) compile and analyze information about
incidents that threaten information security;

(3) inform operators of agency information
systems about current and potential informa-
tion security threats, and vulnerabilities; and

(4) consult with the National Institute of
Standards and Technology, agencies or offices
operating or exercising control of national se-
curity systems (including the National Secu-
rity Agency), and such other agencies or of-
fices in accordance with law and as directed by
the President regarding information security
incidents and related matters.

(b) NATIONAL SECURITY SYSTEMS.—Each agen-
cy operating or exercising control of a national
security system shall share information about
information security incidents, threats, and vul-
nerabilities with the Federal information secu-
rity incident center to the extent consistent
with standards and guidelines for national secu-
rity systems, issued in accordance with law and
as directed by the President.

(Added Pub. L. 107-347, title III, §301(b)(1), Dec.
17, 2002, 116 Stat. 2954.)

§ 3547. National security systems

The head of each agency operating or exercis-
ing control of a national security system shall
be responsible for ensuring that the agency—

(1) provides information security protections
commensurate with the risk and magnitude of
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