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§ 124m. Classified Information Advisory Officer 

(a) Requirement to establish 

The Secretary shall identify and designate 

within the Department a Classified Information 

Advisory Officer, as described in this section. 

(b) Responsibilities 

The responsibilities of the Classified Informa-

tion Advisory Officer shall be as follows: 

(1) To develop and disseminate educational 

materials and to develop and administer train-

ing programs to assist State, local, and tribal 

governments (including State, local, and trib-

al law enforcement agencies) and private sec-

tor entities— 

(A) in developing plans and policies to re-

spond to requests related to classified infor-

mation without communicating such infor-

mation to individuals who lack appropriate 

security clearances; 

(B) regarding the appropriate procedures 

for challenging classification designations of 

information received by personnel of such 

entities; and 

(C) on the means by which such personnel 

may apply for security clearances. 

(2) To inform the Under Secretary for Intel-

ligence and Analysis on policies and proce-

dures that could facilitate the sharing of clas-

sified information with such personnel, as ap-

propriate. 

(c) Initial designation 

Not later than 90 days after October 7, 2010, 

the Secretary shall— 

(1) designate the initial Classified Informa-

tion Advisory Officer; and 

(2) submit to the Committee on Homeland 

Security and Governmental Affairs of the Sen-

ate and the Committee on Homeland Security 

of the House of Representatives a written noti-

fication of the designation. 

(Pub. L. 107–296, title II, § 210F, as added Pub. L. 

111–258, § 4(a), Oct. 7, 2010, 124 Stat. 2649.) 

FINDINGS 

Pub. L. 111–258, § 2, Oct. 7, 2010, 124 Stat. 2648, provided 

that: ‘‘Congress finds the following: 

‘‘(1) The National Commission on Terrorist Attacks 

Upon the United States (commonly known as the ‘9/ 

11 Commission’) concluded that security require-

ments nurture over-classification and excessive 

compartmentation of information among agencies. 

‘‘(2) The 9/11 Commission and others have observed 

that the over-classification of information interferes 

with accurate, actionable, and timely information 

sharing, increases the cost of information security, 

and needlessly limits stakeholder and public access 

to information. 

‘‘(3) Over-classification of information causes con-

siderable confusion regarding what information may 

be shared with whom, and negatively affects the dis-

semination of information within the Federal Gov-

ernment and with State, local, and tribal entities, 

and with the private sector. 

‘‘(4) Over-classification of information is antithet-

ical to the creation and operation of the information 

sharing environment established under section 1016 of 

the Intelligence Reform and Terrorism Prevention 

Act of 2004 (6 U.S.C. 485). 

‘‘(5) Federal departments or agencies authorized to 

make original classification decisions or that per-

form derivative classification of information are re-

sponsible for developing, implementing, and admin-

istering policies, procedures, and programs that pro-

mote compliance with applicable laws, executive or-

ders, and other authorities pertaining to the proper 

use of classification markings and the policies of the 

National Archives and Records Administration.’’ 

PART B—CRITICAL INFRASTRUCTURE 

INFORMATION 

§ 131. Definitions 

In this part: 

(1) Agency 

The term ‘‘agency’’ has the meaning given it 

in section 551 of title 5. 

(2) Covered Federal agency 

The term ‘‘covered Federal agency’’ means 

the Department of Homeland Security. 

(3) Critical infrastructure information 

The term ‘‘critical infrastructure informa-

tion’’ means information not customarily in 

the public domain and related to the security 

of critical infrastructure or protected sys-

tems— 

(A) actual, potential, or threatened inter-

ference with, attack on, compromise of, or 

incapacitation of critical infrastructure or 

protected systems by either physical or com-

puter-based attack or other similar conduct 

(including the misuse of or unauthorized ac-

cess to all types of communications and data 

transmission systems) that violates Federal, 

State, or local law, harms interstate com-

merce of the United States, or threatens 

public health or safety; 

(B) the ability of any critical infrastruc-

ture or protected system to resist such in-

terference, compromise, or incapacitation, 

including any planned or past assessment, 

projection, or estimate of the vulnerability 

of critical infrastructure or a protected sys-

tem, including security testing, risk evalua-

tion thereto, risk management planning, or 

risk audit; or 

(C) any planned or past operational prob-

lem or solution regarding critical infrastruc-

ture or protected systems, including repair, 

recovery, reconstruction, insurance, or con-

tinuity, to the extent it is related to such in-

terference, compromise, or incapacitation. 

(4) Critical infrastructure protection program 

The term ‘‘critical infrastructure protection 

program’’ means any component or bureau of 

a covered Federal agency that has been des-

ignated by the President or any agency head 

to receive critical infrastructure information. 

(5) Information Sharing and Analysis Organi-
zation 

The term ‘‘Information Sharing and Analy-

sis Organization’’ means any formal or infor-

mal entity or collaboration created or em-

ployed by public or private sector organiza-

tions, for purposes of— 

(A) gathering and analyzing critical infra-

structure information in order to better un-

derstand security problems and interdepend-

encies related to critical infrastructure and 

protected systems, so as to ensure the avail-

ability, integrity, and reliability thereof; 
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