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1 So in original. Another closing parenthesis probably should 

precede the comma. 

REFERENCES IN TEXT 

This Act, referred to in subsec. (c)(1), is Pub. L. 

110–53, Aug. 3, 2007, 121 Stat. 266, known as the Imple-

menting Recommendations of the 9/11 Commission Act 

of 2007, which enacted this chapter and enacted and 

amended numerous other sections and notes in the 

Code. For complete classification of this Act to the 

Code, see Short Title of 2007 Amendment note set out 

under section 101 of this title and Tables. 

§ 1169. Railroad tank car security testing 

(a) Railroad tank car vulnerability assessment 

(1) Assessment 

The Secretary shall assess the likely meth-

ods of a deliberate terrorist attack against a 

railroad tank car used to transport toxic-inha-

lation-hazard materials, and for each method 

assessed, the degree to which it may be suc-

cessful in causing death, injury, or serious ad-

verse effects to human health, the environ-

ment, critical infrastructure, national secu-

rity, the national economy, or public welfare. 

(2) Threats 

In carrying out paragraph (1), the Secretary 

shall consider the most current threat infor-

mation as to likely methods of a successful 

terrorist attack on a railroad tank car trans-

porting toxic-inhalation-hazard materials, and 

may consider the following: 

(A) Explosive devices placed along the 

tracks or attached to a railroad tank car. 

(B) The use of missiles, grenades, rockets, 

mortars, or other high-caliber weapons 

against a railroad tank car. 

(3) Physical testing 

In developing the assessment required under 

paragraph (1), the Secretary shall conduct 

physical testing of the vulnerability of rail-

road tank cars used to transport toxic-inhala-

tion-hazard materials to different methods of 

a deliberate attack, using technical informa-

tion and criteria to evaluate the structural in-

tegrity of railroad tank cars. 

(4) Report 

Not later than 30 days after the completion 

of the assessment under paragraph (1), the 

Secretary shall provide to the appropriate 

congressional committees a report, in the ap-

propriate format, on such assessment. 

(b) Railroad tank car dispersion modeling 

(1) In general 

The Secretary, acting through the National 

Infrastructure Simulation and Analysis Cen-

ter, shall conduct an air dispersion modeling 

analysis of release scenarios of toxic-inhala-

tion-hazard materials resulting from a terror-

ist attack on a loaded railroad tank car carry-

ing such materials in urban and rural environ-

ments. 

(2) Considerations 

The analysis under this subsection shall 

take into account the following consider-

ations: 

(A) The most likely means of attack and 

the resulting dispersal rate. 

(B) Different times of day, to account for 

differences in cloud coverage and other at-

mospheric conditions in the environment 

being modeled. 
(C) Differences in population size and den-

sity. 
(D) Historically accurate wind speeds, 

temperatures, and wind directions. 
(E) Differences in dispersal rates or other 

relevant factors related to whether a rail-

road tank car is in motion or stationary. 
(F) Emergency response procedures by 

local officials. 
(G) Any other considerations the Sec-

retary believes would develop an accurate, 

plausible dispersion model for toxic-inhala-

tion-hazard materials released from a rail-

road tank car as a result of a terrorist act. 

(3) Consultation 

In conducting the dispersion modeling under 

paragraph (1), the Secretary shall consult with 

the Secretary of Transportation, hazardous 

materials experts, railroad carriers, nonprofit 

employee labor organizations representing 

railroad employees, appropriate State, local, 

and tribal officials, and other Federal agen-

cies, as appropriate. 

(4) Information sharing 

Upon completion of the analysis required 

under paragraph (1), the Secretary shall share 

the information developed with the appro-

priate stakeholders, given appropriate infor-

mation protection provisions as may be re-

quired by the Secretary. 

(5) Report 

Not later than 30 days after completion of 

all dispersion analyses under paragraph (1), 

the Secretary shall submit to the appropriate 

congressional committees a report detailing 

the Secretary’s conclusions and findings in an 

appropriate format. 

(Pub. L. 110–53, title XV, § 1519, Aug. 3, 2007, 121 

Stat. 443.) 

§ 1170. Security background checks of covered 
individuals 

(a) Definitions 

In this section, the following definitions 

apply: 

(1) Security background check 

The term ‘‘security background check’’ 

means reviewing, for the purpose of identify-

ing individuals who may pose a threat to 

transportation security or national security, 

or of terrorism— 
(A) relevant criminal history databases; 
(B) in the case of an alien (as defined in 

the Immigration and Nationality Act (8 

U.S.C. 1101(a)(3)),1 the relevant databases to 

determine the status of the alien under the 

immigration laws of the United States; and 
(C) other relevant information or data-

bases, as determined by the Secretary. 

(2) Covered individual 

The term ‘‘covered individual’’ means an 

employee of a railroad carrier or a contractor 

or subcontractor of a railroad carrier. 
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(b) Guidance 

(1) Any guidance, recommendations, suggested 

action items, or any other widely disseminated 

voluntary action items issued by the Secretary 

to a railroad carrier or a contractor or sub-

contractor of a railroad carrier relating to per-

forming a security background check of a cov-

ered individual shall contain recommendations 

on the appropriate scope and application of such 

a security background check, including the time 

period covered, the types of disqualifying of-

fenses, and a redress process for adversely im-

pacted covered individuals consistent with sub-

sections (c) and (d) of this section. 
(2) Within 60 days after August 3, 2007, any 

guidance, recommendations, suggested action 

items, or any other widely disseminated vol-

untary action item issued by the Secretary prior 

to August 3, 2007, to a railroad carrier or a con-

tractor or subcontractor of a railroad carrier re-

lating to performing a security background 

check of a covered individual shall be updated in 

compliance with paragraph (1). 
(3) If a railroad carrier or a contractor or sub-

contractor of a railroad carrier performs a secu-

rity background check on a covered individual 

to fulfill guidance issued by the Secretary under 

paragraph (1) or (2), the Secretary shall not con-

sider such guidance fulfilled unless an adequate 

redress process as described in subsection (d) is 

provided to covered individuals. 

(c) Requirements 

If the Secretary issues a rule, regulation, or 

directive requiring a railroad carrier or contrac-

tor or subcontractor of a railroad carrier to per-

form a security background check of a covered 

individual, then the Secretary shall prohibit the 

railroad carrier or contractor or subcontractor 

of a railroad carrier from making an adverse 

employment decision, including removal or sus-

pension of the covered individual, due to such 

rule, regulation, or directive with respect to a 

covered individual unless the railroad carrier or 

contractor or subcontractor of a railroad carrier 

determines that the covered individual— 
(1) has been convicted of, has been found not 

guilty by reason of insanity, or is under want, 

warrant, or indictment for a permanent dis-

qualifying criminal offense listed in part 1572 

of title 49, Code of Federal Regulations; 
(2) was convicted of or found not guilty by 

reason of insanity of an interim disqualifying 

criminal offense listed in part 1572 of title 49, 

Code of Federal Regulations, within 7 years of 

the date that the railroad carrier or contrac-

tor or subcontractor of a railroad carrier per-

forms the security background check; or 
(3) was incarcerated for an interim disquali-

fying criminal offense listed in part 1572 of 

title 49, Code of Federal Regulations, and re-

leased from incarceration within 5 years of the 

date that the railroad carrier or contractor or 

subcontractor of a railroad carrier performs 

the security background check. 

(d) Redress process 

If the Secretary issues a rule, regulation, or 

directive requiring a railroad carrier or contrac-

tor or subcontractor of a railroad carrier to per-

form a security background check of a covered 

individual, the Secretary shall— 

(1) provide an adequate redress process for a 

covered individual subjected to an adverse em-

ployment decision, including removal or sus-

pension of the employee, due to such rule, reg-

ulation, or directive that is consistent with 

the appeals and waiver process established for 

applicants for commercial motor vehicle haz-

ardous materials endorsements and transpor-

tation employees at ports, as required by sec-

tion 70105(c) of title 46; and 
(2) have the authority to order an appro-

priate remedy, including reinstatement of the 

covered individual, should the Secretary de-

termine that a railroad carrier or contractor 

or subcontractor of a railroad carrier wrong-

fully made an adverse employment decision 

regarding a covered individual pursuant to 

such rule, regulation, or directive. 

(e) False statements 

A railroad carrier or a contractor or sub-

contractor of a railroad carrier may not know-

ingly misrepresent to an employee or other rel-

evant person, including an arbiter involved in a 

labor arbitration, the scope, application, or 

meaning of any rules, regulations, directives, or 

guidance issued by the Secretary related to se-

curity background check requirements for cov-

ered individuals when conducting a security 

background check. Not later than 1 year after 

August 3, 2007, the Secretary shall issue a regu-

lation that prohibits a railroad carrier or a con-

tractor or subcontractor of a railroad carrier 

from knowingly misrepresenting to an employee 

or other relevant person, including an arbiter 

involved in a labor arbitration, the scope, appli-

cation, or meaning of any rules, regulations, di-

rectives, or guidance issued by the Secretary re-

lated to security background check require-

ments for covered individuals when conducting a 

security background check. 

(f) Rights and responsibilities 

Nothing in this section shall be construed to 

abridge a railroad carrier’s or a contractor or 

subcontractor of a railroad carrier’s rights or re-

sponsibilities to make adverse employment deci-

sions permitted by other Federal, State, or local 

laws. Nothing in the section shall be construed 

to abridge rights and responsibilities of covered 

individuals, a railroad carrier, or a contractor or 

subcontractor of a railroad carrier, under any 

other Federal, State, or local laws or under any 

collective bargaining agreement. 

(g) No preemption of Federal or State law 

Nothing in this section shall be construed to 

preempt a Federal, State, or local law that re-

quires criminal history background checks, im-

migration status checks, or other background 

checks, of covered individuals. 

(h) Statutory construction 

Nothing in this section shall be construed to 

affect the process for review established under 

section 70105(c) of title 46, including regulations 

issued pursuant to such section. 

(Pub. L. 110–53, title XV, § 1522, Aug. 3, 2007, 121 

Stat. 448.) 

REFERENCES IN TEXT 

The Immigration and Nationality Act, referred to in 

subsec. (a)(1)(B), is act June 27, 1952, ch. 477, 66 Stat. 
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163, which is classified principally to chapter 12 (§ 1101 

et seq.) of Title 8, Aliens and Nationality. The term 

‘‘alien’’ is defined in section 101(a)(3) of the Act which 

is classified to section 1101(a)(3) of Title 8. For com-

plete classification of this Act to the Code, see Short 

Title note set out under section 1101 of Title 8 and 

Tables. 

§ 1171. International railroad security program 

(a) In general 

(1) The Secretary shall develop a system to 

detect both undeclared passengers and contra-

band, with a primary focus on the detection of 

nuclear and radiological materials entering 

the United States by railroad. 
(2) SYSTEM REQUIREMENTS.—In developing 

the system under paragraph (1), the Secretary 

may, in consultation with the Domestic Nu-

clear Detection Office, Customs and Border 

Protection, and the Transportation Security 

Administration— 
(A) deploy radiation detection equipment 

and nonintrusive imaging equipment at lo-

cations where railroad shipments cross an 

international border to enter the United 

States; 
(B) consider the integration of radiation 

detection technologies with other nonintru-

sive inspection technologies where feasible; 
(C) ensure appropriate training, oper-

ations, and response protocols are estab-

lished for Federal, State, and local person-

nel; 
(D) implement alternative procedures to 

check railroad shipments at locations where 

the deployment of nonintrusive inspection 

imaging equipment is determined to not be 

practicable; 
(E) ensure, to the extent practicable, that 

such technologies deployed can detect ter-

rorists or weapons, including weapons of 

mass destruction; and 
(F) take other actions, as appropriate, to 

develop the system. 

(b) Additional information 

The Secretary shall— 
(1) identify and seek the submission of addi-

tional data elements for improved high-risk 

targeting related to the movement of cargo 

through the international supply chain utiliz-

ing a railroad prior to importation into the 

United States; 
(2) utilize data collected and maintained by 

the Secretary of Transportation in the target-

ing of high-risk cargo identified under para-

graph (1); and 
(3) analyze the data provided in this sub-

section to identify high-risk cargo for inspec-

tion. 

(c) Report to Congress 

Not later than September 30, 2008, the Sec-

retary shall transmit to the appropriate con-

gressional committees a report that describes 

the progress of the system being developed 

under subsection (a). 

(d) Definitions 

In this section: 

(1) International supply chain 

The term ‘‘international supply chain’’ 

means the end-to-end process for shipping 

goods to or from the United States, beginning 

at the point of origin (including manufacturer, 

supplier, or vendor) through a point of dis-

tribution to the destination. 

(2) Radiation detection equipment 

The term ‘‘radiation detection equipment’’ 

means any technology that is capable of de-

tecting or identifying nuclear and radiological 

material or nuclear and radiological explosive 

devices. 

(3) Inspection 

The term ‘‘inspection’’ means the compre-

hensive process used by Customs and Border 

Protection to assess goods entering the United 

States to appraise them for duty purposes, to 

detect the presence of restricted or prohibited 

items, and to ensure compliance with all ap-

plicable laws. 

(Pub. L. 110–53, title XV, § 1524, Aug. 3, 2007, 121 

Stat. 451.) 

§ 1172. Railroad security enhancements; Model 
State legislation 

Not later than November 2, 2007, the Secretary 

of Transportation shall develop and make avail-

able to States model legislation to address the 

problem of entities that claim to be railroad 

carriers in order to establish and run a police 

force when the entities do not in fact provide 

railroad transportation. In developing the model 

State legislation the Secretary shall solicit the 

input of the States, railroads carriers, and rail-

road carrier employees. The Secretary shall re-

view and, if necessary, revise such model State 

legislation periodically. 

(Pub. L. 110–53, title XV, § 1526(b), Aug. 3, 2007, 

121 Stat. 452.) 

PART C—OVER-THE-ROAD BUS AND TRUCKING 

SECURITY 

§ 1181. Over-the-road bus security assessments 
and plans 

(a) In general 

Not later than 18 months after August 3, 2007, 

the Secretary shall issue regulations that— 
(1) require each over-the-road bus operator 

assigned to a high-risk tier under this sec-

tion— 
(A) to conduct a vulnerability assessment 

in accordance with subsections (c) and (d); 

and 
(B) to prepare, submit to the Secretary for 

approval, and implement a security plan in 

accordance with subsection (e); and 

(2) establish standards and guidelines for de-

veloping and implementing the vulnerability 

assessments and security plans for carriers as-

signed to high-risk tiers consistent with this 

section. 

(b) Non high-risk programs 

The Secretary may establish a security pro-

gram for over-the-road bus operators not as-

signed to a high-risk tier, including— 
(1) guidance for such operators in conducting 

vulnerability assessments and preparing and 

implementing security plans, as determined 

appropriate by the Secretary; and 
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