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sponse, crisis management support in re-
sponse to threats to, or attacks on, critical
information systems; and

(2) as appropriate, provide technical assist-
ance, upon request, to the private sector and
other government entities, in coordination
with the Under Secretary for Emergency Pre-
paredness and Response, with respect to emer-
gency recovery plans to respond to major fail-
ures of critical information systems; and

(3) fulfill the responsibilities of the Sec-
retary to protect Federal information systems
under subchapter II of chapter 35 of title 44.

(Pub. L. 107-296, title II, §223, Nov. 25, 2002, 116
Stat. 2156; Pub. L. 110-53, title V, §531(b)(1)(A),
Aug. 3, 2007, 121 Stat. 334; Pub. L. 113-283,
§2(e)(3)(A), Dec. 18, 2014, 128 Stat. 3086.)

AMENDMENTS

2014—Pub. L. 113-283, §2(e)(3)(A)(), (i), inserted ‘‘Fed-
eral and” before ‘‘non-Federal” in section catchline
and substituted ‘‘the Under Secretary appointed under
section 113(a)(1)(H) of this title’” for ‘‘the Under Sec-
retary for Intelligence and Analysis, in cooperation
with the Assistant Secretary for Infrastructure Protec-
tion” in introductory provisions.

Par. (3). Pub. L. 113-283, §2(e)(3)(A)(ii), (iv), added
par. (3).

2007—Pub. L. 110-53 substituted ‘‘Under Secretary for
Intelligence and Analysis, in cooperation with the As-
sistant Secretary for Infrastructure Protection’ for
“Under Secretary for Information Analysis and Infra-
structure Protection” in introductory provisions.

§144. NET Guard

The Assistant Secretary for Infrastructure
Protection may establish a national technology
guard, to be known as “NET Guard’’, comprised
of local teams of volunteers with expertise in
relevant areas of science and technology, to as-
sist local communities to respond and recover
from attacks on information systems and com-
munications networks.

(Pub. L. 107-296, title II, §224, Nov. 25, 2002, 116
Stat. 2156; Pub. L. 110-53, title V, §531(b)(1)(B),
Aug. 3, 2007, 121 Stat. 334.)

AMENDMENTS
2007—Pub. L. 110-53 substituted ‘‘Assistant Secretary

for Infrastructure Protection’ for ‘“Under Secretary for
Information Analysis and Infrastructure Protection”.

§145. Cyber Security Enhancement Act of 2002
(a) Short title

This section may be cited as the ‘‘Cyber Secu-
rity Enhancement Act of 2002”.
(b) Amendment of sentencing guidelines relating
to certain computer crimes
(1) Directive to the United States Sentencing
Commission

Pursuant to its authority under section
994(p) of title 28 and in accordance with this
subsection, the United States Sentencing
Commission shall review and, if appropriate,
amend its guidelines and its policy statements
applicable to persons convicted of an offense
under section 1030 of title 18.

(2) Requirements

In carrying out this subsection, the Sentenc-
ing Commission shall—
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(A) ensure that the sentencing guidelines
and policy statements reflect the serious na-
ture of the offenses described in paragraph
(1), the growing incidence of such offenses,
and the need for an effective deterrent and
appropriate punishment to prevent such of-
fenses;

(B) consider the following factors and the
extent to which the guidelines may or may
not account for them—

(i) the potential and actual loss resulting
from the offense;

(ii) the level of sophistication and plan-
ning involved in the offense;

(iii) whether the offense was committed
for purposes of commercial advantage or
private financial benefit;

(iv) whether the defendant acted with
malicious intent to cause harm in commit-
ting the offense;

(v) the extent to which the offense vio-
lated the privacy rights of individuals
harmed;

(vi) whether the offense involved a com-
puter used by the government in further-
ance of national defense, national secu-
rity, or the administration of justice;

(vii) whether the violation was intended
to or had the effect of significantly inter-
fering with or disrupting a critical infra-
structure; and

(viii) whether the violation was intended
to or had the effect of creating a threat to
public health or safety, or injury to any
person;

(C) assure reasonable consistency with
other relevant directives and with other sen-
tencing guidelines;

(D) account for any additional aggravating
or mitigating circumstances that might jus-
tify exceptions to the generally applicable
sentencing ranges;

(E) make any necessary conforming
changes to the sentencing guidelines; and

(F') assure that the guidelines adequately
meet the purposes of sentencing as set forth
in section 3553(a)(2) of title 18.

(c) Study and report on computer crimes

Not later than May 1, 2003, the United States
Sentencing Commission shall submit a brief re-
port to Congress that explains any actions taken
by the Sentencing Commission in response to
this section and includes any recommendations
the Commission may have regarding statutory
penalties for offenses under section 1030 of title
18.

(d) Emergency disclosure exception
(1) Omitted

(2) Reporting of disclosures

A government entity that receives a disclo-
sure under section 2702(b) of title 18 shall file,
not later than 90 days after such disclosure, a
report to the Attorney General stating the
paragraph of that section under which the dis-
closure was made, the date of the disclosure,
the entity to which the disclosure was made,
the number of customers or subscribers to
whom the information disclosed pertained,
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and the number of communications, if any,
that were disclosed. The Attorney General
shall publish all such reports into a single re-
port to be submitted to Congress 1 year after
November 25, 2002.

(Pub. L. 107-296, title II, §225, Nov. 25, 2002, 116
Stat. 2156.)

CODIFICATION

Section is comprised of section 225 of Pub. L. 107-296.
Subsecs. (d)(1) and (e) to (j) of section 225 of Pub. L.
107-296 amended sections 1030, 2511, 2512, 2520, 2701 to
2703, and 3125 of Title 18, Crimes and Criminal Proce-
dure.

§146. Cybersecurity workforce assessment and
strategy

(a) Workforce assessment
(1) In general

Not later than 180 days after December 18,
2014, and annually thereafter for 3 years, the
Secretary shall assess the cybersecurity work-
force of the Department.

(2) Contents

The assessment required under paragraph (1)
shall include, at a minimum—

(A) an assessment of the readiness and ca-
pacity of the workforce of the Department
to meet its cybersecurity mission;

(B) information on where cybersecurity
workforce positions are located within the
Department;

(C) information on which cybersecurity
workforce positions are—

(i) performed by—

(I) permanent full-time equivalent em-
ployees of the Department, including, to
the greatest extent practicable, demo-
graphic information about such employ-
ees;

(IT) independent contractors; and

(III) individuals employed by other
Federal agencies, including the National
Security Agency; or

(ii) vacant; and

(D) information on—

(i) the percentage of individuals within
each Cybersecurity Category and Spe-
cialty Area who received essential training
to perform their jobs; and

(ii) in cases in which such essential
training was not received, what chal-
lenges, if any, were encountered with re-
spect to the provision of such essential
training.

(b) Workforce strategy
(1) In general

The Secretary shall—

(A) not later than 1 year after December
18, 2014, develop a comprehensive workforce
strategy to enhance the readiness, capacity,
training, recruitment, and retention of the
cybersecurity workforce of the Department;
and

(B) maintain and, as necessary, update the
comprehensive workforce strategy developed
under subparagraph (A).
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(2) Contents

The comprehensive workforce strategy de-
veloped under paragraph (1) shall include a de-
scription of—

(A) a multi-phased recruitment plan, in-
cluding with respect to experienced profes-
sionals, members of disadvantaged or under-
served communities, the unemployed, and
veterans;

(B) a b-year implementation plan;

©) a 10-year projection of the
cybersecurity workforce needs of the De-
partment;

(D) any obstacle impeding the hiring and
development of a cybersecurity workforce in
the Department; and

(E) any gap in the existing cybersecurity
workforce of the Department and a plan to
fill any such gap.

(c) Updates

The Secretary submit?! to the appropriate con-
gressional committees annual updates on—
(1) the cybersecurity workforce assessment
required under subsection (a); and
(2) the progress of the Secretary in carrying
out the comprehensive workforce strategy re-
quired to be developed under subsection (b).

(Pub. L. 113-246, §3, Dec. 18, 2014, 128 Stat. 2880.)
CODIFICATION

Section was enacted as part of the Cybersecurity
Workforce Assessment Act, and not as part of the
Homeland Security Act of 2002 which comprises this
chapter.

HOMELAND SECURITY CYBERSECURITY WORKFORCE
ASSESSMENT

Pub. L. 113-277, §4, Dec. 18, 2014, 128 Stat. 3008, pro-
vided that:

‘“(a) SHORT TITLE.—This section may be cited as the
‘Homeland Security Cybersecurity Workforce Assess-
ment Act’.

‘“(b) DEFINITIONS.—In this section:

‘(1) APPROPRIATE CONGRESSIONAL COMMITTEES.—The
term ‘appropriate congressional committees’ means—
“(A) the Committee on Homeland Security and
Governmental Affairs of the Senate;
“(B) the Committee on Homeland Security of the
House of Representatives; and
“(C) the Committee on House Administration of
the House of Representatives.
¢‘(2) CYBERSECURITY WORK CATEGORY; DATA ELEMENT

CODE; SPECIALTY AREA.—The terms ‘Cybersecurity

Work Category’, ‘Data Element Code’, and ‘Specialty

Area’ have the meanings given such terms in the Of-

fice of Personnel Management’s Guide to Data Stand-

ards.

‘(3) DEPARTMENT.—The term ‘Department’ means
the Department of Homeland Security.

‘“(4) DIRECTOR.—The term ‘Director’ means the Di-
rector of the Office of Personnel Management.

‘“(6) SECRETARY.—The term ‘Secretary’ means the

Secretary of Homeland Security.

““(c) NATIONAL CYBERSECURITY WORKFORCE MEASURE-
MENT INITIATIVE.—

‘(1) IN GENERAL.—The Secretary shall—

““(A) identify all cybersecurity workforce posi-
tions within the Department;

‘(B) determine the primary Cybersecurity Work
Category and Specialty Area of such positions; and

“(C) assign the corresponding Data Element Code,
as set forth in the Office of Personnel Manage-

180 in original.
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