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(c) Approval

The Administrator may not publish the Plan
under subsection (a)(2) until it has been ap-
proved by the Secretary.

(d) Contents of Plan

The Plan shall include—

(1) an analysis of transportation security
risks and the associated capability gaps that
would be best addressed by security-related
technology, including consideration of the
most recent quadrennial homeland security
review under section 347 of this title;

(2) a set of security-related technology ac-
quisition needs that—

(A) is prioritized based on risk and associ-
ated capability gaps identified under para-
graph (1); and

(B) includes planned technology programs
and projects with defined objectives, goals,
timelines, and measures;

(3) an analysis of current and forecast trends
in domestic and international passenger trav-
el;

(4) an identification of currently deployed
security-related technologies that are at or
near the end of their lifecycles;

(5) an identification of test, evaluation, mod-
eling, and simulation capabilities, including
target methodologies, rationales, and time-
lines necessary to support the acquisition of
the security-related technologies expected to
meet the needs under paragraph (2);

(6) an identification of opportunities for pub-
lic-private partnerships, small and disadvan-
taged company participation,
intragovernment collaboration, university
centers of excellence, and national laboratory
technology transfer;

(7) an identification of the Administration’s
acquisition workforce needs for the manage-
ment of planned security-related technology
acquisitions, including consideration of lever-
aging acquisition expertise of other Federal
agencies;

(8) an identification of the security re-
sources, including information security re-
sources, that will be required to protect secu-
rity-related technology from physical or cyber
theft, diversion, sabotage, or attack;

(9) an identification of initiatives to stream-
line the Administration’s acquisition process
and provide greater predictability and clarity
to small, medium, and large businesses, in-
cluding the timeline for testing and evalua-
tion;

(10) an assessment of the impact to commer-
cial aviation passengers;

(11) a strategy for consulting airport man-
agement, air carrier representatives, and Fed-
eral security directors whenever an acquisi-
tion will lead to the removal of equipment at
airports, and how the strategy for consulting
with such officials of the relevant airports will
address potential negative impacts on com-
mercial passengers or airport operations; and

(12) in consultation with the National Insti-
tutes of Standards and Technology, an identi-
fication of security-related technology inter-
face standards, in existence or if implemented,
that could promote more interoperable pas-
senger, baggage, and cargo screening systems.
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(e) Leveraging the private sector

To the extent possible, and in a manner that
is consistent with fair and equitable practices,
the Plan shall—

(1) leverage emerging technology trends and
research and development investment trends
within the public and private sectors;

(2) incorporate private sector input, includ-
ing from the aviation industry stakeholder ad-
visory committee established by the Adminis-
trator, through requests for information, in-
dustry days, and other innovative means con-
sistent with the Federal Acquisition Regula-
tion; and

(3) in consultation with the Under Secretary
for Science and Technology, identify tech-
nologies in existence or in development that,
with or without adaptation, are expected to be
suitable to meeting mission needs.

(f) Disclosure

The Administrator shall include with the Plan
a list of nongovernment persons that contrib-
uted to the writing of the Plan.

(g) Update and report

Beginning 2 years after the date the Plan is
submitted to Congress under subsection (a), and
biennially thereafter, the Administrator shall
submit to Congress—

(1) an update of the Plan; and

(2) a report on the extent to which each se-
curity-related technology acquired by the Ad-
ministration since the last issuance or update
of the Plan is consistent with the planned
technology programs and projects identified
under subsection (d)(2) for that security-relat-
ed technology.

(Pub. L. 107-296, title XVI, §1611, as added Pub.
L. 113-245, §3(a), Dec. 18, 2014, 128 Stat. 2872.)

§563a. Acquisition justification and reports
(a) Acquisition justification

Before the Administration implements any se-
curity-related technology acquisition, the Ad-
ministrator, in accordance with the Depart-
ment’s policies and directives, shall determine
whether the acquisition is justified by conduct-
ing an analysis that includes—

(1) an identification of the scenarios and
level of risk to transportation security from
those scenarios that would be addressed by the
security-related technology acquisition;

(2) an assessment of how the proposed acqui-
sition aligns to the Plan;

(3) a comparison of the total expected
lifecycle cost against the total expected quan-
titative and qualitative benefits to transpor-
tation security;

(4) an analysis of alternative security solu-
tions, including policy or procedure solutions,
to determine if the proposed security-related
technology acquisition is the most effective
and cost-efficient solution based on cost-bene-
fit considerations;

(5) an assessment of the potential privacy
and civil liberties implications of the proposed
acquisition that includes, to the extent prac-
ticable, consultation with organizations that
advocate for the protection of privacy and
civil liberties;
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(6) a determination that the proposed acqui-
sition is consistent with fair information prac-
tice principles issued by the Privacy Officer of
the Department;

(7) confirmation that there are no signifi-
cant risks to human health or safety posed by
the proposed acquisition; and

(8) an estimate of the benefits to commercial
aviation passengers.

(b) Reports and certification to Congress
(1) In general

Not later than the end of the 30-day period
preceding the award by the Administration of
a contract for any security-related technology
acquisition exceeding $30,000,000, the Adminis-
trator shall submit to the Committee on Com-
merce, Science, and Transportation of the
Senate and the Committee on Homeland Secu-
rity of the House of Representatives—

(A) the results of the comprehensive acqui-
sition justification under subsection (a); and

(B) a certification by the Administrator
that the benefits to transportation security
justify the contract cost.

(2) Extension due to imminent terrorist threat

If there is a known or suspected imminent
threat to transportation security, the Admin-
istrator—

(A) may reduce the 30-day period under
paragraph (1) to 5 days to rapidly respond to
the threat; and

(B) shall immediately notify the Commit-
tee on Commerce, Science, and Transpor-
tation of the Senate and the Committee on
Homeland Security of the House of Rep-
resentatives of the known or suspected im-
minent threat.

(Pub. L. 107-296, title XVI, §1612, as added Pub.
L. 113-245, §3(a), Dec. 18, 2014, 128 Stat. 2873.)

§563b. Acquisition baseline establishment and
reports

(a) Baseline requirements
(1) In general

Before the Administration implements any
security-related technology acquisition, the
appropriate acquisition official of the Depart-
ment shall establish and document a set of
formal baseline requirements.

(2) Contents

The baseline requirements under paragraph
(1) shall—
(A) include the estimated costs (including
lifecycle costs), schedule, and performance
milestones for the planned duration of the
acquisition;
(B) identify the acquisition risks and a
plan for mitigating those risks; and
(C) assess the personnel necessary to man-
age the acquisition process, manage the on-
going program, and support training and
other operations as necessary.
(3) Feasibility

In establishing the performance milestones
under paragraph (2)(A), the appropriate acqui-
sition official of the Department, to the extent
possible and in consultation with the Under

Secretary for Science and Technology, shall
ensure that achieving those milestones is
technologically feasible.

(4) Test and evaluation plan

The Administrator, in consultation with the
Under Secretary for Science and Technology,
shall develop a test and evaluation plan that
describes—

(A) the activities that are expected to be
required to assess acquired technologies
against the performance milestones estab-
lished under paragraph (2)(A);

(B) the necessary and cost-effective combi-
nation of laboratory testing, field testing,
modeling, simulation, and supporting analy-
sis to ensure that such technologies meet
the Administration’s mission needs;

(C) an efficient planning schedule to en-
sure that test and evaluation activities are
completed without undue delay; and

(D) if commercial aviation passengers are
expected to interact with the security-relat-
ed technology, methods that could be used
to measure passenger acceptance of and fa-
miliarization with the security-related tech-
nology.

(5) Verification and validation

The appropriate acquisition official of the
Department—

(A) subject to subparagraph (B), shall uti-
lize independent reviewers to verify and vali-
date the performance milestones and cost es-
timates developed under paragraph (2) for a
security-related technology that pursuant to
section 563(d)(2) of this title has been identi-
fied as a high priority need in the most re-
cent Plan; and

(B) shall ensure that the use of independ-
ent reviewers does not unduly delay the
schedule of any acquisition.

(6) Streamlining access for interested vendors

The Administrator shall establish a stream-
lined process for an interested vendor of a se-
curity-related technology to request and re-
ceive appropriate access to the baseline re-
quirements and test and evaluation plans that
are necessary for the vendor to participate in
the acquisitions process for that technology.

(b) Review of baseline requirements and devi-

ation; report to Congress
(1) Review
(A) In general

The appropriate acquisition official of the
Department shall review and assess each im-
plemented acquisition to determine if the
acquisition is meeting the baseline require-
ments established under subsection (a).

(B) Test and evaluation assessment

The review shall include an assessment of
whether—
(i) the planned testing and evaluation
activities have been completed; and
(ii) the results of that testing and eval-
uation demonstrate that the performance
milestones are technologically feasible.

(2) Report
Not later than 30 days after making a find-
ing described in clause (i), (ii), or (iii) of sub-
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