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INTEGRATION OF DEFENSE INTELLIGENCE,
SURVEILLANCE, AND RECONNAISSANCE CAPABILITIES

Pub. L. 108-136, div. A, title IX, §923(a), (b), Nov. 24,
2003, 117 Stat. 1574, 1575, as amended by Pub. L. 111-383,
div. A, title IX, §922(a), Jan. 7, 2011, 124 Stat. 4330, pro-
vided that:

‘‘(a) FINDINGS.—Congress makes the following find-
ings:

‘(1) As part of transformation efforts within the
Department of Defense, each of the Armed Forces is
developing intelligence, surveillance, and reconnais-
sance capabilities that best support future war fight-
ing as envisioned by the leadership of the military de-
partment concerned.

‘“(2) Concurrently, intelligence agencies of the De-
partment of Defense outside the military depart-
ments are developing transformation roadmaps to
best support the future decisionmaking and war
fighting needs of their principal customers, but are
not always closely coordinating those efforts with
the intelligence, surveillance, and reconnaissance de-
velopment efforts of the military departments.

““(3) A senior official of each military department
has been designated as the integrator of intelligence,
surveillance, and reconnaissance for each of the
Armed Forces in such military department, but there
is not currently a well-defined forum through which
the integrators of intelligence, surveillance, and re-
connaissance capabilities for each of the Armed
Forces can routinely interact with each other and
with senior representatives of Department of Defense
intelligence agencies, as well as with other members
of the intelligence community, to ensure unity of ef-
fort and to preclude unnecessary duplication of ef-
fort.

‘“(4) The current funding structure of a National In-
telligence Program (NIP) and a Military Intelligence
Program (MIP) may not be the best approach for sup-
porting the development of an intelligence, surveil-
lance, and reconnaissance structure that is inte-
grated to meet the national security requirements of
the United States in the 21st century.

‘“(5) The position of Under Secretary of Defense for
Intelligence was established in 2002 by Public Law
107-314 [see 10 U.S.C. 137] in order to facilitate resolu-
tion of the challenges to achieving an integrated in-
telligence, surveillance, and reconnaissance structure
in the Department of Defense to meet such 21st cen-
tury requirements.

‘“(b) GoAL.—It shall be a goal of the Department of
Defense to fully integrate the intelligence, surveil-
lance, and reconnaissance capabilities and coordinate
the developmental activities of the military depart-
ments, intelligence agencies of the Department of De-
fense, and relevant combatant commands as those de-
partments, agencies, and commands transform their in-
telligence, surveillance, and reconnaissance systems to
meet current and future needs.”

§427. Conflict Records Research Center

(a) CENTER AUTHORIZED.—The Secretary of De-
fense may establish a center to be known as the
““Conflict Records Research Center” (in this sec-
tion referred to as the “Center’’).

(b) PURPOSES.—The purposes of the Center
shall be the following:

(1) To establish a digital research database,
including translations, and to facilitate re-
search and analysis of records captured from
countries, organizations, and individuals, now
or once hostile to the United States, with rigid
adherence to academic freedom and integrity.

(2) Consistent with the protection of na-
tional security information, personally identi-
fiable information, and intelligence sources
and methods, to make a significant portion of
these records available to researchers as
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quickly and responsibly as possible while tak-
ing into account the integrity of the academic
process and risks to innocents or third parties.

(3) To conduct and disseminate research and
analysis to increase the understanding of fac-
tors related to international relations,
counterterrorism, and conventional and un-
conventional warfare and, ultimately, enhance
national security.

(4) To collaborate with members of academic
and broad national security communities,
both domestic and international, on research,
conferences, seminars, and other information
exchanges to identify topics of importance for
the leadership of the United States Govern-
ment and the scholarly community.

(c) CONCURRENCE OF THE DIRECTOR OF NA-
TIONAL INTELLIGENCE.—The Secretary of Defense
shall seek the concurrence of the Director of Na-
tional Intelligence to the extent the efforts and
activities of the Center involve the entities re-
ferred to in subsection (b)(4).

(d) SUPPORT FROM OTHER UNITED STATES GOV-
ERNMENT DEPARTMENTS OR AGENCIES.—The head
of any non-Department of Defense department
or agency of the United States Government
may—

(1) provide to the Secretary of Defense serv-
ices, including personnel support, to support
the operations of the Center; and

(2) transfer funds to the Secretary of Defense
to support the operations of the Center.

(e) ACCEPTANCE OF GIFTS AND DONATIONS.—(1)
Subject to paragraph (3), the Secretary of De-
fense may accept from any source specified in
paragraph (2) any gift or donation for purposes
of defraying the costs or enhancing the oper-
ations of the Center.

(2) The sources specified in this paragraph are
the following:

(A) The government of a State or a political
subdivision of a State.

(B) The government of a foreign country.

(C) A foundation or other charitable organi-
zation, including a foundation or charitable
organization that is organized or operates
under the laws of a foreign country.

(D) Any source in the private sector of the
United States or a foreign country.

(3) The Secretary may not accept a gift or do-
nation under this subsection if acceptance of the
gift or donation would compromise or appear to
compromise—

(A) the ability of the Department of Defense,
any employee of the Department, or any mem-
ber of the armed forces to carry out the re-
sponsibility or duty of the Department in a
fair and objective manner; or

(B) the integrity of any program of the De-
partment or of any person involved in such a
program.

(4) The Secretary shall provide written guid-
ance setting forth the criteria to be used in de-
termining the applicability of paragraph (3) to
any proposed gift or donation under this sub-
section.

(f) CREDITING OF FUNDS TRANSFERRED OR AC-
CEPTED.—Funds transferred to or accepted by
the Secretary of Defense under this section shall
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be credited to appropriations available to the
Department of Defense for the Center, and shall
be available for the same purposes, and subject
to the same conditions and limitations, as the
appropriations with which merged. Any funds so
transferred or accepted shall remain available
until expended.
(g) DEFINITIONS.—In this section:

(1) The term ‘‘captured record’” means a doc-
ument, audio file, video file, or other material
captured during combat operations from coun-
tries, organizations, or individuals, now or
once hostile to the United States.

(2) The term ‘‘gift or donation’” means any
gift or donation of funds, materials (including
research materials), real or personal property,
or services (including lecture services and fac-
ulty services).

(Added Pub. L. 113-66, div. A, title X, §1071(a),
Dec. 26, 2013, 127 Stat. 867.)

PRIOR PROVISIONS

A prior section 427, added Pub. L. 109-364, div. A, title
IX, §932(a), Oct. 17, 2006, 120 Stat. 2362, related to sub-
mission of an annual report on intelligence oversight
activities of the Department of Defense, prior to repeal
by Pub. L. 112-81, div. A, title X, §1061(4)(A), Dec. 31,
2011, 125 Stat. 1583.

§ 428. Defense industrial security

(a) RESPONSIBILITY FOR DEFENSE INDUSTRIAL
SECURITY.—The Secretary of Defense shall be re-
sponsible for the protection of classified infor-
mation disclosed to contractors of the Depart-
ment of Defense.

(b) CONSISTENCY WITH EXECUTIVE ORDERS AND
DIRECTIVES.—The Secretary shall carry out the
responsibility assigned under subsection (a) in a
manner consistent with Executive Order 12829
(or any successor order to such executive order)
and consistent with policies relating to the Na-
tional Industrial Security Program (or any suc-
cessor to such program).

(c) PERFORMANCE OF INDUSTRIAL SECURITY
FUNCTIONS FOR OTHER AGENCIES.—The Secretary
may perform industrial security functions for
other agencies of the Federal government upon
request or upon designation of the Department
of Defense as executive agent for the National
Industrial Security Program (or any successor
to such program).

(d) REGULATIONS AND POLICY GUIDANCE.—The
Secretary shall prescribe, and from time to time
revise, such regulations and policy guidance as
are necessary to ensure the protection of classi-
fied information disclosed to contractors of the
Department of Defense.

(e) DEDICATION OF RESOURCES.—The Secretary
shall ensure that sufficient resources are pro-
vided to staff, train, and support such personnel
as are necessary to fully protect classified infor-
mation disclosed to contractors of the Depart-
ment of Defense.

(f) BIENNIAL REPORT.—The Secretary shall re-
port biennially to the congressional defense
committees on expenditures and activities of
the Department of Defense in carrying out the
requirements of this section. The Secretary
shall submit the report at or about the same
time that the President’s budget is submitted
pursuant to section 1105(a) of title 31 in odd
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numbered years. The report shall be in an un-
classified form (with a classified annex if nec-
essary) and shall cover the activities of the De-
partment of Defense in the preceding two fiscal
years, including the following:

(1) The workforce responsible for carrying
out the requirements of this section, including
the number and experience of such workforce;
training in the performance of industrial secu-
rity functions; performance metrics; and re-
sulting assessment of overall quality.

(2) A description of funds authorized, appro-
priated, or reprogrammed to carry out the re-
quirements of this section, the budget execu-
tion of such funds, and the adequacy of budg-
ets provided for performing such purpose.

(3) Statistics on the number of contractors
handling classified information of the Depart-
ment of Defense, and the percentage of such
contractors who are subject to foreign owner-
ship, control, or influence.

(4) Statistics on the number of violations
identified, enforcement actions taken, and the
percentage of such violations occurring at fa-
cilities of contractors subject to foreign own-
ership, control, or influence.

(5) An assessment of whether major contrac-
tors implementing the program have adequate
enforcement programs and have trained their
employees adequately in the requirements of
the program.

(6) Trend data on attempts to compromise
classified information disclosed to contractors
of the Department of Defense to the extent
that such data are available.

(Added Pub. L. 110-417, [div. A], title VIII,
§845(a)(1), Oct. 14, 2008, 122 Stat. 4541, §438; re-
numbered §428, Pub. L. 111-84, div. A, title X,
§1073(a)(4), Oct. 28, 2009, 123 Stat. 2472; Pub. L.
111-383, div. A, title X, §1075(b)(11), Jan. 7, 2011,
124 Stat. 4369.)

REFERENCES IN TEXT

Executive Order 12829, referred to in subsec. (b), is set
out as a note under section 3161 of Title 50, War and Na-
tional Defense.

AMENDMENTS

2011—Subsec. (f). Pub. L. 111-383 struck out ‘‘, United
States Code,” after “‘title 31”".

2009—Pub. L. 111-84 renumbered section 438 of this
title as this section.

REQUIREMENT FOR ENTITIES WITH FACILITY CLEAR-
ANCES THAT ARE NOT UNDER FOREIGN OWNERSHIP
CONTROL OR INFLUENCE MITIGATION

Pub. L. 111-383, div. A, title VIII, §845, Jan. 7, 2011, 124
Stat. 4285, provided that:

‘“‘(a) REQUIREMENT.—The Secretary of Defense shall
develop a plan to ensure that covered entities employ
and maintain policies and procedures that meet re-
quirements under the national industrial security pro-
gram. In developing the plan, the Secretary shall con-
sider whether or not covered entities, or any category
of covered entities, should be required to establish gov-
ernment security committees similar to those required
for companies that are subject to foreign ownership
control or influence mitigation measures.

‘“(b) COVERED ENTITY.—A covered entity under this
section is an entity—

‘(1) to which the Department of Defense has grant-
ed a facility clearance; and

‘“(2) that is not subject to foreign ownership control
or influence mitigation measures.
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