§7411

ceive nonimmigrant students or exchange visi-
tor program participants under section
1101(a)(15)(F), (M), or (J) of title 8, or section
1372 of title 8, as required by section 1762 of
title 8; or

(2) been suspended or terminated pursuant to
section 1762(c) of title 8.

(Pub. L. 107-305, §16, Nov. 27, 2002, 116 Stat. 2381.)

REFERENCES IN TEXT

This chapter, referred to in text, was in the original
“this Act”, meaning Pub. L. 107-305, Nov. 27, 2002, 116
Stat. 2367, known as the Cyber Security Research and
Development Act, which is classified principally to this
chapter. For complete classification of this Act to the
Code, see Short Title note set out under section 7401 of
this title and Tables.

§7411. Report on grant and fellowship programs

Within 24 months after November 27, 2002, the
Director, in consultation with the Assistant to
the President for National Security Affairs,
shall submit to Congress a report reviewing this
chapter to ensure that the programs and fellow-
ships are being awarded under this chapter to in-
dividuals and institutions of higher education
who are in compliance with the Immigration
and Nationality Act (8 U.S.C. 1101 et seq.) in
order to protect our national security.

(Pub. L. 107-305, §17, Nov. 27, 2002, 116 Stat. 2381.)

REFERENCES IN TEXT

This chapter, referred to in text, was in the original
“this Act”, meaning Pub. L. 107-305, Nov. 27, 2002, 116
Stat. 2367, known as the Cyber Security Research and
Development Act, which is classified principally to this
chapter. For complete classification of this Act to the
Code, see Short Title note set out under section 7401 of
this title and Tables.

The Immigration and Nationality Act, referred to in
text, is act June 27, 1952, ch. 477, 66 Stat. 163, as amend-
ed, which is classified principally to chapter 12 (§1101 et
seq.) of Title 8, Aliens and Nationality. For complete
classification of this Act to the Code, see Short Title
note set out under section 1101 of Title 8 and Tables.

CHAPTER 100A—CYBERSECURITY

ENHANCEMENT
Sec.
7421. Definitions.
7422. No regulatory authority.
7423. No additional funds authorized.

SUBCHAPTER I—-CYBERSECURITY RESEARCH
AND DEVELOPMENT

7431. Federal cybersecurity research and develop-
ment.
SUBCHAPTER II—EDUCATION AND WORKFORCE
DEVELOPMENT
7441. Cybersecurity competitions and challenges.
7442. Federal Cyber Scholarship-for-Service Pro-

gram.

SUBCHAPTER III—-CYBERSECURITY AWARENESS
AND PREPAREDNESS

National cybersecurity awareness and edu-
cation program.

SUBCHAPTER IV—ADVANCEMENT OF
CYBERSECURITY TECHNICAL STANDARDS

Definitions.
International cybersecurity technical stand-
ards.

7451.

7461.
7462.

TITLE 15—COMMERCE AND TRADE

Page 2080
Sec.
7463. Cloud computing strategy.
7464. Identity management research and develop-

ment.

§ 7421. Definitions
In this chapter:

(1) Cybersecurity mission

The term ‘‘cybersecurity mission’” means ac-
tivities that encompass the full range of
threat reduction, vulnerability reduction, de-
terrence, international engagement, incident
response, resiliency, and recovery policies and
activities, including computer network oper-
ations, information assurance, law enforce-
ment, diplomacy, military, and intelligence
missions as such activities relate to the secu-
rity and stability of cyberspace.

(2) Information system

The term ‘“information system’ has the
meaning given that term in section 3502 of
title 44.

(Pub. L. 113-274, §2, Dec. 18, 2014, 128 Stat. 2971.)

REFERENCES IN TEXT

This chapter, referred to in text, was in the original
‘“‘this Act”, meaning Pub. L. 113-274, Dec. 18, 2014, 128
Stat. 2971, which is classified principally to this chap-
ter. For complete classification of this Act to the Code,
see Short Title note set out below and Tables.

SHORT TITLE

Pub. L. 113-274, §1(a), Dec. 18, 2014, 128 Stat. 2971, pro-
vided that: ‘“This Act [enacting this chapter and
amending sections 272, 278g-3, 7403, and 7406 of this
title] may be cited as the ‘Cybersecurity Enhancement
Act of 2014°.”

§ 7422. No regulatory authority

Nothing in this chapter shall be construed to
confer any regulatory authority on any Federal,
State, tribal, or local department or agency.

(Pub. L. 113-274, §3, Dec. 18, 2014, 128 Stat. 2972.)

REFERENCES IN TEXT

This chapter, referred to in text, was in the original
“this Act”, meaning Pub. L. 113-274, Dec. 18, 2014, 128
Stat. 2971, which is classified principally to this chap-
ter. For complete classification of this Act to the Code,
see Short Title note set out under section 7421 of this
title and Tables.

§7423. No additional funds authorized

No additional funds are authorized to carry
out this Act, and the amendments made by this
Act. This Act, and the amendments made by
this Act, shall be carried out using amounts
otherwise authorized or appropriated.

(Pub. L. 113-274, §4, Dec. 18, 2014, 128 Stat. 2972.)

REFERENCES IN TEXT

This Act, and the amendments made by this Act, re-
ferred to in text, is Pub. L. 113-274, Dec. 18, 2014, 128
Stat. 2971, which enacted this chapter and amended sec-
tions 272, 278g-3, 7403, and 7406 of this title. For com-
plete classification of this Act to the Code, see Short
Title note set out under section 7421 of this title and
Tables.
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SUBCHAPTER I—CYBERSECURITY
RESEARCH AND DEVELOPMENT

§7431. Federal cybersecurity research and devel-
opment

(a) Fundamental cybersecurity research

(1) Federal cybersecurity research and devel-
opment strategic plan

The heads of the applicable agencies and de-
partments, working through the National
Science and Technology Council and the Net-
working and Information Technology Re-
search and Development Program, shall de-
velop and update every 4 years a Federal
cybersecurity research and development stra-
tegic plan (referred to in this subsection as the
‘“‘strategic plan’’) based on an assessment of
cybersecurity risk to guide the overall direc-
tion of Federal cybersecurity and information
assurance research and development for infor-
mation technology and networking systems.
The heads of the applicable agencies and de-
partments shall build upon existing programs
and plans to develop the strategic plan to
meet objectives in cybersecurity, such as—

(A) how to design and build complex soft-
ware-intensive systems that are secure and
reliable when first deployed;

(B) how to test and verify that software
and hardware, whether developed locally or
obtained from a third party, is free of sig-
nificant known security flaws;

(C) how to test and verify that software
and hardware obtained from a third party
correctly implements stated functionality,
and only that functionality;

(D) how to guarantee the privacy of an in-
dividual, including that individual’s iden-
tity, information, and lawful transactions
when stored in distributed systems or trans-
mitted over networks;

(E) how to build new protocols to enable
the Internet to have robust security as one
of the key capabilities of the Internet;

(F) how to determine the origin of a mes-
sage transmitted over the Internet;

(G) how to support privacy in conjunction
with improved security;

(H) how to address the problem of insider
threats;

(I) how improved consumer education and
digital literacy initiatives can address
human factors that contribute to
cybersecurity;

(J) how to protect information processed,
transmitted, or stored using cloud comput-
ing or transmitted through wireless services;
and

(K) any additional objectives the heads of
the applicable agencies and departments, in
coordination with the head of any relevant
Federal agency and with input from stake-
holders, including appropriate national lab-
oratories, industry, and academia, deter-
mine appropriate.

(2) Requirements
(A) Contents of plan

The strategic plan shall—
(i) specify and prioritize near-term, mid-
term, and long-term research objectives,

including objectives associated with the
research identified in section 7403(a)(1) of
this title;

(ii) specify how the near-term objectives
described in clause (i) complement re-
search and development areas in which the
private sector is actively engaged;

(iii) describe how the heads of the appli-
cable agencies and departments will focus
on innovative, transformational tech-
nologies with the potential to enhance the
security, reliability, resilience, and trust-
worthiness of the digital infrastructure,
and to protect consumer privacy;

(iv) describe how the heads of the appli-
cable agencies and departments will foster
the rapid transfer of research and develop-
ment results into new cybersecurity tech-
nologies and applications for the timely
benefit of society and the national inter-
est, including through the dissemination
of best practices and other outreach ac-
tivities;

(v) describe how the heads of the applica-
ble agencies and departments will estab-
lish and maintain a national research in-
frastructure for creating, testing, and
evaluating the next generation of secure
networking and information technology
systems; and

(vi) describe how the heads of the appli-
cable agencies and departments will facili-
tate access by academic researchers to the
infrastructure described in clause (v), as
well as to relevant data, including event
data.

(B) Private sector efforts

In developing, implementing, and updating
the strategic plan, the heads of the applica-
ble agencies and departments, working
through the National Science and Tech-
nology Council and Networking and Infor-
mation Technology Research and Develop-
ment Program, shall work in close coopera-
tion with industry, academia, and other in-
terested stakeholders to ensure, to the ex-
tent possible, that Federal cybersecurity re-
search and development is not duplicative of
private sector efforts.

(C) Recommendations

In developing and updating the strategic
plan the heads of the applicable agencies and
departments shall solicit recommendations
and advice from—

(i) the advisory committee established
under section 5511(b)(1) of this title; and

(ii) a wide range of stakeholders, includ-
ing industry, academia, including rep-
resentatives of minority serving institu-
tions and community colleges, National

Laboratories, and other relevant organiza-

tions and institutions.

(D) Implementation roadmap

The heads of the applicable agencies and
departments, working through the National
Science and Technology Council and Net-
working and Information Technology Re-
search and Development Program, shall de-
velop and annually update an implementa-
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