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Subsec. (¢)(4). Pub. L. 114-328, §1251(d)(2), (3), (6), re-
designated par. (6) as (4), substituted ‘‘of this title”’ for
‘‘of title 10, United States Code”’, and struck out former
par. (4) which read as follows: ‘“‘Section 2010 of title 10,
United States Code, relating to authority to reimburse
foreign troops for participation in combined exercises.”

Subsec. (¢)(5). Pub. L. 114-328, §1251(d)(2), (3), (6), re-
designated par. (8) as (), substituted ‘‘of this title’ for
‘‘of title 10, United States Code”’, and struck out former
par. (6) which read as follows: ‘“‘Section 2011 of title 10,
United States Code, relating to authority to reimburse
foreign troops for participation in Joint Combined Ex-
ercise Training.”’

Subsec. (c)(6). Pub. L. 114-328, §1251(d)(3), redesig-
nated par. (9) as (6). Former par. (6) redesignated (4).

Subsec. (¢)(7). Pub. L. 114-328, §1251(d)(2), (3), redesig-
nated par. (13) as (7) and struck out former par. (7)
which read as follows: ‘‘Section 2282 of title 10, United
States Code (as added by section 1205 of this Act), relat-
ing to authority to build the capacity of foreign mili-
tary forces, or the predecessor authority to such sec-
tion in section 1206 of the National Defense Authoriza-
tion Act for Fiscal Year 2006 (Public Law 109-163; 119
Stat. 3456).”

Subsec. (¢)(8), (9). Pub. L. 114-328, §1251(d)(3), redesig-
nated pars. (14) and (15) as (8) and (9), respectively.
Former pars. (8) and (9) redesignated (5) and (6), respec-
tively.

Subsec. (¢)(10). Pub. L. 114-328, §1251(d)(2), (3), redesig-
nated par. (16) as (10) and struck out former par. (10)
which read as follows: ‘‘Section 1205 of the National De-
fense Authorization Act for Fiscal Year 2014 (32 U.S.C.
107 note), relating to authority for National Guard
State Partnership program.”

Subsec. (c)(11), (12). Pub. L. 114-328, §1251(d)(2), (4),
added pars. (11) and (12) and struck out former pars. (11)
and (12) which read as follows:

‘“(11) Section 1081 of the National Defense Authoriza-
tion Act for Fiscal Year 2012 (10 U.S.C. 168 note), relat-
ing to the Ministry of Defense Advisors program.

““(12) Section 1207 of the National Defense Authoriza-
tion Act for Fiscal Year 2012 (22 U.S.C. 2151 note), relat-
ing to the Global Security Contingency Fund.”

Subsec. (c)(13). Pub. L. 114-328, §1251(d)(5b), redesig-
nated par. (17) as (13). Former par. (13) redesignated (7).

Subsec. (¢)(14) to (16). Pub. L. 114-328, §1251(d)(3), re-
designated pars. (14) to (16) as (8) to (10), respectively.

Subsec. (c)(17). Pub. L. 114-328, §1251(d)(5), redesig-
nated par. (17) as (13).

Subsec. (d). Pub. L. 114-328, §1251(e), designated exist-
ing provisions as par. (1) and inserted heading, sub-
stituted ‘“Except as provided in paragraph (2), if any in-
formation” for ‘‘If any information’’, and added par. (2).

Subsec. (e). Pub. L. 114-328, §1251(f), inserted ‘‘that
may also include other sensitive information’ after
“‘annex’’.

EFFECTIVE DATE OF 2016 AMENDMENT

Pub. L. 114-328, div. A, title XII, §1246(d)(2), Dec. 23,
2016, 130 Stat. 25621, provided that the amendment made
by section 1246(d)(2)(A) is effective as of January 1, 2020.

CHAPTER 19—CYBER MATTERS

Sec.

391. Reporting on cyber incidents with respect to
networks and information systems of oper-
ationally critical contractors and certain
other contractors.

392. Executive agents for cyber test and training
ranges.

393. Reporting on penetrations of networks and

information systems of certain contractors.
AMENDMENTS

2015—Pub. L. 114-92, div. A, title X, §1081(a)(4), title
XVI, §1641(c)(2), Nov. 25, 2015, 129 Stat. 1001, 1116, sub-
stituted ‘‘Reporting on cyber incidents with respect to
networks and information systems of operationally
critical contractors and certain other contractors’ for

TITLE 10—ARMED FORCES

§391

‘“‘Reporting on cyber incidents with respect to networks
and information systems of operationally critical con-
tractors’ in item 391 and added item 393.

2014—Pub. L. 113-291, div. A, title XVI, §1633(d), Dec.
19, 2014, 128 Stat. 3643, added item 392.

§391. Reporting on cyber incidents with respect
to networks and information systems of oper-
ationally critical contractors and certain
other contractors

(a) DESIGNATION OF DEPARTMENT COMPONENT
TO RECEIVE REPORTS.—The Secretary of Defense
shall designate a component of the Department
of Defense to receive reports of cyber incidents
from contractors in accordance with this section
and section 393 of this title or from other gov-
ernmental entities.

(b) PROCEDURES FOR REPORTING CYBER INCI-
DENTS.—The Secretary of Defense shall establish
procedures that require an operationally critical
contractor to report in a timely manner to com-
ponent designated under subsection (a) each
time a cyber incident occurs with respect to a
network or information system of such oper-
ationally critical contractor.

(c) PROCEDURE REQUIREMENTS.—

(1) DESIGNATION AND NOTIFICATION.—The pro-
cedures established pursuant to subsection (a)
shall include a process for—

(A) designating operationally critical con-
tractors; and

(B) notifying a contractor that it has been
designated as an operationally critical con-
tractor.

(2) RAPID REPORTING.—The procedures estab-
lished pursuant to subsection (a) shall require
each operationally critical contractor to rap-
idly report to the component of the Depart-
ment designated pursuant to subsection
(A)(2)(A) on each cyber incident with respect
to any network or information systems of
such contractor. Each such report shall in-
clude the following:

(A) An assessment by the contractor of the
effect of the cyber incident on the ability of
the contractor to meet the contractual re-
quirements of the Department.

(B) The technique or method used in such
cyber incident.

(C) A sample of any malicious software, if
discovered and isolated by the contractor,
involved in such cyber incident.

(D) A summary of information com-
promised by such cyber incident.

(3) DEPARTMENT ASSISTANCE AND ACCESS TO
EQUIPMENT AND INFORMATION BY DEPARTMENT
PERSONNEL.—The procedures established pur-
suant to subsection (a) shall—

(A) include mechanisms for Department
personnel to, if requested, assist operation-
ally critical contractors in detecting and
mitigating penetrations; and

(B) provide that an operationally critical
contractor is only required to provide access
to equipment or information as described in
subparagraph (A) to determine whether in-
formation created by or for the Department
in connection with any Department program
was successfully exfiltrated from a network
or information system of such contractor
and, if so, what information was exfiltrated.
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