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1 So in original. Probably should be ‘‘2016’’. 

for ‘‘through 2008’’ and ‘‘September 30, 2010’’ for ‘‘Sep-
tember 30, 2008’’. 

2006—Subsec. (f). Pub. L. 109–163 substituted ‘‘through 
2008’’ for ‘‘through 2006’’ and ‘‘September 30, 2008’’ for 
‘‘September 30, 2006’’. 

COMPTROLLER GENERAL REPORT 

Pub. L. 108–136, div. A, title VIII, § 848(b), Nov. 24, 2003, 
117 Stat. 1555, required the Comptroller General to re-
view the implementation of this section and submit to 
Congress a report on such review not later than two 
years after Nov. 24, 2003. 

§ 167b. Unified combatant command for cyber op-
erations 

(a) ESTABLISHMENT.—With the advice and as-
sistance of the Chairman of the Joint Chiefs of 
Staff, the President, through the Secretary of 
Defense, shall establish under section 161 of this 
title a unified combatant command for cyber op-
erations forces (hereinafter in this section re-
ferred to as the ‘‘cyber command’’). The prin-
cipal function of the command is to prepare 
cyber operations forces to carry out assigned 
missions. 

(b) ASSIGNMENT OF FORCES.—Unless otherwise 
directed by the Secretary of Defense, all active 
and reserve cyber operations forces of the armed 
forces stationed in the United States shall be as-
signed to the cyber command. 

(c) GRADE OF COMMANDER.—The commander of 
the cyber command shall hold the grade of gen-
eral or, in the case of an officer of the Navy, ad-
miral while serving in that position, without 
vacating that officer’s permanent grade. The 
commander of such command shall be appointed 
to that grade by the President, by and with the 
advice and consent of the Senate, for service in 
that position. 

(d) COMMAND OF ACTIVITY OR MISSION.—(1) Un-
less otherwise directed by the President or the 
Secretary of Defense, a cyber operations activ-
ity or mission shall be conducted under the com-
mand of the commander of the unified combat-
ant command in whose geographic area the ac-
tivity or mission is to be conducted. 

(2) The commander of the cyber command 
shall exercise command of a selected cyber oper-
ations mission if directed to do so by the Presi-
dent or the Secretary of Defense. 

(e) AUTHORITY OF COMBATANT COMMANDER.—(1) 
In addition to the authority prescribed in sec-
tion 164(c) of this title, the commander of the 
cyber command shall be responsible for, and 
shall have the authority to conduct, all affairs 
of such command relating to cyber operations 
activities. 

(2)(A) Subject to the authority, direction, and 
control of the Principal Cyber Advisor, the com-
mander of such command shall be responsible 
for, and shall have the authority to conduct, the 
following functions relating to cyber operations 
activities (whether or not relating to the cyber 
command): 

(i) Developing strategy, doctrine, and tac-
tics. 

(ii) Preparing and submitting to the Sec-
retary of Defense program recommendations 
and budget proposals for cyber operations 
forces and for other forces assigned to the 
cyber command. 

(iii) Exercising authority, direction, and 
control over the expenditure of funds— 

(I) for forces assigned directly to the cyber 
command; and 

(II) for cyber operations forces assigned to 
unified combatant commands other than the 
cyber command, with respect to all matters 
covered by section 807 of the National De-
fense Authorization Act for Fiscal Year 2014 1 
(Public Law 114–92; 129 Stat. 886; 10 U.S.C. 
2224 note) and, with respect to a matter not 
covered by such section, to the extent di-
rected by the Secretary of Defense. 

(iv) Training and certification of assigned 
joint forces. 

(v) Conducting specialized courses of in-
struction for commissioned and noncommis-
sioned officers. 

(vi) Validating requirements. 
(vii) Establishing priorities for require-

ments. 
(viii) Ensuring the interoperability of equip-

ment and forces. 
(ix) Formulating and submitting require-

ments for intelligence support. 
(x) Monitoring the promotion of cyber oper-

ation forces and coordinating with the mili-
tary departments regarding the assignment, 
retention, training, professional military edu-
cation, and special and incentive pays of cyber 
operation forces. 

(B) The authority, direction, and control exer-
cised by the Principal Cyber Advisor for pur-
poses of this section is authority, direction, and 
control with respect to the administration and 
support of the cyber command, including readi-
ness and organization of cyber operations forces, 
cyber operations-peculiar equipment and re-
sources, and civilian personnel. 

(C) Nothing in this section shall be construed 
as providing the Principal Cyber Advisor au-
thority, direction, and control of operational 
matters that are subject to the operational 
chain of command of the combatant commands 
or the exercise of authority, direction, and con-
trol of personnel, resources, equipment, and 
other matters that are not cyber-operations pe-
culiar and that are in the purview of the armed 
forces. 

(3) The commander of the cyber command 
shall be responsible for— 

(A) ensuring the combat readiness of forces 
assigned to the cyber command; and 

(B) monitoring the preparedness to carry out 
assigned missions of cyber forces assigned to 
unified combatant commands other than the 
cyber command. 

(C) The staff of the commander shall include 
an inspector general who shall conduct inter-
nal audits and inspections of purchasing and 
contracting actions through the cyber oper-
ations command and such other inspector gen-
eral functions as may be assigned. 

(f) INTELLIGENCE AND SPECIAL ACTIVITIES.— 
This section does not constitute authority to 
conduct any activity which, if carried out as an 
intelligence activity by the Department of De-
fense, would require a notice to the Select Com-
mittee on Intelligence of the Senate and the 
Permanent Select Committee on Intelligence of 
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the House of Representatives under title V of 
the National Security Act of 1947 (50 U.S.C. 3091 
et seq.). 

(Added Pub. L. 114–328, div. A, title IX, § 923(a), 
Dec. 23, 2016, 130 Stat. 2357.) 

REFERENCES IN TEXT 

The National Security Act of 1947, referred to in sub-
sec. (f), is act July 26, 1947, ch. 343, 61 Stat. 495, which 
is classified principally to chapter 44 (§ 3001 et seq.) of 
this title. Title V of the Act is classified generally to 
subchapter III (§ 3091 et seq.) of chapter 44 of this title. 
For complete classification of this Act to the Code, see 
Tables. 

[§ 168. Repealed. Pub. L. 114–328, div. A, title XII, 
§ 1253(a)(1)(A), Dec. 23, 2016, 130 Stat. 2532] 

Section, added Pub. L. 103–337, div. A, title XIII, 
§ 1316(a)(1), Oct. 5, 1994, 108 Stat. 2898; amended Pub. L. 
104–106, div. A, title IV, § 416, Feb. 10, 1996, 110 Stat. 289; 
Pub. L. 108–375, div. A, title IV, § 416(e), Oct. 28, 2004, 118 
Stat. 1868; Pub. L. 110–181, div. A, title XII, § 1201, Jan. 
28, 2008, 122 Stat. 363; Pub. L. 110–417, [div. A], title XII, 
§ 1202(a), Oct. 14, 2008, 122 Stat. 4622, related to military- 
to-military contacts and comparable activities. 

UPDATE OF POLICY GUIDANCE ON AUTHORITY FOR AS-
SIGNMENT OF CIVILIAN EMPLOYEES OF THE DEPART-
MENT OF DEFENSE AS ADVISORS TO FOREIGN MIN-
ISTRIES OF DEFENSE AND REGIONAL ORGANIZATIONS 

Pub. L. 113–291, div. A, title X, § 1047(b), Dec. 19, 2014, 
128 Stat. 3495, required the Under Secretary of Defense 
for Policy to issue an update of the policy of the De-
partment of Defense for assignment of civilian employ-
ees of the Department as advisors to foreign ministries 
of defense and regional organizations under the author-
ity in section 1081 of Pub. L. 112–81, formerly set out as 
a note under this section. 

Pub. L. 113–66, div. A, title X, § 1094(a)(2), Dec. 26, 2013, 
127 Stat. 878, required the Under Secretary of Defense 
for Policy to issue an update of the policy of the De-
partment of Defense for assignment of civilian employ-
ees of the Department as advisors to foreign ministries 
of defense under the authority in section 1081 of Pub. L. 
112–81, formerly set out as a note under this section. 

DEFENSE INSTITUTION CAPACITY BUILDING PROGRAM 

Pub. L. 112–81, div. A, title X, § 1081, Dec. 31, 2011, 125 
Stat. 1599, as amended by Pub. L. 113–66, div. A, title X, 
§ 1094(a)(1), (3)–(5), Dec. 26, 2013, 127 Stat. 878; Pub. L. 
113–291, div. A, title X, § 1047(a), (c), Dec. 19, 2014, 128 
Stat. 3494, 3495; Pub. L. 114–92, div. A, title X, 
§ 1055(a)–(d)(1), Nov. 25, 2015, 129 Stat. 982, 983, which re-
lated to the Defense Institution Capacity Building Pro-
gram, was repealed by Pub. L. 114–328, div. A, title XII, 
§ 1241(c)(3), Dec. 23, 2016, 130 Stat. 2500. 

AUTHORITY FOR NON-RECIPROCAL EXCHANGES OF DE-
FENSE PERSONNEL BETWEEN THE UNITED STATES AND 
FOREIGN COUNTRIES 

Pub. L. 111–84, div. A, title XII, § 1207, Oct. 28, 2009, 123 
Stat. 2514, as amended by Pub. L. 112–239, div. A, title 
XII, § 1202, Jan. 2, 2013, 126 Stat. 1980; Pub. L. 114–92, div. 
A, title XII, § 1204, Nov. 25, 2015, 129 Stat. 1039, which re-
lated to authority for non-reciprocal exchanges of de-
fense personnel between the United States and foreign 
countries, was repealed by Pub. L. 114–328, div. A, title 
XII, § 1242(c)(2), Dec. 23, 2016, 130 Stat. 2513. 

AGREEMENTS FOR EXCHANGE OF DEFENSE PERSONNEL 
BETWEEN UNITED STATES AND FOREIGN COUNTRIES 

Pub. L. 104–201, div. A, title X, § 1082, Sept. 23, 1996, 110 
Stat. 2672, which related to agreements for exchange of 
defense personnel between the United States and for-
eign countries, was repealed by Pub. L. 114–328, div. A, 
title XII, § 1242(c)(1), Dec. 23, 2016, 130 Stat. 2513. See 
section 311 of this title. 

CHAPTER 7—BOARDS, COUNCILS, AND 
COMMITTEES 

Sec. 

171. Armed Forces Policy Council. 
171a. Council on Oversight of the National Leader-

ship Command, Control, and Communica-
tions System. 

172. Ammunition storage board. 
173. Advisory personnel. 
174. Advisory personnel: research and develop-

ment. 
175. Reserve Forces Policy Board. 
176. Armed Forces Institute of Pathology. 
177. American Registry of Pathology. 
178. The Henry M. Jackson Foundation for the 

Advancement of Military Medicine. 
179. Nuclear Weapons Council. 
180. Service academy athletic programs: review 

board. 
181. Joint Requirements Oversight Council. 
182. Center for Excellence in Disaster Manage-

ment and Humanitarian Assistance. 
183. Department of Defense Board of Actuaries. 
[184 to 186. Renumbered or Repealed.] 
187. Strategic Materials Protection Board. 
188. Interagency Council on the Strategic Capabil-

ity of the National Laboratories. 
189. Communications Security Review and Advi-

sory Board. 
190. Defense Cost Accounting Standards Board. 

AMENDMENTS 

2016—Pub. L. 114–328, div. A, title VIII, § 820(b)(2), title 
IX, § 904(b), title XII, § 1241(o)(3), Dec. 23, 2016, 130 Stat. 
2276, 2345, 2512, struck out items 184 ‘‘Regional Centers 
for Security Studies’’ and 185 ‘‘Financial Management 
Modernization Executive Committee’’ and, effective 
Oct. 1, 2018, added item 190. 

2014—Pub. L. 113–291, div. A, title IX, § 901(l)(2), title 
X, § 1071(f)(3), Dec. 19, 2014, 128 Stat. 3468, 3510, struck 
out item 186 ‘‘Defense Business System Management 
Committee’’ and inserted period at end of item 189. 

2013—Pub. L. 113–66, div. A, title II, § 261(b), title X, 
§ 1052(a)(2), Dec. 26, 2013, 127 Stat. 725, 861, added items 
171a and 189. 

Pub. L. 112–239, div. A, title X, § 1040(b), Jan. 2, 2013, 
126 Stat. 1930, added item 188. 

2008—Pub. L. 110–417, [div. A], title X, § 1061(a)(3), Oct. 
14, 2008, 122 Stat. 4612, inserted period at end of item 
183. 

Pub. L. 110–181, div. A, title IX, § 906(a)(2), Jan. 28, 
2008, 122 Stat. 277, added item 183. 

2006—Pub. L. 109–364, div. A, title VIII, § 843(b), title 
IX, § 904(a)(2), Oct. 17, 2006, 120 Stat. 2339, 2353, sub-
stituted ‘‘Regional Centers for Security Studies’’ for 
‘‘Department of Defense regional centers for security 
studies’’ in item 184 and added item 187. 

2004—Pub. L. 108–375, div. A, title III, § 332(b)(2), Oct. 
28, 2004, 118 Stat. 1855, added item 186. 

2002—Pub. L. 107–314, div. A, title X, § 1041(a)(1)(B), 
Dec. 2, 2002, 116 Stat. 2645, struck out item 183 ‘‘Advi-
sory committees: annual justification required’’. 

2001—Pub. L. 107–107, div. A, title X, § 1009(a)(2), Dec. 
28, 2001, 115 Stat. 1208, added item 185. 

2000—Pub. L. 106–398, § 1 [[div. A], title IX, § 912(a)(2)], 
Oct. 30, 2000, 114 Stat. 1654, 1654A–229, added item 184. 

1997—Pub. L. 105–85, div. A, title III, § 382(a)(2), title 
IX, § 904(b), Nov. 18, 1997, 111 Stat. 1711, 1855, added 
items 182 and 183. 

1996—Pub. L. 104–106, div. A, title IX, § 905(a)(2), Feb. 
10, 1996, 110 Stat. 404, added item 181. 

1991—Pub. L. 102–190, div. A, title V, § 513(b), Dec. 5, 
1991, 105 Stat. 1361, added item 180. 

1986—Pub. L. 99–661, div. C, title I, § 3137(a)(2), Nov. 14, 
1986, 100 Stat. 4066, added item 179. 

1983—Pub. L. 98–132, § 2(a)(2), Oct. 17, 1983, 97 Stat. 849, 
inserted ‘‘The Henry M. Jackson’’ before ‘‘Foundation’’ 
in item 178. 

Pub. L. 98–36, § 2(b), May 27, 1983, 97 Stat. 201, added 
item 178. 
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