§2258B

replacing, amending, or otherwise interfering
with the authorities and duties under section
2703.

(Added Pub. L. 110-401, title V, §501(a), Oct. 13,
2008, 122 Stat. 4243.)

§2258B. Limited liability for electronic commu-
nication service providers, remote comput-
ing service providers, or domain name reg-
istrar!

(a) IN GENERAL.—Except as provided in sub-
section (b), a civil claim or criminal charge
against an electronic communication service
provider, a remote computing service provider,
or domain?2 name registrar, including any direc-
tor, officer, employee, or agent of such elec-
tronic communication service provider, remote
computing service provider, or domain name
registrar arising from the performance of the re-
porting or preservation responsibilities of such
electronic communication service provider, re-
mote computing service provider, or domain
name registrar under this section, section 2258A,
or section 22568C may not be brought in any Fed-
eral or State court.

(b) INTENTIONAL, RECKLESS, OR OTHER MIS-
CONDUCT.—Subsection (a) shall not apply to a
claim if the electronic communication service
provider, remote computing service provider, or
domain name registrar, or a director, officer,
employee, or agent of that electronic commu-
nication service provider, remote computing
service provider, or domain name registrar—

(1) engaged in intentional misconduct; or
(2) acted, or failed to act—

(A) with actual malice;

(B) with reckless disregard to a substan-
tial risk of causing physical injury without
legal justification; or

(C) for a purpose unrelated to the perform-
ance of any responsibility or function under
this section,® sections 2258A, 2258C, 2702, or
2703.

(c) MINIMIZING ACCESS.—An electronic commu-
nication service provider, a remote computing
service provider, and domain? name registrar
shall—

(1) minimize the number of employees that
are provided access to any image provided
under section 2258A or 2258C; and

(2) ensure that any such image is perma-
nently destroyed, upon a request from a law
enforcement agency to destroy the image.

(Added Pub. L. 110401, title V, §501(a), Oct. 13,
2008, 122 Stat. 4248.)

§2258C. Use to combat child pornography of
technical elements relating to images re-
ported to the CyberTipline

(a) ELEMENTS.—

(1) IN GENERAL.—The National Center for
Missing and Exploited Children may provide
elements relating to any apparent child por-
nography image of an identified child to an
electronic communication service provider or
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a remote computing service provider for the
sole and exclusive purpose of permitting that
electronic communication service provider or
remote computing service provider to stop the
further transmission of images.

(2) INCLUSIONS.—The elements authorized
under paragraph (1) may include hash values
or other unique identifiers associated with a
specific image, Internet location of images,
and other technological elements that can be
used to identify and stop the transmission of
child pornography.

(3) EXCLUSION.—The elements authorized
under paragraph (1) may not include the ac-
tual images.

(b) USE BY ELECTRONIC COMMUNICATION SERV-
ICE PROVIDERS AND REMOTE COMPUTING SERVICE
PROVIDERS.—Any electronic communication
service provider or remote computing service
provider that receives elements relating to any
apparent child pornography image of an identi-
fied child from the National Center for Missing
and Exploited Children under this section may
use such information only for the purposes de-
scribed in this section, provided that such use
shall not relieve that electronic communication
service provider or remote computing service
provider from its reporting obligations under
section 2258A.

(¢) LIMITATIONS.—Nothing in subsections?! (a)
or (b) requires electronic communication service
providers or remote computing service providers
receiving elements relating to any apparent
child pornography image of an identified child
from the National Center for Missing and Ex-
ploited Children to use the elements to stop the
further transmission of the images.

(d) PROVISION OF ELEMENTS TO LAW ENFORCE-
MENT.—The National Center for Missing and Ex-
ploited Children shall make available to Fed-
eral, State, and local law enforcement involved
in the investigation of child pornography crimes
elements, including hash values, relating to any
apparent child pornography image of an identi-
fied child reported to the National Center for
Missing and Exploited Children.

(e) USE BY LAW ENFORCEMENT.—Any Federal,
State, or local law enforcement agency that re-
ceives elements relating to any apparent child
pornography image of an identified child from
the National Center for Missing and Exploited
Children under section?! (d) may use such ele-
ments only in the performance of the official du-
ties of that agency to investigate child pornog-
raphy crimes.

(Added Pub. L. 110-401, title V, §501(a), Oct. 13,
2008, 122 Stat. 4249.)

§2258D. Limited liability for the National Center
for Missing and Exploited Children

(a) IN GENERAL.—Except as provided in sub-
sections (b) and (c), a civil claim or criminal
charge against the National Center for Missing
and Exploited Children, including any director,
officer, employee, or agent of such center, aris-
ing from the performance of the CyberTipline
responsibilities or functions of such center, as
described in this section, section 2258A or 2258C
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