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The definition of ‘‘Territory’’ was omitted as unnec-

essary. The revised section makes clear the places in-

cluded in the application of the section without the use 

of definitions. 
The definition of ‘‘Interstate Commerce’’ was like-

wise omitted as unnecessary in view of definition of 

interstate commerce in section 10 of this title. 
Changes of phraseology and arrangement were made, 

but without change of substance. 

AMENDMENTS 

2002—Pub. L. 107–273 struck out ‘‘, the Canal Zone’’ 

after ‘‘the District of Columbia’’ in first par. 
1996—Pub. L. 104–294 substituted ‘‘fined under this 

title’’ for ‘‘fined not more than $1,000’’ in last par. 
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AMENDMENTS 

2016—Pub. L. 114–153, § 2(d)(2), May 11, 2016, 130 Stat. 

381, substituted ‘‘Civil proceedings’’ for ‘‘Civil proceed-

ings to enjoin violations’’ in item 1836. 
2002—Pub. L. 107–273, div. B, title IV, § 4002(f)(1), Nov. 

2, 2002, 116 Stat. 1811, substituted ‘‘Applicability to con-

duct’’ for ‘‘Conduct’’ in item 1837. 

§ 1831. Economic espionage 

(a) IN GENERAL.—Whoever, intending or know-
ing that the offense will benefit any foreign gov-
ernment, foreign instrumentality, or foreign 
agent, knowingly— 

(1) steals, or without authorization appro-
priates, takes, carries away, or conceals, or by 
fraud, artifice, or deception obtains a trade se-
cret; 

(2) without authorization copies, duplicates, 
sketches, draws, photographs, downloads, up-
loads, alters, destroys, photocopies, replicates, 
transmits, delivers, sends, mails, commu-
nicates, or conveys a trade secret; 

(3) receives, buys, or possesses a trade secret, 
knowing the same to have been stolen or ap-
propriated, obtained, or converted without au-
thorization; 

(4) attempts to commit any offense described 
in any of paragraphs (1) through (3); or 

(5) conspires with one or more other persons 
to commit any offense described in any of 
paragraphs (1) through (3), and one or more of 
such persons do any act to effect the object of 
the conspiracy, 

shall, except as provided in subsection (b), be 
fined not more than $5,000,000 or imprisoned not 
more than 15 years, or both. 

(b) ORGANIZATIONS.—Any organization that 
commits any offense described in subsection (a) 
shall be fined not more than the greater of 
$10,000,000 or 3 times the value of the stolen 
trade secret to the organization, including ex-
penses for research and design and other costs of 
reproducing the trade secret that the organiza-
tion has thereby avoided. 

(Added Pub. L. 104–294, title I, § 101(a), Oct. 11, 
1996, 110 Stat. 3488; amended Pub. L. 112–269, § 2, 
Jan. 14, 2013, 126 Stat. 2442.) 

AMENDMENTS 

2013—Subsec. (a). Pub. L. 112–269, § 2(a), substituted 

‘‘not more than $5,000,000’’ for ‘‘not more than $500,000’’ 

in concluding provisions. 
Subsec. (b). Pub. L. 112–269, § 2(b), substituted ‘‘not 

more than the greater of $10,000,000 or 3 times the value 

of the stolen trade secret to the organization, including 

expenses for research and design and other costs of re-

producing the trade secret that the organization has 

thereby avoided’’ for ‘‘not more than $10,000,000’’. 

§ 1832. Theft of trade secrets 

(a) Whoever, with intent to convert a trade se-
cret, that is related to a product or service used 
in or intended for use in interstate or foreign 
commerce, to the economic benefit of anyone 
other than the owner thereof, and intending or 
knowing that the offense will, injure any owner 
of that trade secret, knowingly— 

(1) steals, or without authorization appro-
priates, takes, carries away, or conceals, or by 
fraud, artifice, or deception obtains such infor-
mation; 

(2) without authorization copies, duplicates, 
sketches, draws, photographs, downloads, up-
loads, alters, destroys, photocopies, replicates, 
transmits, delivers, sends, mails, commu-
nicates, or conveys such information; 

(3) receives, buys, or possesses such informa-
tion, knowing the same to have been stolen or 
appropriated, obtained, or converted without 
authorization; 

(4) attempts to commit any offense described 
in paragraphs (1) through (3); or 

(5) conspires with one or more other persons 
to commit any offense described in paragraphs 
(1) through (3), and one or more of such per-
sons do any act to effect the object of the con-
spiracy, 

shall, except as provided in subsection (b), be 
fined under this title or imprisoned not more 
than 10 years, or both. 

(b) Any organization that commits any offense 
described in subsection (a) shall be fined not 
more than the greater of $5,000,000 or 3 times the 
value of the stolen trade secret to the organiza-
tion, including expenses for research and design 
and other costs of reproducing the trade secret 
that the organization has thereby avoided. 

(Added Pub. L. 104–294, title I, § 101(a), Oct. 11, 
1996, 110 Stat. 3489; amended Pub. L. 112–236, § 2, 
Dec. 28, 2012, 126 Stat. 1627; Pub. L. 114–153, 
§ 3(a)(1), May 11, 2016, 130 Stat. 382.) 

AMENDMENTS 

2016—Subsec. (b). Pub. L. 114–153 substituted ‘‘the 

greater of $5,000,000 or 3 times the value of the stolen 

trade secret to the organization, including expenses for 

research and design and other costs of reproducing the 

trade secret that the organization has thereby avoided’’ 

for ‘‘$5,000,000’’. 
2012—Subsec. (a). Pub. L. 112–236 substituted ‘‘a prod-

uct or service used in or intended for use in’’ for ‘‘or in-

cluded in a product that is produced for or placed in’’ 

in introductory provisions. 

REPORT ON THEFT OF TRADE SECRETS OCCURRING 

ABROAD 

Pub. L. 114–153, § 4, May 11, 2016, 130 Stat. 382, provided 

that: 
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‘‘(a) DEFINITIONS.—In this section: 
‘‘(1) DIRECTOR.—The term ‘Director’ means the 

Under Secretary of Commerce for Intellectual Prop-

erty and Director of the United States Patent and 

Trademark Office. 
‘‘(2) FOREIGN INSTRUMENTALITY, ETC.—The terms 

‘foreign instrumentality’, ‘foreign agent’, and ‘trade 

secret’ have the meanings given those terms in sec-

tion 1839 of title 18, United States Code. 
‘‘(3) STATE.—The term ‘State’ includes the District 

of Columbia and any commonwealth, territory, or 

possession of the United States. 
‘‘(4) UNITED STATES COMPANY.—The term ‘United 

States company’ means an organization organized 

under the laws of the United States or a State or po-

litical subdivision thereof. 
‘‘(b) REPORTS.—Not later than 1 year after the date of 

enactment of this Act [May 11, 2016], and biannually 

thereafter, the Attorney General, in consultation with 

the Intellectual Property Enforcement Coordinator, 

the Director, and the heads of other appropriate agen-

cies, shall submit to the Committees on the Judiciary 

of the House of Representatives and the Senate, and 

make publicly available on the Web site of the Depart-

ment of Justice and disseminate to the public through 

such other means as the Attorney General may iden-

tify, a report on the following: 
‘‘(1) The scope and breadth of the theft of the trade 

secrets of United States companies occurring outside 

of the United States. 
‘‘(2) The extent to which theft of trade secrets oc-

curring outside of the United States is sponsored by 

foreign governments, foreign instrumentalities, or 

foreign agents. 
‘‘(3) The threat posed by theft of trade secrets oc-

curring outside of the United States. 
‘‘(4) The ability and limitations of trade secret own-

ers to prevent the misappropriation of trade secrets 

outside of the United States, to enforce any judgment 

against foreign entities for theft of trade secrets, and 

to prevent imports based on theft of trade secrets 

overseas. 
‘‘(5) A breakdown of the trade secret protections af-

forded United States companies by each country that 

is a trading partner of the United States and enforce-

ment efforts available and undertaken in each such 

country, including a list identifying specific coun-

tries where trade secret theft, laws, or enforcement is 

a significant problem for United States companies. 
‘‘(6) Instances of the Federal Government working 

with foreign countries to investigate, arrest, and 

prosecute entities and individuals involved in the 

theft of trade secrets outside of the United States. 
‘‘(7) Specific progress made under trade agreements 

and treaties, including any new remedies enacted by 

foreign countries, to protect against theft of trade se-

crets of United States companies outside of the 

United States. 
‘‘(8) Recommendations of legislative and executive 

branch actions that may be undertaken to— 
‘‘(A) reduce the threat of and economic impact 

caused by the theft of the trade secrets of United 

States companies occurring outside of the United 

States; 
‘‘(B) educate United States companies regarding 

the threats to their trade secrets when taken out-

side of the United States; 
‘‘(C) provide assistance to United States compa-

nies to reduce the risk of loss of their trade secrets 

when taken outside of the United States; and 
‘‘(D) provide a mechanism for United States com-

panies to confidentially or anonymously report the 

theft of trade secrets occurring outside of the 

United States.’’ 

§ 1833. Exceptions to prohibitions 

(a) IN GENERAL.—This chapter does not pro-
hibit or create a private right of action for— 

(1) any otherwise lawful activity conducted 
by a governmental entity of the United States, 

a State, or a political subdivision of a State; 
or 

(2) the disclosure of a trade secret in accord-
ance with subsection (b). 

(b) IMMUNITY FROM LIABILITY FOR CONFIDEN-
TIAL DISCLOSURE OF A TRADE SECRET TO THE 
GOVERNMENT OR IN A COURT FILING.— 

(1) IMMUNITY.—An individual shall not be 
held criminally or civilly liable under any 
Federal or State trade secret law for the dis-
closure of a trade secret that— 

(A) is made— 
(i) in confidence to a Federal, State, or 

local government official, either directly 
or indirectly, or to an attorney; and 

(ii) solely for the purpose of reporting or 
investigating a suspected violation of law; 
or 

(B) is made in a complaint or other docu-
ment filed in a lawsuit or other proceeding, 
if such filing is made under seal. 

(2) USE OF TRADE SECRET INFORMATION IN 
ANTI-RETALIATION LAWSUIT.—An individual who 
files a lawsuit for retaliation by an employer 
for reporting a suspected violation of law may 
disclose the trade secret to the attorney of the 
individual and use the trade secret informa-
tion in the court proceeding, if the individ-
ual— 

(A) files any document containing the 
trade secret under seal; and 

(B) does not disclose the trade secret, ex-
cept pursuant to court order. 

(3) NOTICE.— 
(A) IN GENERAL.—An employer shall pro-

vide notice of the immunity set forth in this 
subsection in any contract or agreement 
with an employee that governs the use of a 
trade secret or other confidential informa-
tion. 

(B) POLICY DOCUMENT.—An employer shall 
be considered to be in compliance with the 
notice requirement in subparagraph (A) if 
the employer provides a cross-reference to a 
policy document provided to the employee 
that sets forth the employer’s reporting pol-
icy for a suspected violation of law. 

(C) NON-COMPLIANCE.—If an employer does 
not comply with the notice requirement in 
subparagraph (A), the employer may not be 
awarded exemplary damages or attorney fees 
under subparagraph (C) or (D) of section 
1836(b)(3) in an action against an employee 
to whom notice was not provided. 

(D) APPLICABILITY.—This paragraph shall 
apply to contracts and agreements that are 
entered into or updated after the date of en-
actment of this subsection. 

(4) EMPLOYEE DEFINED.—For purposes of this 
subsection, the term ‘‘employee’’ includes any 
individual performing work as a contractor or 
consultant for an employer. 

(5) RULE OF CONSTRUCTION.—Except as ex-
pressly provided for under this subsection, 
nothing in this subsection shall be construed 
to authorize, or limit liability for, an act that 
is otherwise prohibited by law, such as the un-
lawful access of material by unauthorized 
means. 
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