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‘‘(a) DEFINITIONS.—In this section:

‘(1) DIRECTOR.—The term ‘Director’ means the
Under Secretary of Commerce for Intellectual Prop-
erty and Director of the United States Patent and
Trademark Office.

‘(2) FOREIGN INSTRUMENTALITY, ETC.—The terms
‘foreign instrumentality’, ‘foreign agent’, and ‘trade
secret’ have the meanings given those terms in sec-
tion 1839 of title 18, United States Code.

‘4(3) STATE.—The term ‘State’ includes the District
of Columbia and any commonwealth, territory, or
possession of the United States.

‘“(4) UNITED STATES COMPANY.—The term ‘United
States company’ means an organization organized
under the laws of the United States or a State or po-
litical subdivision thereof.

“(b) REPORTS.—Not later than 1 year after the date of
enactment of this Act [May 11, 2016], and biannually
thereafter, the Attorney General, in consultation with
the Intellectual Property Enforcement Coordinator,
the Director, and the heads of other appropriate agen-
cies, shall submit to the Committees on the Judiciary
of the House of Representatives and the Senate, and
make publicly available on the Web site of the Depart-
ment of Justice and disseminate to the public through
such other means as the Attorney General may iden-
tify, a report on the following:

‘(1) The scope and breadth of the theft of the trade
secrets of United States companies occurring outside
of the United States.

‘(2) The extent to which theft of trade secrets oc-
curring outside of the United States is sponsored by
foreign governments, foreign instrumentalities, or
foreign agents.

‘“(3) The threat posed by theft of trade secrets oc-
curring outside of the United States.

‘“(4) The ability and limitations of trade secret own-
ers to prevent the misappropriation of trade secrets
outside of the United States, to enforce any judgment
against foreign entities for theft of trade secrets, and
to prevent imports based on theft of trade secrets
overseas.

‘“(5) A breakdown of the trade secret protections af-
forded United States companies by each country that
is a trading partner of the United States and enforce-
ment efforts available and undertaken in each such
country, including a list identifying specific coun-
tries where trade secret theft, laws, or enforcement is
a significant problem for United States companies.

‘“(6) Instances of the Federal Government working
with foreign countries to investigate, arrest, and
prosecute entities and individuals involved in the
theft of trade secrets outside of the United States.

‘(') Specific progress made under trade agreements
and treaties, including any new remedies enacted by
foreign countries, to protect against theft of trade se-
crets of United States companies outside of the
United States.

“(8) Recommendations of legislative and executive
branch actions that may be undertaken to—

‘“(A) reduce the threat of and economic impact
caused by the theft of the trade secrets of United
States companies occurring outside of the United
States;

“(B) educate United States companies regarding
the threats to their trade secrets when taken out-
side of the United States;

‘“(C) provide assistance to United States compa-
nies to reduce the risk of loss of their trade secrets
when taken outside of the United States; and

‘(D) provide a mechanism for United States com-
panies to confidentially or anonymously report the
theft of trade secrets occurring outside of the
United States.”

§1833. Exceptions to prohibitions

(a) IN GENERAL.—This chapter does not pro-
hibit or create a private right of action for—

(1) any otherwise lawful activity conducted

by a governmental entity of the United States,

a State, or a political subdivision of a State;
or

(2) the disclosure of a trade secret in accord-
ance with subsection (b).

(b) IMMUNITY FROM LIABILITY FOR CONFIDEN-

TIAL DISCLOSURE OF A TRADE SECRET TO THE
GOVERNMENT OR IN A COURT FILING.—

(1) IMMUNITY.—An individual shall not be
held criminally or civilly liable under any
Federal or State trade secret law for the dis-
closure of a trade secret that—

(A) is made—

(i) in confidence to a Federal, State, or
local government official, either directly
or indirectly, or to an attorney; and

(ii) solely for the purpose of reporting or
investigating a suspected violation of law;
or

(B) is made in a complaint or other docu-
ment filed in a lawsuit or other proceeding,
if such filing is made under seal.

(2) USE OF TRADE SECRET INFORMATION IN
ANTI-RETALIATION LAWSUIT.—An individual who
files a lawsuit for retaliation by an employer
for reporting a suspected violation of law may
disclose the trade secret to the attorney of the
individual and use the trade secret informa-
tion in the court proceeding, if the individ-
ual—

(A) files any document containing the
trade secret under seal; and

(B) does not disclose the trade secret, ex-
cept pursuant to court order.

(3) NOTICE.—

(A) IN GENERAL.—An employer shall pro-
vide notice of the immunity set forth in this
subsection in any contract or agreement
with an employee that governs the use of a
trade secret or other confidential informa-
tion.

(B) POLICY DOCUMENT.—An employer shall
be considered to be in compliance with the
notice requirement in subparagraph (A) if
the employer provides a cross-reference to a
policy document provided to the employee
that sets forth the employer’s reporting pol-
icy for a suspected violation of law.

(C) NON-COMPLIANCE.—If an employer does
not comply with the notice requirement in
subparagraph (A), the employer may not be
awarded exemplary damages or attorney fees
under subparagraph (C) or (D) of section
1836(b)(3) in an action against an employee
to whom notice was not provided.

(D) APPLICABILITY.—This paragraph shall
apply to contracts and agreements that are
entered into or updated after the date of en-
actment of this subsection.

(4) EMPLOYEE DEFINED.—For purposes of this
subsection, the term ‘‘employee’’ includes any
individual performing work as a contractor or
consultant for an employer.

(5) RULE OF CONSTRUCTION.—Except as ex-
pressly provided for under this subsection,
nothing in this subsection shall be construed
to authorize, or limit liability for, an act that
is otherwise prohibited by law, such as the un-
lawful access of material by unauthorized
means.
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(Added Pub. L. 104-294, title I, §101(a), Oct. 11,
1996, 110 Stat. 3489; amended Pub. L. 114-153,
§§2(c), 7(a), May 11, 2016, 130 Stat. 381, 384.)

REFERENCES IN TEXT

The date of enactment of this subsection, referred to
in subsec. (b)(3)(D), is the date of enactment of Pub. L.
114-153, which was approved May 11, 2016.

AMENDMENTS

2016—Pub. L. 114-153, §7(a)(1), (3), designated existing
provisions as subsec. (a), inserted heading, and added
subsec. (b).

Pub. L. 114-153, §2(c), inserted ‘‘or create a private
right of action for” after ‘‘prohibit” in introductory
provisions.

Subsec. (a)(2). Pub. L. 114-153, §7(a)(2), substituted
“the disclosure of a trade secret in accordance with
subsection (b)”’ for ‘‘the reporting of a suspected viola-
tion of law to any governmental entity of the United
States, a State, or a political subdivision of a State, if
such entity has lawful authority with respect to that
violation”.

EFFECTIVE DATE OF 2016 AMENDMENT

Pub. L. 114-153, §2(e), May 11, 2016, 130 Stat. 381, pro-
vided that: ‘“The amendments made by this section
[amending this section and sections 1836 and 1839 of this
title] shall apply with respect to any misappropriation
of a trade secret (as defined in section 1839 of title 18,
United States Code, as amended by this section) for
which any act occurs on or after the date of the enact-
ment of this Act [May 11, 2016].”

CONSTRUCTION OF 2016 AMENDMENT

Pub. L. 114-153, §2(f), May 11, 2016, 130 Stat. 382, pro-
vided that: ‘“‘Nothing in the amendments made by this
section [amending this section and sections 1836 and
1839 of this title] shall be construed to modify the rule
of construction under section 1838 of title 18, United
States Code, or to preempt any other provision of law.”

APPLICABILITY OF SECTION 2 OF PUB. L. 114-153 TO
OTHER LAWS

Pub. L. 114-153, §2(g), May 11, 2016, 130 Stat. 382, pro-
vided that: ‘“This section [amending this section and
sections 1836 and 1839 of this title and enacting provi-
sions set out as notes under this section] and the
amendments made by this section shall not be con-
strued to be a law pertaining to intellectual property
for purposes of any other Act of Congress.”’

§ 1834. Criminal forfeiture

Forfeiture, destruction, and restitution relat-
ing to this chapter shall be subject to section
2323, to the extent provided in that section, in
addition to any other similar remedies provided
by law.

(Added Pub. L. 104-294, title I, §101(a), Oct. 11,
1996, 110 Stat. 3489; amended Pub. L. 110403, title
II, §207, Oct. 13, 2008, 122 Stat. 4263.)

AMENDMENTS

2008—Pub. L. 110-403 amended section generally. Prior
to amendment, section related to forfeiture of property
either derived from or used to commit a violation of
this chapter.

§1835. Orders to preserve confidentiality

(a) IN GENERAL.—In any prosecution or other
proceeding under this chapter, the court shall
enter such orders and take such other action as
may be necessary and appropriate to preserve
the confidentiality of trade secrets, consistent
with the requirements of the Federal Rules of
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Criminal and Civil Procedure, the Federal Rules
of Evidence, and all other applicable laws. An
interlocutory appeal by the United States shall
lie from a decision or order of a district court
authorizing or directing the disclosure of any
trade secret.

(b) RIGHTS OF TRADE SECRET OWNERS.—The
court may not authorize or direct the disclosure
of any information the owner asserts to be a
trade secret unless the court allows the owner
the opportunity to file a submission under seal
that describes the interest of the owner in keep-
ing the information confidential. No submission
under seal made under this subsection may be
used in a prosecution under this chapter for any
purpose other than those set forth in this sec-
tion, or otherwise required by law. The provision
of information relating to a trade secret to the
United States or the court in connection with a
prosecution under this chapter shall not con-
stitute a waiver of trade secret protection, and
the disclosure of information relating to a trade
secret in connection with a prosecution under
this chapter shall not constitute a waiver of
trade secret protection unless the trade secret
owner expressly consents to such waiver.

(Added Pub. L. 104-294, title I, §101(a), Oct. 11,
1996, 110 Stat. 3490; amended Pub. L. 114-153,
§3(a)(2), May 11, 2016, 130 Stat. 382.)

REFERENCES IN TEXT

The Federal Rules of Criminal Procedure, referred to
in subsec. (a), are set out in the Appendix to this title.

The Federal Rules of Civil Procedure, referred to in
subsec. (a), are set out in the Appendix to Title 28, Ju-
diciary and Judicial Procedure.

The Federal Rules of Evidence, referred to in subsec.
(a), are set out in the Appendix to Title 28.

AMENDMENTS

2016—Pub. L. 114-153 designated existing provisions as
subsec. (a), inserted heading, and added subsec. (b).

§ 1836. Civil proceedings

(a) The Attorney General may, in a civil ac-
tion, obtain appropriate injunctive relief against
any violation of this chapter.

(b) PRIVATE CIVIL ACTIONS.—

(1) IN GENERAL.—AnN owner of a trade secret
that is misappropriated may bring a civil ac-
tion under this subsection if the trade secret is
related to a product or service used in, or in-
tended for use in, interstate or foreign com-
merce.

(2) CIVIL SEIZURE.—

(A) IN GENERAL.—

(i) APPLICATION.—Based on an affidavit
or verified complaint satisfying the re-
quirements of this paragraph, the court
may, upon ex parte application but only in
extraordinary circumstances, issue an
order providing for the seizure of property
necessary to prevent the propagation or
dissemination of the trade secret that is
the subject of the action.

(ii) REQUIREMENTS FOR ISSUING ORDER.—
The court may not grant an application
under clause (i) unless the court finds that
it clearly appears from specific facts
that—

(I) an order issued pursuant to Rule 65
of the Federal Rules of Civil Procedure
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