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§430b. Executive agent for open-source intel-
ligence tools

(a) DESIGNATION.—Not later than April 1, 2016,
the Secretary of Defense shall designate a senior
official of the Department of Defense to serve as
the executive agent for the Department for
open-source intelligence tools.

(b) ROLES, RESPONSIBILITIES, AND AUTHORI-
TIES.— (1) Not later than July 1, 2016, in accord-
ance with Directive 5101.1, the Secretary shall
prescribe the roles, responsibilities, and authori-
ties of the executive agent designated under sub-
section (a).

(2) The roles and responsibilities of the execu-
tive agent designated under subsection (a) shall
include the following:

(A) Developing and maintaining a compre-
hensive list of open-source intelligence tools
and technical standards.

(B) Establishing priorities for the develop-
ment, acquisition, and integration of open-
source intelligence tools into the intelligence
enterprise, and other command and control
systems as needed.

(C) Certifying all open-source intelligence
tools with respect to compliance with the
standards required by the framework and guid-
ance for the Intelligence Community Informa-
tion Technology Enterprise, the Defense Intel-
ligence Information Enterprise, and the Joint
Information Environment.

(D) Assessing and making recommendations
regarding the protection of privacy in the ac-
quisition, analysis, and dissemination of open-
source information available around the
world.

(E) Performing such other assessments or
analyses as the Secretary considers appro-
priate.

(c) SUPPORT WITHIN DEPARTMENT OF DE-
FENSE.—In accordance with Directive 5101.1, the
Secretary shall ensure that the military depart-
ments, the Defense Agencies, and other ele-
ments of the Department of Defense provide the
executive agent designated under subsection (a)
with the appropriate support and resources
needed to perform the roles, responsibilities, and
authorities of the executive agent.

(d) DEFINITIONS.—In this section:

(1) The term ‘‘Directive 5101.1> means De-
partment of Defense Directive 5101.1, or any
successor directive relating to the responsibil-
ities of an executive agent of the Department
of Defense.

(2) The term ‘‘executive agent’” has the
meaning given the term ‘“DoD Executive
Agent” in Directive 5101.1.

(3) The term ‘‘open-source intelligence
tools”” means tools for the systematic collec-
tion, processing, and analysis of publicly
available information for known or antici-
pated intelligence requirements.

(Added Pub. L. 114-92, div. A, title XVI, §1631(a),
Nov. 25, 2015, 129 Stat. 1110.)
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§431. Authority to engage in commercial activi-
ties as security for intelligence collection ac-
tivities

(a) AUTHORITY.—The Secretary of Defense,
subject to the provisions of this subchapter, may
authorize the conduct of those commercial ac-
tivities necessary to provide security for author-
ized intelligence collection activities abroad
undertaken by the Department of Defense. No
commercial activity may be initiated pursuant

to this subchapter after December 31, 2023.

(b) INTERAGENCY COORDINATION AND SUPPORT.—

Any such activity shall—

(1) be coordinated with, and (where appro-
priate) be supported by, the Director of the
Central Intelligence Agency; and

(2) to the extent the activity takes place
within the United States, be coordinated with,
and (where appropriate) be supported by, the
Director of the Federal Bureau of Investiga-
tion.

(c) DEFINITIONS.—In this subchapter:

(1) The term ‘‘commercial activities’” means
activities that are conducted in a manner con-
sistent with prevailing commercial practices
and includes—

(A) the acquisition, use, sale, storage and
disposal of goods and services;

(B) entering into employment contracts
and leases and other agreements for real and
personal property;

(C) depositing funds into and withdrawing
funds from domestic and foreign commercial
business or financial institutions;

(D) acquiring licenses, registrations, per-
mits, and insurance; and

(E) establishing corporations,
ships, and other legal entities.

partner-

(2) The term ‘‘intelligence collection activi-
ties”” means the collection of foreign intel-
ligence and counterintelligence information.

(Added Pub. L. 102-88, title V, §504(a)(2), Aug. 14,
1991, 105 Stat. 437; amended Pub. L. 104-93, title
V, §503, Jan. 6, 1996, 109 Stat. 973; Pub. L. 105-272,
title V, §501, Oct. 20, 1998, 112 Stat. 2404; Pub. L.
106-398, §1 [[div. A], title X, §1077], Oct. 30, 2000,
114 Stat. 1654, 1654A-282; Pub. L. 107-314, div. A,
title X, §10563, Dec. 2, 2002, 116 Stat. 2649; Pub. L.
108-375, div. A, title IX, §921, Oct. 28, 2004, 118
Stat. 2029; Pub. L. 109-364, div. A, title IX, §931,
Oct. 17, 2006, 120 Stat. 2362; Pub. L. 110-181, div.
A, title IX, §931(b)(1), Jan. 28, 2008, 122 Stat. 285;
Pub. L. 110417, [div. A], title IX, §932(a)(7), Oct.
14, 2008, 122 Stat. 4576; Pub. L. 111-84, div. A, title
X, §1073(c)(10), Oct. 28, 2009, 123 Stat. 2475; Pub.
L. 111-383, div. A, title IX, §921, Jan. 7, 2011, 124
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