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tions, as in effect on the date of the enactment of this
Act.

¢“(2) WIRELESS TELECOMMUNICATIONS NETWORK.—The
term ‘wireless telecommunications network’ means a
network used to provide a commercial mobile radio
service or a commercial mobile data service.

‘“(3) WIRELESS TELEPHONE HANDSETS; WIRELESS DE-
VICES.—The terms ‘wireless telephone handset’ and
‘wireless device’ mean a handset or other device that
operates on a wireless telecommunications network.”

§1202. Integrity of copyright management infor-
mation

(a) FALSE COPYRIGHT MANAGEMENT INFORMA-
TION.—No person shall knowingly and with the
intent to induce, enable, facilitate, or conceal
infringement—

(1) provide copyright management informa-
tion that is false, or

(2) distribute or import for distribution
copyright management information that is
false.

(b) REMOVAL OR ALTERATION OF COPYRIGHT
MANAGEMENT INFORMATION.—No person shall,
without the authority of the copyright owner or
the law—

(1) intentionally remove or alter any copy-
right management information,

(2) distribute or import for distribution
copyright management information knowing
that the copyright management information
has been removed or altered without authority
of the copyright owner or the law, or

(3) distribute, import for distribution, or
publicly perform works, copies of works, or
phonorecords, knowing that copyright man-
agement information has been removed or al-
tered without authority of the copyright
owner or the law,

knowing, or, with respect to civil remedies
under section 1203, having reasonable grounds to
know, that it will induce, enable, facilitate, or
conceal an infringement of any right under this
title.

(c) DEFINITION.—As used in this section, the
term ‘‘copyright management information”
means any of the following information con-
veyed in connection with copies or phonorecords
of a work or performances or displays of a work,
including in digital form, except that such term
does not include any personally identifying in-
formation about a user of a work or of a copy,
phonorecord, performance, or display of a work:

(1) The title and other information identify-
ing the work, including the information set
forth on a notice of copyright.

(2) The name of, and other identifying infor-
mation about, the author of a work.

(3) The name of, and other identifying infor-
mation about, the copyright owner of the
work, including the information set forth in a
notice of copyright.

(4) With the exception of public perform-
ances of works by radio and television broad-
cast stations, the name of, and other identify-
ing information about, a performer whose per-
formance is fixed in a work other than an
audiovisual work.

(6) With the exception of public perform-
ances of works by radio and television broad-
cast stations, in the case of an audiovisual
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work, the name of, and other identifying infor-
mation about, a writer, performer, or director
who is credited in the audiovisual work.

(6) Terms and conditions for use of the work.

(7) Identifying numbers or symbols referring
to such information or links to such informa-
tion.

(8) Such other information as the Register of
Copyrights may prescribe by regulation, ex-
cept that the Register of Copyrights may not
require the provision of any information con-
cerning the user of a copyrighted work.

(d) LAW ENFORCEMENT, INTELLIGENCE, AND
OTHER GOVERNMENT ACTIVITIES.—This section
does not prohibit any lawfully authorized inves-
tigative, protective, information security, or in-
telligence activity of an officer, agent, or em-
ployee of the United States, a State, or a politi-
cal subdivision of a State, or a person acting
pursuant to a contract with the United States,
a State, or a political subdivision of a State. For
purposes of this subsection, the term ‘“‘informa-
tion security” means activities carried out in
order to identify and address the vulnerabilities
of a government computer, computer system, or
computer network.

(e) LIMITATIONS ON LIABILITY.—

(1) ANALOG TRANSMISSIONS.—In the case of an
analog transmission, a person who is making
transmissions in its capacity as a broadcast
station, or as a cable system, or someone who
provides programming to such station or sys-
tem, shall not be liable for a violation of sub-
section (b) if—

(A) avoiding the activity that constitutes
such violation is not technically feasible or
would create an undue financial hardship on
such person; and

(B) such person did not intend, by engag-
ing in such activity, to induce, enable, facili-
tate, or conceal infringement of a right
under this title.

(2) DIGITAL TRANSMISSIONS.—

(A) If a digital transmission standard for
the placement of copyright management in-
formation for a category of works is set in a
voluntary, consensus standard-setting proc-
ess involving a representative cross-section
of broadcast stations or cable systems and
copyright owners of a category of works that
are intended for public performance by such
stations or systems, a person identified in
paragraph (1) shall not be liable for a viola-
tion of subsection (b) with respect to the
particular copyright management informa-
tion addressed by such standard if—

(i) the placement of such information by
someone other than such person is not in
accordance with such standard; and

(ii) the activity that constitutes such
violation is not intended to induce, enable,
facilitate, or conceal infringement of a
right under this title.

(B) Until a digital transmission standard
has been set pursuant to subparagraph (A)
with respect to the placement of copyright
management information for a category of
works, a person identified in paragraph (1)
shall not be liable for a violation of sub-
section (b) with respect to such copyright
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management information, if the activity
that constitutes such violation is not in-
tended to induce, enable, facilitate, or con-
ceal infringement of a right under this title,
and if—

(i) the transmission of such information
by such person would result in a percep-
tible visual or aural degradation of the
digital signal; or

(ii) the transmission of such information
by such person would conflict with—

(I) an applicable government regula-
tion relating to transmission of informa-
tion in a digital signal;

(IT) an applicable industry-wide stand-
ard relating to the transmission of infor-
mation in a digital signal that was
adopted by a voluntary consensus stand-
ards body prior to the effective date of
this chapter; or

(ITIT) an applicable industry-wide stand-
ard relating to the transmission of infor-
mation in a digital signal that was
adopted in a voluntary, consensus stand-
ards-setting process open to participa-
tion by a representative cross-section of
broadcast stations or cable systems and
copyright owners of a category of works
that are intended for public performance
by such stations or systems.

(3) DEFINITIONS.—As used
section—

(A) the term ‘‘broadcast station’ has the
meaning given that term in section 3 of the
Communications Act of 1934 (47 U.S.C. 153);
and

(B) the term ‘‘cable system’ has the mean-
ing given that term in section 602 of the
Communications Act of 1934 (47 U.S.C. 522).

(Added Pub. L. 105-304, title I, §103(a), Oct. 28,
1998, 112 Stat. 2872; amended Pub. L. 10644, §1(e),
Aug. 5, 1999, 113 Stat. 222.)

REFERENCES IN TEXT

in this sub-

The effective date of this chapter, referred to in sub-
sec. (e)(2)(B)(1i)AI), is Oct. 28, 1998. See section 105 of
Pub. L. 105-304, set out as an Effective Date of 1998
Amendment note under section 101 of this title.

AMENDMENTS

1999—Subsec. (e)(2)(B). Pub. L. 10644 substituted
‘“‘category of works” for ‘‘category or works’ in intro-
ductory provisions.

§1203. Civil remedies

(a) CIVIL ACTIONS.—Any person injured by a
violation of section 1201 or 1202 may bring a civil
action in an appropriate United States district
court for such violation.

(b) POWERS OF THE COURT.—In an action
brought under subsection (a), the court—

(1) may grant temporary and permanent in-
junctions on such terms as it deems reason-
able to prevent or restrain a violation, but in
no event shall impose a prior restraint on free
speech or the press protected under the 1st
amendment to the Constitution;

(2) at any time while an action is pending,
may order the impounding, on such terms as it
deems reasonable, of any device or product
that is in the custody or control of the alleged

TITLE 17—COPYRIGHTS

§1203

violator and that the court has reasonable
cause to believe was involved in a violation;

(3) may award damages under subsection (c);

(4) in its discretion may allow the recovery
of costs by or against any party other than the
United States or an officer thereof;

(5) in its discretion may award reasonable
attorney’s fees to the prevailing party; and

(6) may, as part of a final judgment or decree
finding a violation, order the remedial modi-
fication or the destruction of any device or
product involved in the violation that is in the
custody or control of the violator or has been
impounded under paragraph (2).

(c) AWARD OF DAMAGES.—

(1) IN GENERAL.—Except as otherwise pro-
vided in this title, a person committing a vio-
lation of section 1201 or 1202 is liable for ei-
ther—

(A) the actual damages and any additional
profits of the violator, as provided in para-
graph (2), or

(B) statutory damages, as provided in
paragraph (3).

(2) ACTUAL DAMAGES.—The court shall award
to the complaining party the actual damages
suffered by the party as a result of the viola-
tion, and any profits of the violator that are
attributable to the violation and are not taken
into account in computing the actual dam-
ages, if the complaining party elects such
damages at any time before final judgment is
entered.

(3) STATUTORY DAMAGES.—(A) At any time
before final judgment is entered, a complain-
ing party may elect to recover an award of
statutory damages for each violation of sec-
tion 1201 in the sum of not less than $200 or
more than $2,500 per act of circumvention, de-
vice, product, component, offer, or perform-
ance of service, as the court considers just.

(B) At any time before final judgment is en-
tered, a complaining party may elect to re-
cover an award of statutory damages for each
violation of section 1202 in the sum of not less
than $2,500 or more than $25,000.

(4) REPEATED VIOLATIONS.—In any case in
which the injured party sustains the burden of
proving, and the court finds, that a person has
violated section 1201 or 1202 within 3 years
after a final judgment was entered against the
person for another such violation, the court
may increase the award of damages up to tri-
ple the amount that would otherwise be
awarded, as the court considers just.

(5) INNOCENT VIOLATIONS.—

(A) IN GENERAL.—The court in its discre-
tion may reduce or remit the total award of
damages in any case in which the violator
sustains the burden of proving, and the court
finds, that the violator was not aware and
had no reason to believe that its acts con-
stituted a violation.

(B) NONPROFIT LIBRARY, ARCHIVES, EDU-
CATIONAL INSTITUTIONS, OR PUBLIC BROAD-
CASTING ENTITIES.—

(i) DEFINITION.—In this subparagraph,
the term ‘‘public broadcasting entity’ has
the meaning given such term under sec-
tion 118(f).
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