§1835 TITLE 18—CRIMES AND CRIMINAL PROCEDURE

either derived from or used to commit a violation of
this chapter.

§1835. Orders to preserve confidentiality

(a) IN GENERAL.—In any prosecution or other
proceeding under this chapter, the court shall
enter such orders and take such other action as
may be necessary and appropriate to preserve
the confidentiality of trade secrets, consistent
with the requirements of the Federal Rules of
Criminal and Civil Procedure, the Federal Rules
of Evidence, and all other applicable laws. An
interlocutory appeal by the United States shall
lie from a decision or order of a district court
authorizing or directing the disclosure of any
trade secret.

(b) RIGHTS OF TRADE SECRET OWNERS.—The
court may not authorize or direct the disclosure
of any information the owner asserts to be a
trade secret unless the court allows the owner
the opportunity to file a submission under seal
that describes the interest of the owner in keep-
ing the information confidential. No submission
under seal made under this subsection may be
used in a prosecution under this chapter for any
purpose other than those set forth in this sec-
tion, or otherwise required by law. The provision
of information relating to a trade secret to the
United States or the court in connection with a
prosecution under this chapter shall not con-
stitute a waiver of trade secret protection, and
the disclosure of information relating to a trade
secret in connection with a prosecution under
this chapter shall not constitute a waiver of
trade secret protection unless the trade secret
owner expressly consents to such waiver.

(Added Pub. L. 104-294, title I, §101(a), Oct. 11,
1996, 110 Stat. 3490; amended Pub. L. 114-153,
§3(a)(2), May 11, 2016, 130 Stat. 382.)

REFERENCES IN TEXT

The Federal Rules of Criminal Procedure, referred to
in subsec. (a), are set out in the Appendix to this title.

The Federal Rules of Civil Procedure, referred to in
subsec. (a), are set out in the Appendix to Title 28, Ju-
diciary and Judicial Procedure.

The Federal Rules of Evidence, referred to in subsec.
(a), are set out in the Appendix to Title 28.

AMENDMENTS

2016—Pub. L. 114-153 designated existing provisions as
subsec. (a), inserted heading, and added subsec. (b).

§ 1836. Civil proceedings

(a) The Attorney General may, in a civil ac-
tion, obtain appropriate injunctive relief against
any violation of this chapter.

(b) PRIVATE CIVIL ACTIONS.—

(1) IN GENERAL.—An owner of a trade secret
that is misappropriated may bring a civil ac-
tion under this subsection if the trade secret is
related to a product or service used in, or in-
tended for use in, interstate or foreign com-
merce.

(2) CIVIL SEIZURE.—

(A) IN GENERAL.—

(i) APPLICATION.—Based on an affidavit
or verified complaint satisfying the re-
quirements of this paragraph, the court
may, upon ex parte application but only in
extraordinary circumstances, issue an
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order providing for the seizure of property
necessary to prevent the propagation or
dissemination of the trade secret that is
the subject of the action.

(i1) REQUIREMENTS FOR ISSUING ORDER.—
The court may not grant an application
under clause (i) unless the court finds that
it clearly appears from specific facts
that—

(I) an order issued pursuant to Rule 65
of the Federal Rules of Civil Procedure
or another form of equitable relief would
be inadequate to achieve the purpose of
this paragraph because the party to
which the order would be issued would
evade, avoid, or otherwise not comply
with such an order;

(IT) an immediate and irreparable in-
jury will occur if such seizure is not or-
dered;

(ITI) the harm to the applicant of deny-
ing the application outweighs the harm
to the legitimate interests of the person
against whom seizure would be ordered
of granting the application and substan-
tially outweighs the harm to any third
parties who may be harmed by such sei-
zure;

(IV) the applicant is likely to succeed
in showing that—

(aa) the information is a trade se-
cret; and

(bb) the person against whom seizure
would be ordered—

(AA) misappropriated the trade se-
cret of the applicant by improper
means; or

(BB) conspired to use improper
means to misappropriate the trade
secret of the applicant;

(V) the person against whom seizure
would be ordered has actual possession
of—

(aa) the trade secret; and
(bb) any property to be seized;

(VI) the application describes with rea-
sonable particularity the matter to be
seized and, to the extent reasonable
under the circumstances, identifies the
location where the matter is to be seized;

(VII) the person against whom seizure
would be ordered, or persons acting in
concert with such person, would destroy,
move, hide, or otherwise make such mat-
ter inaccessible to the court, if the appli-
cant were to proceed on notice to such
person; and

(VIII) the applicant has not publicized
the requested seizure.

(B) ELEMENTS OF ORDER.—If an order is is-
sued under subparagraph (A), it shall—

(i) set forth findings of fact and conclu-
sions of law required for the order;

(ii) provide for the narrowest seizure of
property necessary to achieve the purpose
of this paragraph and direct that the sei-
zure be conducted in a manner that mini-
mizes any interruption of the business op-
erations of third parties and, to the extent
possible, does not interrupt the legitimate
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