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2000—Pub. L. 106-398 substituted
‘“‘chapter”’.

‘“‘subchapter” for

EFFECTIVE DATE OF 2000 AMENDMENT

Amendment by Pub. L. 106-398 effective 30 days after
Oct. 30, 2000, see section 1 [[div. A], title X, §1065] of
Pub. L. 106-398, Oct. 30, 2000, 114 Stat. 1654, formerly set
out as an Effective Date note under former section 3531
of this title.

EFFECTIVE DATE

Section effective May 22, 1995, see section 4 of Pub. L.
104-13, set out as a note under section 3501 of this title.

[8§ 3531 to 3549. Repealed. Pub. L. 113-283, §2(a),
Dec. 18, 2014, 128 Stat. 3073]

Sections 3531 to 3538 comprised subchapter II of this
chapter “INFORMATION SECURITY”.

Section 3531, added Pub. L. 107-296, title X, §1001(b)(1),
Nov. 25, 2002, 116 Stat. 2259, set forth purposes of sub-
chapter II. See section 3551 of this title.

A prior section 3531, added Pub. L. 106-398, §1 [[div.
Al], title X, §1061], Oct. 30, 2000, 114 Stat. 1654, 1654A—-266,
set forth purposes of subchapter II prior to the general
amendment of subchapter II by Pub. L. 107-296.

Section 3532, added Pub. L. 107-296, title X, §1001(b)(1),
Nov. 25, 2002, 116 Stat. 2260, related to definitions appli-
cable to subchapter II. See section 3552 of this title.

A prior section 3532, added Pub. L. 106-398, §1 [[div.
Al], title X, §1061], Oct. 30, 2000, 114 Stat. 1654, 1654A—-266,
related to definitions applicable to subchapter II prior
to the general amendment of subchapter II by Pub. L.
107-296.

Section 3533, added Pub. L. 107-296, title X, §1001(b)(1),
Nov. 25, 2002, 116 Stat. 2261, set forth authority and
functions of the Director. See section 3553 of this title.

A prior section 3533, added Pub. L. 106-398, §1 [[div.
Al], title X, §1061], Oct. 30, 2000, 114 Stat. 1654, 1654A—-266,
set forth authority and functions of the Director prior
to the general amendment of subchapter II by Pub. L.
107-296.

Section 3534, added Pub. L. 107-296, title X, §1001(b)(1),
Nov. 25, 2002, 116 Stat. 2262, related to Federal agency
responsibilities. See section 3554 of this title.

A prior section 3534, added Pub. L. 106-398, §1 [[div.
Al], title X, §1061], Oct. 30, 2000, 114 Stat. 1654, 1654A—-268,
related to Federal agency responsibilities prior to the
general amendment of subchapter II by Pub. L. 107-296.

Section 3535, added Pub. L. 107-296, title X, §1001(b)(1),
Nov. 25, 2002, 116 Stat. 2265; amended Pub. L. 108-177,
title III, §377(e), Dec. 13, 2003, 117 Stat. 2631, related to
annual independent evaluation. See section 3555 of this
title.

A prior section 3535, added Pub. L. 106-398, §1 [[div.
Al], title X, §1061], Oct. 30, 2000, 114 Stat. 1654, 1654A-271,
related to annual independent evaluation prior to the
general amendment of subchapter II by Pub. L. 107-296.

Section 3536, added Pub. L. 107-296, title X, §1001(b)(1),
Nov. 25, 2002, 116 Stat. 2266, described responsibilities
for the head of each agency operating or exercising
control of a national security system. See section 3557
of this title.

A prior section 3536, added Pub. L. 106-398, §1 [[div.
Al], title X, §1061], Oct. 30, 2000, 114 Stat. 1654, 1654A-272;
amended Pub. L. 107-314, div. A, title X, §1052(a), Dec.
2, 2002, 116 Stat. 2648, set forth expiration date of sub-
chapter II prior to the general amendment of sub-
chapter II by Pub. L. 107-296.

Section 3537, added Pub. L. 107-296, title X, §1001(b)(1),
Nov. 25, 2002, 116 Stat. 2267, authorized appropriations
for fiscal years 2003 through 2007.

Section 3538, added Pub. L. 107-296, title X, §1001(b)(1),
Nov. 25, 2002, 116 Stat. 2267, related to effect on existing
law. See section 3558 of this title.

Sections 3541 to 3549 comprised subchapter IIT of this
chapter “INFORMATION SECURITY”.

Section 3541, added Pub. L. 107-347, title III, §301(b)(1),
Dec. 17, 2002, 116 Stat. 2946, set forth purposes of sub-
chapter III. See section 3551 of this title.
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Section 3542, added Pub. L. 107-347, title III, §301(b)(1),
Dec. 17, 2002, 116 Stat. 2947, related to definitions appli-
cable to subchapter III. See section 3552 of this title.

Section 3543, added Pub. L. 107-347, title III, §301(b)(1),
Dec. 17, 2002, 116 Stat. 2947, set forth authority and
functions of the Director. See section 3553 of this title.

Section 3544, added Pub. L. 107-347, title III, §301(b)(1),
Dec. 17, 2002, 116 Stat. 2949, related to Federal agency
responsibilities. See section 3554 of this title.

Section 3545, added Pub. L. 107-347, title III, §301(b)(1),
Dec. 17, 2002, 116 Stat. 2952; amended Pub. L. 108-177,
title III, §377(e), Dec. 13, 2003, 117 Stat. 2631, related to
annual independent evaluation. See section 3555 of this
title.

Section 3546, added Pub. L. 107-347, title III, §301(b)(1),
Dec. 17, 2002, 116 Stat. 2954, related to Federal informa-
tion security incident center. See section 3556 of this
title.

Section 3547, added Pub. L. 107-347, title III, §301(b)(1),
Dec. 17, 2002, 116 Stat. 2954, described responsibilities
for the head of each agency operating or exercising
control of a national security system. See section 3557
of this title.

Section 3548, added Pub. L. 107-347, title III, §301(b)(1),
Dec. 17, 2002, 116 Stat. 2954, authorized appropriations
for fiscal years 2003 through 2007.

Section 35649, added Pub. L. 107-347, title III, §301(b)(1),
Dec. 17, 2002, 116 Stat. 2955, related to effect on existing
law and provided that subchapter II was not to apply
while subchapter III was in effect. See section 3558 of
this title.

SUBCHAPTER II—INFORMATION SECURITY

§3551. Purposes

The purposes of this subchapter are to—

(1) provide a comprehensive framework for
ensuring the effectiveness of information secu-
rity controls over information resources that
support Federal operations and assets;

(2) recognize the highly networked nature of
the current Federal computing environment
and provide effective governmentwide man-
agement and oversight of the related informa-
tion security risks, including coordination of
information security efforts throughout the
civilian, national security, and law enforce-
ment communities;

(3) provide for development and maintenance
of minimum controls required to protect Fed-
eral information and information systems;

(4) provide a mechanism for improved over-
sight of Federal agency information security
programs, including through automated secu-
rity tools to continuously diagnose and im-
prove security;

(5) acknowledge that commercially devel-
oped information security products offer ad-
vanced, dynamic, robust, and effective infor-
mation security solutions, reflecting market
solutions for the protection of critical infor-
mation infrastructures important to the na-
tional defense and economic security of the
nation that are designed, built, and operated
by the private sector; and

(6) recognize that the selection of specific
technical hardware and software information
security solutions should be left to individual
agencies from among commercially developed
products.

(Added Pub. L. 113-283, §2(a), Dec. 18, 2014, 128
Stat. 3073.)
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