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cy. See section 1081(a), (b) of Pub. L. 108-458, set out as
a note under section 3001 of this title.]

ESTABLISHMENT OF THE CYBER THREAT INTELLIGENCE
INTEGRATION CENTER

Memorandum of President of the United States, Feb.
25, 2015, 80 F.R. 11317, provided:

Memorandum for the Secretary of State[,] the Sec-
retary of Defense[,] the Secretary of the Treasury[,] the
Secretary of Commerce[,] the Attorney General[,] the
Secretary of Homeland Security[,] the Director of Na-
tional Intelligence[,] the Chairman of the Joint Chiefs
of Staff[,] the Director of the Central Intelligence
Agency[,] the Director of the Federal Bureau of
Investigation[, and] the Director of the National Secu-
rity Agency

By the authority vested in me as President by the
Constitution and the laws of the United States of
America, I hereby direct as follows:

SECTION 1. Establishment of the Cyber Threat Intel-
ligence Integration Center. The Director of National In-
telligence (DNI) shall establish a Cyber Threat Intel-
ligence Integration Center (CTIIC). Executive depart-
ments and agencies (agencies) shall support the DNI’s
efforts to establish the CTIIC, including by providing,
as appropriate, personnel and resources needed for the
CTIIC to reach full operating capability by the end of
fiscal year 2016.

SEC. 2. Responsibilities of the Cyber Threat Intelligence
Integration Center. The CTIIC shall:

(a) provide integrated all-source analysis of intel-
ligence related to foreign cyber threats or related to
cyber incidents affecting U.S. national interests;

(b) support the National Cybersecurity and Commu-
nications Integration Center, the National Cyber Inves-
tigative Joint Task Force, U.S. Cyber Command, and
other relevant United States Government entities by
providing access to intelligence necessary to carry out
their respective missions;

(c) oversee the development and implementation of
intelligence sharing capabilities (including systems,
programs, policies, and standards) to enhance shared
situational awareness of intelligence related to foreign
cyber threats or related to cyber incidents affecting
U.S. national interests among the organizations ref-
erenced in subsection (b) of this section;

(d) ensure that indicators of malicious cyber activity
and, as appropriate, related threat reporting contained
in intelligence channels are downgraded to the lowest
classification possible for distribution to both United
States Government and U.S. private sector entities
through the mechanism described in section 4 of Execu-
tive Order 13636 of February 12, 2013 (Improving Critical
Infrastructure Cybersecurity); and

(e) facilitate and support interagency efforts to de-
velop and implement coordinated plans to counter for-
eign cyber threats to U.S. national interests using all
instruments of national power, including diplomatic,
economic, military, intelligence, homeland security,
and law enforcement activities.

SEC. 3. Implementation. (a) Agencies shall provide the
CTIIC with all intelligence related to foreign cyber
threats or related to cyber incidents affecting U.S. na-
tional interests, subject to applicable law and policy.
The CTIIC shall access, assess, use, retain, and dissemi-
nate such information, in a manner that protects pri-
vacy and civil liberties and is consistent with applica-
ble law, Executive Orders, Presidential directives, and
guidelines, such as guidelines established under section
102A(b) of the National Security Act of 1947, as amend-
ed, Executive Order 12333 of December 4, 1981 (United
States Intelligence Activities), as amended, and Presi-
dential Policy Directive-28; and that is consistent with
the need to protect sources and methods.

(b) Within 90 days of the date of this memorandum,
the DNI, in consultation with the Secretary of State,
the Secretary of Defense, the Attorney General, the
Secretary of Homeland Security, the Director of the
Central Intelligence Agency, the Director of the Fed-
eral Bureau of Investigation, and the Director of the
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National Security Agency shall provide a status report
to the Director of the Office of Management and Budget
and the Assistant to the President for Homeland Secu-
rity and Counterterrorism on the establishment of the
CTIIC. This report shall further refine the CTIIC’s mis-
sion, roles, and responsibilities, consistent with this
memorandum, ensuring that those roles and respon-
sibilities are appropriately aligned with other Presi-
dential policies as well as existing policy coordination
mechanisms.

SEC. 4. Privacy and Civil Liberties Protections. Agencies
providing information to the CTIIC shall ensure that
privacy and civil liberties protections are provided in
the course of implementing this memorandum. Such
protections shall be based upon the Fair Information
Practice Principles or other privacy and civil liberties
policies, principles, and frameworks as they apply to
each agency’s activities.

SEC. 5. General Provisions. (a) Nothing in this memo-
randum shall be construed to impair or otherwise af-
fect:

(i) the authority granted by law to an executive de-
partment, agency, or the head thereof; or

(ii) the functions of the Director of the Office of Man-
agement and Budget relating to budgetary, administra-
tive, or legislative proposals.

(b) This memorandum shall be implemented consist-
ent with applicable law and subject to the availability
of appropriations.

(¢) This memorandum is not intended to, and does
not, create any right or benefit, substantive or proce-
dural, enforceable at law or in equity by any party
against the United States, its departments, agencies, or
entities, its officers, employees, or agents, or any other
person.

(d) The DNI is hereby authorized and directed to pub-
lish this memorandum in the Federal Register.

BARACK OBAMA.
DEFINITIONS

Pub. L. 112-18, §2, June 8, 2011, 125 Stat. 224, provided
that: “‘In this Act [see Tables for classification]:

‘(1) CONGRESSIONAL INTELLIGENCE COMMITTEES.—
The term ‘congressional intelligence committees’
means—

““(A) the Select Committee on Intelligence of the

Senate; and

“(B) the Permanent Select Committee on Intel-
ligence of the House of Representatives.

“(2) INTELLIGENCE COMMUNITY.—The term ‘intel-
ligence community’ has the meaning given that term
in section 3(4) of the National Security Act of 1947 (50
U.S.C. 401a(4)) [now 50 U.S.C. 3003(4)].”

§3025. Office of the Director of National Intel-
ligence

(a) Office of Director of National Intelligence

There is an Office of the Director of National
Intelligence.

(b) Function

The function of the Office of the Director of
National Intelligence is to assist the Director of
National Intelligence in carrying out the duties
and responsibilities of the Director under this
Act and other applicable provisions of law, and
to carry out such other duties as may be pre-
scribed by the President or by law.

(c¢) Composition

The Office of the Director of National Intel-
ligence is composed of the following:

(1) The Director of National Intelligence.

(2) The Principal Deputy Director of Na-
tional Intelligence.

(3) Any Deputy Director of National Intel-
ligence appointed under section 3026 of this
title.
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(4) The National Intelligence Council.

(5) The General Counsel.

(6) The Civil Liberties Protection Officer.

(7) The Director of Science and Technology.

(8) The Director of the National Counter-
intelligence and Security Center.

(9) The Chief Information Officer of the In-
telligence Community.

(10) The Inspector General of the Intel-
ligence Community.

(11) The Director of the National Counter-
terrorism Center.

(12) The Director of the National Counter
Proliferation Center.

(13) The Chief Financial Officer of the Intel-
ligence Community.

(14) Such other offices and officials as may
be established by law or the Director may es-
tablish or designate in the Office, including
national intelligence centers.

(d) Staff

(1) To assist the Director of National Intel-
ligence in fulfilling the duties and responsibil-
ities of the Director, the Director shall employ
and utilize in the Office of the Director of Na-
tional Intelligence a professional staff having an
expertise in matters relating to such duties and
responsibilities, and may establish permanent
positions and appropriate rates of pay with re-
spect to that staff.

(2) The staff of the Office of the Director of
National Intelligence under paragraph (1) shall
include the staff of the Office of the Deputy Di-
rector of Central Intelligence for Community
Management that is transferred to the Office of
the Director of National Intelligence under sec-
tion 1091 of the National Security Intelligence
Reform Act of 2004.

(e) Temporary filling of vacancies

With respect to filling temporarily a vacancy
in an office within the Office of the Director of
National Intelligence (other than that of the Di-
rector of National Intelligence), section
3345(a)(3) of title 5 may be applied—

(1) in the matter preceding subparagraph
(A), by substituting ‘‘an element of the intel-
ligence community, as that term is defined in
section 3(4) of the National Security Act of
1947 (50 U.S.C. 401a(4)),”! for ‘‘such Executive
agency’’; and

(2) in subparagraph (A), by substituting ‘‘the
intelligence community’’ for ‘‘such agency’’.

(f) Location of the Office of the Director of Na-
tional Intelligence

The headquarters of the Office of the Director
of National Intelligence may be located in the
Washington metropolitan region, as that term is
defined in section 8301 of title 40.

(July 26, 1947, ch. 343, title I, §103, as added Pub.
L. 108-458, title I, §1011(a), Dec. 17, 2004, 118 Stat.
3655; amended Pub. L. 111-259, title IV, §§403,
407(b), title VIII, §804(3), Oct. 7, 2010, 124 Stat.
2709, 2721, 2747; Pub. L. 112-87, title IV, §405, Jan.
3, 2012, 125 Stat. 1888; Pub. L. 115-31, div. N, title
1V, §401(d), May 5, 2017, 131 Stat. 818.)

REFERENCES IN TEXT

This Act, referred to in subsec. (b), probably means
Pub. L. 108458, Dec. 17, 2004, 118 Stat. 3638, known as

1See References in Text note below.
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the Intelligence Reform and Terrorism Prevention Act
of 2004. For complete classification of this Act to the
Code, see Tables.

Section 1091 of the National Security Intelligence Re-
form Act of 2004, referred to in subsec. (d)(2), is section
1091 of Pub. L. 108-458, which is set out as a note under
section 3001 of this title.

Section 3 of the National Security Act of 1947, re-
ferred to in subsec. (e)(1), was classified to section 40la
of this title prior to editorial reclassification and re-
numbering as section 3003 of this title.

CODIFICATION

Section was formerly classified to section 403-3 of
this title prior to editorial reclassification and renum-
bering as this section. Some section numbers of this
title referenced in amendment notes below reflect the
classification of such sections prior to their editorial
reclassification.

PRIOR PROVISIONS

A prior section 103 of act July 26, 1947, ch. 343, title
I, as added Pub. L. 102496, title VII, §705(a)(3), Oct. 24,
1992, 106 Stat. 3190; amended Pub. L. 103-178, title V,
§502, Dec. 3, 1993, 107 Stat. 2038; Pub. L. 104-293, title
VIII, §§806, 807(a), Oct. 11, 1996, 110 Stat. 3479, 3480; Pub.
L. 107-56, title IX, §901, Oct. 26, 2001, 115 Stat. 387, relat-
ed to responsibilities of Director of Central Intel-
ligence, prior to repeal by Pub. L. 108-458, title I,
§§1011(a), 1097(a), Dec. 17, 2004, 118 Stat. 3643, 3698, effec-
tive not later than six months after Dec. 17, 2004, except
as otherwise expressly provided. See sections 3024 and
3036 of this title.

Another prior section 103 of act July 26, 1947, was re-
numbered section 107 and is classified to section 3042 of
this title.

AMENDMENTS

2017—Subsec. (¢)(8). Pub. L. 115-31 amended par. (8)
generally. Prior to amendment, par. (8) read as follows:
‘““The National Counterintelligence Executive (includ-
ing the Office of the National Counterintelligence Ex-
ecutive).”

2012—Subsecs. (e), (f). Pub. L. 112-87 added subsec. (e)
and redesignated former subsec. (e) as (f).

2010—Subsec. (b). Pub. L. 111-259, §804(3), struck out
‘“, the National Security Act of 1947 (50 U.S.C. 401 et
seq.),”” after ‘‘this Act”.

Subsec. (¢)(9) to (14). Pub. L. 111-259, §407(b), added
pars. (9) to (13) and redesignated former par. (9) as (14).

Subsec. (e). Pub. L. 111-259, §403, amended subsec. (e)
generally. Prior to amendment, text read as follows:
“Commencing as of October 1, 2008, the Office of the Di-
rector of National Intelligence may not be co-located
with any other element of the intelligence commu-
nity.”

EFFECTIVE DATE

For Determination by President that section take ef-
fect on Apr. 21, 2005, see Memorandum of President of
the United States, Apr. 21, 2005, 70 F.R. 23925, set out as
a note under section 3001 of this title.

Section effective not later than six months after Dec.
17, 2004, except as otherwise expressly provided, see sec-
tion 1097(a) of Pub. L. 108-458, set out in an Effective
Date of 2004 Amendment; Transition Provisions note
under section 3001 of this title.

§3026. Deputy Directors of National Intelligence

(a) Principal Deputy Director of National Intel-
ligence

(1) There is a Principal Deputy Director of Na-
tional Intelligence who shall be appointed by
the President, by and with the advice and con-
sent of the Senate.

(2) In the event of a vacancy in the position of
Principal Deputy Director of National Intel-
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