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1 So in original. Probably should be section ‘‘3056(f)(1)(E)’’. 

(g) Operations 

(1) In general 

Beginning not later than 90 days after Au-
gust 3, 2007, the ITACG Advisory Council shall 
meet regularly, but not less than quarterly, at 
the facilities of the National Counterterrorism 
Center of the Office of the Director of National 
Intelligence. 

(2) Management 

Pursuant to section 3056(f)(E) 1 of title 50, the 
Director of the National Counterterrorism 
Center, acting through the senior intelligence 
official from the Department of Homeland Se-
curity detailed pursuant to subsection (d)(6), 
shall ensure that— 

(A) the products derived from information 
within the scope of the information sharing 
environment, including homeland security 
information, terrorism information, and 
weapons of mass destruction information, 
prepared by the National Counterterrorism 

Center and the ITACG Detail for distribu-

tion to State, local, and tribal homeland se-

curity and law enforcement agencies reflect 

the requirements of such agencies and are 

produced consistently with the policies, 

processes, procedures, standards, and guide-

lines established by the ITACG Advisory 

Council; 
(B) in consultation with the ITACG Advi-

sory Council and consistent with sections 

3024(f)(1)(B)(iii) and 3056(f)(E) 1 of title 50, all 

products described in subparagraph (A) are 

disseminated through existing channels of 

the Department and the Department of Jus-

tice and other appropriate channels to 

State, local, and tribal government officials 

and other entities; 
(C) all detailees under subsection (d)(5) 

have appropriate access to all relevant infor-

mation within the scope of the information 

sharing environment, including homeland 

security information, terrorism information, 

and weapons of mass destruction informa-

tion, available at the National Counter-

terrorism Center in order to accomplish the 

objectives under that paragraph; 
(D) all detailees under subsection (d)(5) 

have the appropriate security clearances and 

are trained in the procedures for handling, 

processing, storing, and disseminating clas-

sified products derived from information 

within the scope of the information sharing 

environment, including homeland security 

information, terrorism information, and 

weapons of mass destruction information; 

and 
(E) all detailees under subsection (d)(5) 

complete appropriate privacy and civil lib-

erties training. 

(h) Inapplicability of the Federal Advisory Com-
mittee Act 

The Federal Advisory Committee Act (5 U.S.C. 

App.) shall not apply to the ITACG or any sub-

sidiary groups thereof. 

(i) Authorization of appropriations 

There are authorized to be appropriated such 

sums as may be necessary for each of fiscal 

years 2008 through 2012 to carry out this section, 

including to obtain security clearances for the 

State, local, and tribal participants in the 

ITACG. 

(Pub. L. 107–296, title II, § 210D, as added Pub. L. 

110–53, title V, § 521(a), Aug. 3, 2007, 121 Stat. 328; 

amended Pub. L. 111–258, § 5(b)(2), (c), Oct. 7, 2010, 

124 Stat. 2650, 2651.) 

REFERENCES IN TEXT 

The Federal Advisory Committee Act, referred to in 

subsec. (h), is Pub. L. 92–463, Oct. 6, 1972, 86 Stat. 770, 

which is set out in the Appendix to Title 5, Government 

Organization and Employees. 

AMENDMENTS 

2010—Subsec. (c). Pub. L. 111–258, § 5(c)(1), struck out 

‘‘, in consultation with the Information Sharing Coun-

cil,’’ after ‘‘program manager’’ in introductory provi-

sions. 

Subsec. (c)(3). Pub. L. 111–258, § 5(c)(2)–(4), added par. 

(3). 

Subsec. (d)(5)(E), (F). Pub. L. 111–258, § 5(b)(2)(A), 

added subpar. (E) and redesignated former subpar. (E) 

as (F). 

Subsec. (d)(8), (9). Pub. L. 111–258, § 5(b)(2)(B)–(D), 

added pars. (8) and (9). 

§ 124l. National asset database 

(a) Establishment 

(1) National asset database 

The Secretary shall establish and maintain 

a national database of each system or asset 

that— 

(A) the Secretary, in consultation with ap-

propriate homeland security officials of the 

States, determines to be vital and the loss, 

interruption, incapacity, or destruction of 

which would have a negative or debilitating 

effect on the economic security, public 

health, or safety of the United States, any 

State, or any local government; or 

(B) the Secretary determines is appro-

priate for inclusion in the database. 

(2) Prioritized critical infrastructure list 

In accordance with Homeland Security Pres-

idential Directive–7, as in effect on January 1, 

2007, the Secretary shall establish and main-

tain a single classified prioritized list of sys-

tems and assets included in the database under 

paragraph (1) that the Secretary determines 

would, if destroyed or disrupted, cause na-

tional or regional catastrophic effects. 

(b) Use of database 

The Secretary shall use the database estab-

lished under subsection (a)(1) in the develop-

ment and implementation of Department plans 

and programs as appropriate. 

(c) Maintenance of database 

(1) In general 

The Secretary shall maintain and annually 

update the database established under sub-

section (a)(1) and the list established under 

subsection (a)(2), including— 

(A) establishing data collection guidelines 

and providing such guidelines to the appro-

priate homeland security official of each 

State; 

(B) regularly reviewing the guidelines es-

tablished under subparagraph (A), including 
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by consulting with the appropriate home-

land security officials of States, to solicit 

feedback about the guidelines, as appro-

priate; 

(C) after providing the homeland security 

official of a State with the guidelines under 

subparagraph (A), allowing the official a rea-

sonable amount of time to submit to the 

Secretary any data submissions rec-

ommended by the official for inclusion in 

the database established under subsection 

(a)(1); 

(D) examining the contents and identify-

ing any submissions made by such an official 

that are described incorrectly or that do not 

meet the guidelines established under sub-

paragraph (A); and 

(E) providing to the appropriate homeland 

security official of each relevant State a list 

of submissions identified under subpara-

graph (D) for review and possible correction 

before the Secretary finalizes the decision of 

which submissions will be included in the 

database established under subsection (a)(1). 

(2) Organization of information in database 

The Secretary shall organize the contents of 

the database established under subsection 

(a)(1) and the list established under subsection 

(a)(2) as the Secretary determines is appro-

priate. Any organizational structure of such 

contents shall include the categorization of 

the contents— 

(A) according to the sectors listed in Na-

tional Infrastructure Protection Plan devel-

oped pursuant to Homeland Security Presi-

dential Directive–7; and 

(B) by the State and county of their loca-

tion. 

(3) Private sector integration 

The Secretary shall identify and evaluate 

methods, including the Department’s Pro-

tected Critical Infrastructure Information 

Program, to acquire relevant private sector 

information for the purpose of using that in-

formation to generate any database or list, in-

cluding the database established under sub-

section (a)(1) and the list established under 

subsection (a)(2). 

(4) Retention of classification 

The classification of information required to 

be provided to Congress, the Department, or 

any other department or agency under this 

section by a sector-specific agency, including 

the assignment of a level of classification of 

such information, shall be binding on Con-

gress, the Department, and that other Federal 

agency. 

(d) Reports 

(1) Report required 

Not later than 180 days after August 3, 2007, 

and annually thereafter, the Secretary shall 

submit to the Committee on Homeland Secu-

rity and Governmental Affairs of the Senate 

and the Committee on Homeland Security of 

the House of Representatives a report on the 

database established under subsection (a)(1) 

and the list established under subsection 

(a)(2). 

(2) Contents of report 

Each such report shall include the following: 
(A) The name, location, and sector classi-

fication of each of the systems and assets on 

the list established under subsection (a)(2). 
(B) The name, location, and sector classi-

fication of each of the systems and assets on 

such list that are determined by the Sec-

retary to be most at risk to terrorism. 
(C) Any significant challenges in compil-

ing the list of the systems and assets in-

cluded on such list or in the database estab-

lished under subsection (a)(1). 
(D) Any significant changes from the pre-

ceding report in the systems and assets in-

cluded on such list or in such database. 
(E) If appropriate, the extent to which 

such database and such list have been used, 

individually or jointly, for allocating funds 

by the Federal Government to prevent, re-

duce, mitigate, or respond to acts of terror-

ism. 
(F) The amount of coordination between 

the Department and the private sector, 

through any entity of the Department that 

meets with representatives of private sector 

industries for purposes of such coordination, 

for the purpose of ensuring the accuracy of 

such database and such list. 
(G) Any other information the Secretary 

deems relevant. 

(3) Classified information 

The report shall be submitted in unclassified 

form but may contain a classified annex. 

(e) Inspector General study 

By not later than two years after August 3, 

2007, the Inspector General of the Department 

shall conduct a study of the implementation of 

this section. 

(f) National Infrastructure Protection Consor-
tium 

The Secretary may establish a consortium to 

be known as the ‘‘National Infrastructure Pro-

tection Consortium’’. The Consortium may ad-

vise the Secretary on the best way to identify, 

generate, organize, and maintain any database 

or list of systems and assets established by the 

Secretary, including the database established 

under subsection (a)(1) and the list established 

under subsection (a)(2). If the Secretary estab-

lishes the National Infrastructure Protection 

Consortium, the Consortium may— 
(1) be composed of national laboratories, 

Federal agencies, State and local homeland se-

curity organizations, academic institutions, or 

national Centers of Excellence that have dem-

onstrated experience working with and identi-

fying critical infrastructure and key re-

sources; and 
(2) provide input to the Secretary on any re-

quest pertaining to the contents of such data-

base or such list. 

(Pub. L. 107–296, title II, § 210E, as added Pub. L. 

110–53, title X, § 1001(a), Aug. 3, 2007, 121 Stat. 

372.) 

DEADLINES FOR IMPLEMENTATION AND NOTIFICATION OF 

CONGRESS 

Pub. L. 110–53, title X, § 1001(b), Aug. 3, 2007, 121 Stat. 

374, provided that: ‘‘Not later than 180 days after the 
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date of the enactment of this Act [Aug. 3, 2007], the 

Secretary of Homeland Security shall submit the first 

report required under section 210E(d) of the Homeland 

Security Act of 2002 [6 U.S.C. 124l(d)], as added by sub-

section (a).’’ 

§ 124m. Classified Information Advisory Officer 

(a) Requirement to establish 

The Secretary shall identify and designate 

within the Department a Classified Information 

Advisory Officer, as described in this section. 

(b) Responsibilities 

The responsibilities of the Classified Informa-

tion Advisory Officer shall be as follows: 

(1) To develop and disseminate educational 

materials and to develop and administer train-

ing programs to assist State, local, and tribal 

governments (including State, local, and trib-

al law enforcement agencies) and private sec-

tor entities— 

(A) in developing plans and policies to re-

spond to requests related to classified infor-

mation without communicating such infor-

mation to individuals who lack appropriate 

security clearances; 

(B) regarding the appropriate procedures 

for challenging classification designations of 

information received by personnel of such 

entities; and 

(C) on the means by which such personnel 

may apply for security clearances. 

(2) To inform the Under Secretary for Intel-

ligence and Analysis on policies and proce-

dures that could facilitate the sharing of clas-

sified information with such personnel, as ap-

propriate. 

(c) Initial designation 

Not later than 90 days after October 7, 2010, 

the Secretary shall— 

(1) designate the initial Classified Informa-

tion Advisory Officer; and 

(2) submit to the Committee on Homeland 

Security and Governmental Affairs of the Sen-

ate and the Committee on Homeland Security 

of the House of Representatives a written noti-

fication of the designation. 

(Pub. L. 107–296, title II, § 210F, as added Pub. L. 

111–258, § 4(a), Oct. 7, 2010, 124 Stat. 2649.) 

FINDINGS 

Pub. L. 111–258, § 2, Oct. 7, 2010, 124 Stat. 2648, provided 

that: ‘‘Congress finds the following: 

‘‘(1) The National Commission on Terrorist Attacks 

Upon the United States (commonly known as the ‘9/ 

11 Commission’) concluded that security require-

ments nurture over-classification and excessive 

compartmentation of information among agencies. 

‘‘(2) The 9/11 Commission and others have observed 

that the over-classification of information interferes 

with accurate, actionable, and timely information 

sharing, increases the cost of information security, 

and needlessly limits stakeholder and public access 

to information. 

‘‘(3) Over-classification of information causes con-

siderable confusion regarding what information may 

be shared with whom, and negatively affects the dis-

semination of information within the Federal Gov-

ernment and with State, local, and tribal entities, 

and with the private sector. 

‘‘(4) Over-classification of information is antithet-

ical to the creation and operation of the information 

sharing environment established under section 1016 of 

the Intelligence Reform and Terrorism Prevention 

Act of 2004 (6 U.S.C. 485). 
‘‘(5) Federal departments or agencies authorized to 

make original classification decisions or that per-

form derivative classification of information are re-

sponsible for developing, implementing, and admin-

istering policies, procedures, and programs that pro-

mote compliance with applicable laws, executive or-

ders, and other authorities pertaining to the proper 

use of classification markings and the policies of the 

National Archives and Records Administration.’’ 

§ 125. Annual report on intelligence activities of 
the Department of Homeland Security 

(a) In general 

For each fiscal year and along with the budget 
materials submitted in support of the budget of 
the Department of Homeland Security pursuant 
to section 1105(a) of title 31, the Under Secretary 
for Intelligence and Analysis of the Department 
shall submit to the congressional intelligence 
committees a report for such fiscal year on each 
intelligence activity of each intelligence compo-
nent of the Department, as designated by the 
Under Secretary, that includes the following: 

(1) The amount of funding requested for each 
such intelligence activity. 

(2) The number of full-time employees fund-
ed to perform each such intelligence activity. 

(3) The number of full-time contractor em-
ployees (or the equivalent of full-time in the 
case of part-time contractor employees) fund-
ed to perform or in support of each such intel-
ligence activity. 

(4) A determination as to whether each such 
intelligence activity is predominantly in sup-
port of national intelligence or departmental 
missions. 

(5) The total number of analysts of the Intel-
ligence Enterprise of the Department that per-
form— 

(A) strategic analysis; or 
(B) operational analysis. 

(b) Feasibility and advisability report 

Not later than 120 days after December 19, 
2014, the Secretary of Homeland Security, acting 
through the Under Secretary for Intelligence 
and Analysis, shall submit to the congressional 
intelligence committees a report that— 

(1) examines the feasibility and advisability 
of including the budget request for all intel-
ligence activities of each intelligence compo-
nent of the Department that predominantly 
support departmental missions, as designated 
by the Under Secretary for Intelligence and 
Analysis, in the Homeland Security Intel-
ligence Program; and 

(2) includes a plan to enhance the coordina-
tion of department-wide intelligence activities 
to achieve greater efficiencies in the perform-
ance of the Department of Homeland Security 
intelligence functions. 

(c) Intelligence component of the Department 

In this section, the term ‘‘intelligence compo-
nent of the Department’’ has the meaning given 
that term in section 101 of this title. 

(Pub. L. 113–293, title III, § 324, Dec. 19, 2014, 128 
Stat. 4004.) 

CODIFICATION 

Section was enacted as part of the Intelligence Au-

thorization Act for Fiscal Year 2015, and not as part of 
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