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Posture Review to the congressional defense
committees prior to implementing any change
in the nuclear weapons stockpile by more than
25 percent.

(d) CONSTRUCTION.—This section shall not
apply to changes to the nuclear weapons stock-
pile resulting from treaty obligations.

(e) FORM.—A Nuclear Posture Review under
this section shall be submitted in unclassified
form, but may include a classified annex.

(Added Pub. L. 112-239, div. A, title X, §1038(a),
Jan. 2, 2013, 126 Stat. 1927; amended Pub. L.
113-66, div. A, title X, §1091(a)(6), Dec. 26, 2013,
127 Stat. 875.)

AMENDMENTS

2013—Pub. L. 113-66 inserted a period after the enu-
merator in section catchline.

§499. Annual assessment of cyber resiliency of
nuclear command and control system

(a) IN GENERAL.—Not less frequently than an-
nually, the Commander of the United States
Strategic Command and the Commander of the
United States Cyber Command (in this section
referred to collectively as the “Commanders’)
shall jointly conduct an assessment of the cyber
resiliency of the nuclear command and control
system.

(b) ELEMENTS.—In conducting the assessment
required by subsection (a), the Commanders
shall—

(1) conduct an assessment of the sufficiency
and resiliency of the nuclear command and
control system to operate through a cyber at-
tack from the Russian Federation, the Peo-
ple’s Republic of China, or any other country
or entity the Commanders identify as a poten-
tial threat; and

(2) develop recommendations for mitigating
any concerns of the Commanders resulting
from the assessment.

(¢c) REPORT REQUIRED.—(1) The Commanders
shall jointly submit to the Chairman of the
Joint Chiefs of Staff, for submission to the
Council on Oversight of the National Leadership
Command, Control, and Communications Sys-
tem established under section 171a of this title,
a report on the assessment required by sub-
section (a) that includes the following:

(A) The recommendations developed under
subsection (b)(2).

(B) A statement of the degree of confidence
of each of the Commanders in the mission as-
surance of the nuclear deterrent against a top
tier cyber threat.

(C) A detailed description of the approach
used to conduct the assessment required by
subsection (a) and the technical basis of con-
clusions reached in conducting that assess-
ment.

(D) Any other comments of the Command-
ers.

(2) The Council shall submit to the Secretary
of Defense the report required by paragraph (1)
and any comments of the Council on the report.

(3) The Secretary of Defense shall submit to
the congressional defense committees the report
required by paragraph (1), any comments of the
Council on the report under paragraph (2), and
any comments of the Secretary on the report.
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(d) QUARTERLY BRIEFINGS.—Not less than once
every quarter, the Deputy Secretary of Defense
and the Vice Chairman of the Joint Chiefs of
Staff shall jointly provide to the Committees on
Armed Services of the House of Representatives
and the Senate a briefing on any known or sus-
pected critical intelligence parameter breaches
that were identified during the previous quarter,
including an assessment of any known or sus-
pected impacts of such breaches to the mission
effectiveness of military capabilities as of the
date of the briefing or thereafter.

(e) TERMINATION.—The requirements of this
section shall terminate on December 31, 2027.

(Added Pub. L. 115-91, div. A, title XVI, §1651(a),
Dec. 12, 2017, 131 Stat. 1756.)

§499a. Collection, storage, and sharing of data
relating to nuclear security enterprise and
nuclear forces

(a) IN GENERAL.—The Secretary of Defense,
acting through the Director of Cost Assessment
and Program Evaluation, and the Administrator
for Nuclear Security, acting through the Direc-
tor for Cost Estimating and Program Evalua-
tion, shall collect and store cost, programmatic,
and technical data relating to programs and
projects of the nuclear security enterprise and
nuclear forces.

(b) SHARING OF DATA.—If the Director of Cost
Assessment and Program Evaluation or the Di-
rector for Cost Estimating and Program Evalua-
tion requests data relating to programs or
projects from any element of the Department of
Defense or from any element of the nuclear se-
curity enterprise of the National Nuclear Secu-
rity Administration, that element shall provide
that data in a timely manner.

(c) STORAGE OF DATA.—(1) Data collected by
the Director of Cost Assessment and Program
Evaluation and the Director for Cost Estimating
and Program Evaluation under this section shall
be—

(A) stored in the data storage system of the
Defense Cost and Resource Center, or succes-
sor center, or in a data storage system of the
National Nuclear Security Administration
that is comparable to the data storage system
of the Defense Cost and Resource Center; and

(B) made accessible to other Federal agen-
cies as such Directors consider appropriate.

(2) The Secretary and the Administrator shall
ensure that the Director of Cost Assessment and
Program Evaluation and the Director for Cost
Estimating and Program Evaluation have suffi-
cient information system support, as deter-
mined by such Directors, to facilitate the timely
hosting, handling, and sharing of data relating
to programs and projects of the nuclear security
enterprise under this section at the appropriate
level of classification.

(3) The Deputy Administrator for Naval Reac-
tors of the National Nuclear Security Adminis-
tration may coordinate with the Director of
Cost Assessment and Program Evaluation and
the Director for Cost Estimating and Program
Evaluation to ensure that, at the discretion of
the Deputy Administrator, data relating to pro-
grams and projects of the Office of Naval Reac-
tors are correctly represented in the data stor-
age system pursuant to paragraph (1)(A).
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