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1 So in original. Probably should be ‘‘section 3552(b)’’. 

action only to the extent necessary to effec-
tuate the covered procurement action; 

(B) notify other Department of Defense 
components or other Federal agencies re-
sponsible for procurements that may be sub-
ject to the same or similar supply chain 
risk, in a manner and to the extent consist-
ent with the requirements of national secu-
rity; and 

(C) ensure the confidentiality of any such 
notifications. 

(e) DEFINITIONS.—In this section: 
(1) HEAD OF A COVERED AGENCY.—The term 

‘‘head of a covered agency’’ means each of the 
following: 

(A) The Secretary of Defense. 
(B) The Secretary of the Army. 
(C) The Secretary of the Navy. 
(D) The Secretary of the Air Force. 

(2) COVERED PROCUREMENT ACTION.—The term 
‘‘covered procurement action’’ means any of 
the following actions, if the action takes place 
in the course of conducting a covered procure-
ment: 

(A) The exclusion of a source that fails to 
meet qualification standards established in 
accordance with the requirements of section 
2319 of this title for the purpose of reducing 
supply chain risk in the acquisition of cov-
ered systems. 

(B) The exclusion of a source that fails to 
achieve an acceptable rating with regard to 
an evaluation factor providing for the con-
sideration of supply chain risk in the evalua-
tion of proposals for the award of a contract 
or the issuance of a task or delivery order. 

(C) The decision to withhold consent for a 
contractor to subcontract with a particular 
source or to direct a contractor for a covered 
system to exclude a particular source from 
consideration for a subcontract under the 
contract. 

(3) COVERED PROCUREMENT.—The term ‘‘cov-
ered procurement’’ means— 

(A) a source selection for a covered system 
or a covered item of supply involving either 
a performance specification, as provided in 
section 2305(a)(1)(C)(ii) of this title, or an 
evaluation factor, as provided in section 
2305(a)(2)(A) of this title, relating to supply 
chain risk; 

(B) the consideration of proposals for and 
issuance of a task or delivery order for a 
covered system or a covered item of supply, 
as provided in section 2304c(d)(3) of this title, 
where the task or delivery order contract 
concerned includes a contract clause estab-
lishing a requirement relating to supply 
chain risk; or 

(C) any contract action involving a con-
tract for a covered system or a covered item 
of supply where such contract includes a 
clause establishing requirements relating to 
supply chain risk. 

(4) SUPPLY CHAIN RISK.—The term ‘‘supply 
chain risk’’ means the risk that an adversary 
may sabotage, maliciously introduce un-
wanted function, or otherwise subvert the de-
sign, integrity, manufacturing, production, 

distribution, installation, operation, or main-
tenance of a covered system so as to surveil, 
deny, disrupt, or otherwise degrade the func-
tion, use, or operation of such system. 

(5) COVERED SYSTEM.—The term ‘‘covered 
system’’ means a national security system, as 
that term is defined in section 3542(b) 1 of title 
44. 

(6) COVERED ITEM OF SUPPLY.—The term 
‘‘covered item of supply’’ means an item of in-
formation technology (as that term is defined 
in section 11101 of title 40) that is purchased 
for inclusion in a covered system, and the loss 
of integrity of which could result in a supply 
chain risk for a covered system. 

(7) APPROPRIATE CONGRESSIONAL COMMIT-
TEES.—The term ‘‘appropriate congressional 
committees’’ means— 

(A) in the case of a covered system in-
cluded in the National Intelligence Program 
or the Military Intelligence Program, the 
Select Committee on Intelligence of the 
Senate, the Permanent Select Committee on 
Intelligence of the House of Representatives, 
and the congressional defense committees; 
and 

(B) in the case of a covered system not 
otherwise included in subparagraph (A), the 
congressional defense committees. 

(Added Pub. L. 115–232, div. A, title VIII, 
§ 881(a)(1), Aug. 13, 2018, 132 Stat. 1910.) 
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AMENDMENTS 

1990—Pub. L. 101–510, div. A, title XIV, § 1484(i)(7), 
Nov. 5, 1990, 104 Stat. 1718, inserted ‘‘Sec.’’ above ‘‘2341’’. 

1989—Pub. L. 101–189, div. A, title IX, § 931(a)(1), Nov. 
29, 1989, 103 Stat. 1531, substituted ‘‘COOPERATIVE 
AGREEMENTS WITH NATO ALLIES AND OTHER 
COUNTRIES’’ for ‘‘ACQUISITION AND CROSS-SERV-
ICING AGREEMENTS WITH NATO ALLIES AND 
OTHER COUNTRIES’’ in chapter heading, and added 
subchapter analysis, consisting of subchapters I and II. 

1987—Pub. L. 100–26, § 7(a)(8), Apr. 21, 1987, 101 Stat. 
278, substituted ‘‘ACQUISITION AND CROSS-SERVIC-
ING AGREEMENTS WITH NATO ALLIES AND OTHER 
COUNTRIES’’ for ‘‘NORTH ATLANTIC TREATY OR-
GANIZATION ACQUISITION AND CROSS-SERVICING 
AGREEMENTS’’ in chapter heading. 

PRIOR PROVISIONS 

Chapter 138 was originally comprised of sections 2321 
to 2331. Sections 2321 to 2328, 2330, and 2331, were renum-
bered sections 2341 to 2348, 2349, and 2350, respectively, 
of this title, by Pub. L. 99–145, title XIII, § 1304(a)(1), (3), 
Nov. 8, 1985, 99 Stat. 741. 

Section 2329, added Pub. L. 96–323, § 2(a), Aug. 4, 1980, 
94 Stat. 1018, required the Secretary of Defense to pre-
scribe regulations to implement this chapter, prior to 
repeal by Pub. L. 99–145, title XIII, § 1304(a)(2), Nov. 8, 
1985, 99 Stat. 741. 
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