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to direct a contractor for a covered system to ex-

clude a particular source from consideration for a

subcontract under the contract.

‘(5) COVERED SYSTEM.—The term ‘covered system’
means a national security system, as that term is de-
fined in [former] section 3542(b) of title 44, United
States Code [see now 44 U.S.C. 3552(b)].

‘(6) SUPPLY CHAIN RISK.—The term ‘supply chain
risk’ means the risk that an adversary may sabotage,
maliciously introduce unwanted function, or other-
wise subvert the design, integrity, manufacturing,
production, distribution, installation, operation, or
maintenance of a covered system so as to surveil,
deny, disrupt, or otherwise degrade the function, use,
or operation of such system.

‘“(b) AUTHORITY.—Subject to subsection (¢) and in
consultation with the Director of National Intel-
ligence, the head of a covered agency may, in conduct-
ing intelligence and intelligence-related activities—

‘(1) carry out a covered procurement action; and

‘4(2) limit, notwithstanding any other provision of
law, in whole or in part, the disclosure of information
relating to the basis for carrying out a covered pro-
curement action.
¢‘(c) DETERMINATION AND NOTIFICATION.—The head of a

covered agency may exercise the authority provided in
subsection (b) only after—

‘(1) any appropriate consultation with procurement
or other relevant officials of the covered agency;

‘(2) making a determination in writing, which may
be in classified form, that—

‘“(A) use of the authority in subsection (b)(1) is
necessary to protect national security by reducing
supply chain risk;

“(B) less intrusive measures are not reasonably
available to reduce such supply chain risk; and

‘“(C) in a case where the head of the covered agen-
cy plans to limit disclosure of information under
subsection (b)(2), the risk to national security due
to the disclosure of such information outweighs the
risk due to not disclosing such information;

““(3) notifying the Director of National Intelligence
that there is a significant supply chain risk to the
covered system concerned, unless the head of the cov-
ered agency making the determination is the Direc-
tor of National Intelligence; and

‘“(4) providing a notice, which may be in classified
form, of the determination made under paragraph (2)
to the congressional intelligence committees that in-
cludes a summary of the basis for the determination,
including a discussion of less intrusive measures that
were considered and why they were not reasonably
available to reduce supply chain risk.

‘‘(d) DELEGATION.—The head of a covered agency may
not delegate the authority provided in subsection (b) or
the responsibility to make a determination under sub-
section (c) to an official below the level of the service
acquisition executive for the agency concerned.

‘‘(e) SAVINGS.—The authority under this section is in
addition to any other authority under any other provi-
sion of law. The authority under this section shall not
be construed to alter or effect the exercise of any other
provision of law.

“(f) EFFECTIVE DATE.—The requirements of this sec-
tion shall take effect on the date that is 180 days after
the date of the enactment of this Act [Jan. 3, 2012] and
shall apply to contracts that are awarded on or after
such date.

“(g) SUNSET.—The authority provided in this section
shall expire on the date that section 806 of the Ike
Skelton National Defense Authorization Act for Fiscal
Year 2011 (Public Law 111-383; 10 U.S.C. 2304 note) ex-
pires.” [Sunset provision in section 806(g) of Pub. L.
111-383 repealed by Pub. L. 115232, div. A, title VIII,
§881(b), Aug. 13, 2018, 132 Stat. 1913.]

[For definitions of ‘‘intelligence community” and
‘‘congressional intelligence committees’ as used in sec-
tion 309 of Pub. L. 112-87, set out above, see section 2
of Pub. L. 112-87, set out as a note under section 3003 of
this title.]
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§3330. Reports to the intelligence community on
penetrations of networks and information
systems of certain contractors

(a) Procedures for reporting penetrations

The Director of National Intelligence shall es-
tablish procedures that require each cleared in-
telligence contractor to report to an element of
the intelligence community designated by the
Director for purposes of such procedures when a
network or information system of such contrac-
tor that meets the criteria established pursuant
to subsection (b) is successfully penetrated.

(b) Networks and information systems subject to
reporting

The Director of National Intelligence shall, in
consultation with appropriate officials, estab-
lish criteria for covered networks to be subject
to the procedures for reporting system penetra-
tions under subsection (a).

(c) Procedure requirements
(1) Rapid reporting

The procedures established pursuant to sub-
section (a) shall require each cleared intel-
ligence contractor to rapidly report to an ele-
ment of the intelligence community des-
ignated pursuant to subsection (a) of each suc-
cessful penetration of the network or informa-
tion systems of such contractor that meet the
criteria established pursuant to subsection (b).
Each such report shall include the following:

(A) A description of the technique or
method used in such penetration.

(B) A sample of the malicious software, if
discovered and isolated by the contractor,
involved in such penetration.

(C) A summary of information created by
or for such element in connection with any
program of such element that has been po-
tentially compromised due to such penetra-
tion.

(2) Access to equipment and information by in-
telligence community personnel

The procedures established pursuant to sub-
section (a) shall—

(A) include mechanisms for intelligence
community personnel to, upon request, ob-
tain access to equipment or information of a
cleared intelligence contractor necessary to
conduct forensic analysis in addition to any
analysis conducted by such contractor;

(B) provide that a cleared intelligence con-
tractor is only required to provide access to
equipment or information as described in
subparagraph (A) to determine whether in-
formation created by or for an element of
the intelligence community in connection
with any intelligence community program
was successfully exfiltrated from a network
or information system of such contractor
and, if so, what information was exfiltrated;
and

(C) provide for the reasonable protection of
trade secrets, commercial or financial infor-
mation, and information that can be used to
identify a specific person (other than the
name of the suspected perpetrator of the
penetration).
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(3) Limitation on dissemination of certain in-
formation

The procedures established pursuant to sub-
section (a) shall prohibit the dissemination
outside the intelligence community of infor-
mation obtained or derived through such pro-
cedures that is not created by or for the intel-
ligence community except—

(A) with the approval of the contractor
providing such information;

(B) to the congressional intelligence com-
mittees or the Subcommittees on Defense of
the Committees on Appropriations of the
House of Representatives and the Senate for
such committees and such Subcommittees
to perform oversight; or

(C) to law enforcement agencies to inves-
tigate a penetration reported under this sec-
tion.

(d) Issuance of procedures and establishment of
criteria
(1) In general

Not later than 90 days after July 7, 2014, the
Director of National Intelligence shall estab-
lish the procedures required under subsection
(a) and the criteria required under subsection
(b).

(2) Applicability date

The requirements of this section shall apply
on the date on which the Director of National
Intelligence establishes the procedures re-
quired under this section.

(e) Coordination with the Secretary of Defense to
prevent duplicate reporting

Not later than 180 days after July 7, 2014, the
Director of National Intelligence and the Sec-
retary of Defense shall establish procedures to
permit a contractor that is a cleared intel-
ligence contractor and a cleared defense con-
tractor under section 941 of the National Defense
Authorization Act for Fiscal Year 2013 (Public
Law 112-239; 10 U.S.C. 2224 note) to submit a sin-
gle report that satisfies the requirements of this
section and such section 941 for an incident of
penetration of network or information system.
(f) Definitions

In this section:

(1) Cleared intelligence contractor

The term ‘‘cleared intelligence contractor”
means a private entity granted clearance by
the Director of National Intelligence or the
head of an element of the intelligence commu-
nity to access, receive, or store classified in-
formation for the purpose of bidding for a con-
tract or conducting activities in support of
any program of an element of the intelligence
community.

(2) Covered network

The term ‘‘covered network” means a net-
work or information system of a cleared intel-
ligence contractor that contains or processes
information created by or for an element of
the intelligence community with respect to
which such contractor is required to apply en-
hanced protection.

(g) Savings clauses
Nothing in this section shall be construed to
alter or limit any otherwise authorized access
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by government personnel to networks or infor-
mation systems owned or operated by a contrac-
tor that processes or stores government data.

(Pub. L. 113-126, title III, §325, July 7, 2014, 128
Stat. 1402.)

DEFINITIONS

For definitions of ‘‘intelligence community’ and
‘‘congressional intelligence committees’’, referred to in
text, see section 2 of Pub. L. 113-126, set out as a note
under section 3003 of this title.

§3331. Management of intelligence community
personnel

(a) Multi-sector workforce initiative
(1) Requirement

Beginning on October 1, 2018, the Director of
National Intelligence shall improve manage-
ment of the workforce of the intelligence com-
munity by enabling elements of the intel-
ligence community to build and maintain an
appropriate mix between employees of the
United States Government and core contrac-
tors.

(2) Briefing to Congress

Not later than July 1, 2017, and each 120 days
thereafter until July 1, 2018, the Director of
National Intelligence shall brief the congres-
sional intelligence committees on the initia-
tive required by paragraph (1).

(b) Management based on workload require-
ments and authorized funding

(1) In general

Beginning on October 1, 2018, the personnel
levels of the intelligence community shall be
managed each fiscal year on the basis of—

(A) the workload required to carry out the
functions and activities of the intelligence
community; and

(B) the funds made available to the intel-
ligence community in accordance with sec-
tion 3094 of this title.

(2) Prohibition on constraints or limitations

Beginning on October 1, 2018, the manage-
ment of such personnel in the intelligence
community in any fiscal year shall not be sub-
ject to an externally imposed constraint or
limitation expressed in terms of man years,
end strength, full-time equivalent positions,
or maximum number of employees.

(c) Briefing and report to Congress

Not later than 180 days after May 5, 2017, the
Director of National Intelligence shall issue a
written report and provide a briefing to the con-
gressional intelligence committees on—

(1) the methodology used to calculate the
number of civilian and contractor full-time
equivalent positions in the intelligence com-
munity;

(2) the cost analysis tool used to calculate
personnel costs in the intelligence commu-
nity; and

(3) the plans of the Director of National In-
telligence and the head of each element of the
intelligence community to implement a multi-
sector workforce as required by subsections (a)
and (b).
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