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title 18 or imprisoned not more than one year, or 
both. 

(d) LIMITATIONS ON DISCLOSURE OF INFORMA-
TION.—Information obtained under subsection 
(a) which the President deems confidential or 
with reference to which a request for confiden-
tial treatment is made by the person furnishing 
such information shall not be published or dis-
closed unless the President determines that the 
withholding thereof is contrary to the interest 
of the national defense. Any person who will-
fully violates this subsection shall be fined 
under title 18 or imprisoned not more than one 
year, or both. 

(e) REGULATIONS.—The President may make 
such rules, regulations, and orders as he consid-
ers necessary or appropriate to carry out the 
provisions of this section. Any regulation or 
order under this section may be established in 
such form and manner, may contain such classi-
fication and differentiations, and may provide 
for such adjustments and reasonable exceptions 
as in the judgment of the President are nec-
essary or proper to effectuate the purposes of 
this section, or to prevent circumvention or eva-
sion, or to facilitate enforcement of this section, 
or any rule, regulation, or order issued under 
this section. 

(f) DEFINITIONS.—In this section: 
(1) The term ‘‘person’’ includes an individ-

ual, corporation, partnership, association, or 
any other organized group of persons, or legal 
successor or representative of the foregoing, 
and includes the United States or any agency 
thereof, or any other government, or any of its 
political subdivisions, or any agency of any of 
the foregoing, except that no punishment pro-
vided by this section shall apply to the United 
States, or to any such government, political 
subdivision, or government agency. 

(2) The term ‘‘national defense’’ means pro-
grams for military and atomic energy produc-
tion or construction, military assistance to 
any foreign nation, stockpiling, space, and di-
rectly related activity. 

(Added Pub. L. 102–484, div. D, title XLII, § 4217, 
Oct. 23, 1992, 106 Stat. 2670; amended Pub. L. 
103–160, div. A, title XI, § 1182(b)(1), Nov. 30, 1993, 
107 Stat. 1772; Pub. L. 109–163, div. A, title X, 
§ 1056(c)(5), Jan. 6, 2006, 119 Stat. 3439.) 

PRIOR PROVISIONS 

A prior section 2507 was renumbered section 2534 of 
this title. 

AMENDMENTS 

2006—Subsec. (d). Pub. L. 109–163 substituted ‘‘sub-
section (a)’’ for ‘‘section (a)’’. 

1993—Pub. L. 103–160 inserted headings in subsecs. (a) 
to (f). 

§ 2508. Industrial Base Fund 

(a) ESTABLISHMENT.—The Secretary of Defense 
shall establish an Industrial Base Fund (in this 
section referred to as the ‘‘Fund’’). 

(b) CONTROL OF FUND.—The Fund shall be 
under the control of the Under Secretary of De-
fense for Acquisition and Sustainment, acting 
through the Deputy Assistant Secretary of De-
fense for Manufacturing and Industrial Base 
Policy. 

(c) AMOUNTS IN FUND.—The Fund shall consist 
of amounts appropriated or otherwise made 
available to the Fund. 

(d) USE OF FUND.—Subject to subsection (e), 
the Fund shall be used— 

(1) to support the monitoring and assess-
ment of the industrial base required by this 
chapter; 

(2) to address critical issues in the industrial 
base relating to urgent operational needs; 

(3) to support efforts to expand the indus-
trial base; and 

(4) to address supply chain vulnerabilities. 

(e) USE OF FUND SUBJECT TO APPROPRIA-
TIONS.—The authority of the Secretary of De-
fense to use the Fund under this section in any 
fiscal year is subject to the availability of ap-
propriations for that purpose. 

(f) EXPENDITURES.—The Secretary shall estab-
lish procedures for expending monies in the 
Fund in support of the uses identified in sub-
section (d), including the following: 

(1) Direct obligations from the Fund. 
(2) Transfers of monies from the Fund to rel-

evant appropriations of the Department of De-
fense. 

(Added Pub. L. 111–383, div. A, title VIII, 
§ 896(b)(1), Jan. 7, 2011, 124 Stat. 4315; amended 
Pub. L. 115–91, div. A, title X, § 1081(g)(1), Dec. 12, 
2017, 131 Stat. 1601; Pub. L. 116–92, div. A, title 
IX, § 902(75), Dec. 20, 2019, 133 Stat. 1552.) 

PRIOR PROVISIONS 

A prior section 2508 was renumbered section 2522 of 
this title and subsequently repealed. 

A prior section 2509, added Pub. L. 101–510, div. A, 
title VIII, § 825(a), Nov. 5, 1990, 104 Stat. 1604; amended 
Pub. L. 102–484, div. A, title X, § 1052(34), Oct. 23, 1992, 
106 Stat. 2501, required submission of defense industrial 
base annual reports, prior to repeal by Pub. L. 102–484, 
§ 4202(a). 

A prior section 2510, added Pub. L. 101–510, div. A, 
title VIII, § 826(a)(1), Nov. 5, 1990, 104 Stat. 1605, related 
to defense industrial base for textile and apparel prod-
ucts, prior to repeal by Pub. L. 102–484, § 4202(a). 

AMENDMENTS 

2019—Subsec. (b). Pub. L. 116–92 substituted ‘‘Under 
Secretary of Defense for Acquisition and Sustainment’’ 
for ‘‘Under Secretary of Defense for Acquisition, Tech-
nology, and Logistics’’. 

2017—Pub. L. 115–91, § 1081(g)(1), made technical 
amendment to directory language of Pub. L. 111–383, 
§ 896(b)(1), which added this section. 

EFFECTIVE DATE OF 2017 AMENDMENT 

Pub. L. 115–91, div. A, title X, § 1081(g), Dec. 12, 2017, 
131 Stat. 1601, provided that the amendment made by 
section 1081(g)(1) is effective as of Jan. 7, 2011, and as if 
included in Pub. L. 111–383 as enacted. 

§ 2509. Modernization of acquisition processes to 
ensure integrity of industrial base 

(a) DIGITIZATION AND MODERNIZATION.—The 
Secretary of Defense shall streamline and 
digitize the existing Department of Defense ap-
proach for identifying and mitigating risks to 
the defense industrial base across the acquisi-
tion process, creating a continuous model that 
uses digital tools, technologies, and approaches 
designed to ensure the accessibility of data to 
key decision-makers in the Department. 
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(b) ANALYTICAL FRAMEWORK.—(1) The Under 
Secretary of Defense for Acquisition and Sus-
tainment, in coordination with the Director of 
the Defense Counterintelligence and Security 
Agency and the heads of other elements of the 
Department of Defense as appropriate, shall de-
velop an analytical framework for risk mitiga-
tion across the acquisition process. 

(2) The analytical framework required under 
paragraph (1) shall include the following ele-
ments: 

(A) Characterization and monitoring of sup-
ply chain risks, including— 

(i) material sources and fragility, includ-
ing the extent to which sources, items, ma-
terials, and articles are mined, produced, or 
manufactured within or outside the United 
States; 

(ii) telecommunications services or equip-
ment (other than optical transmission com-
ponents); 

(iii) counterfeit parts; 
(iv) cybersecurity of contractors; 
(v) video surveillance services or equip-

ment; 
(vi) vendor vetting in contingency or oper-

ational environments; 
(vii) other electronic or information tech-

nology products and services; and 
(viii) other risk areas as determined appro-

priate. 

(B) Characterization and monitoring of risks 
posed by contractor behavior that constitute 
violations of laws or regulations, including 
those relating to— 

(i) fraud; 
(ii) ownership structures; 
(iii) trafficking in persons; 
(iv) workers’ health and safety; 
(v) affiliation with the enemy; 
(vi) foreign influence; and 
(vii) other risk areas as deemed appro-

priate. 

(C) Characterization and assessment of the 
acquisition processes and procedures of the 
Department of Defense, including— 

(i) market research; 
(ii) responsibility determinations, includ-

ing consideration of the need for special 
standards of responsibility to address the 
risks described in subparagraphs (A) and (B); 

(iii) facilities clearances; 
(iv) the development of contract require-

ments; 
(v) the technical evaluation of offers and 

contract awards; 
(vi) contractor mobilization, including hir-

ing, training, and establishing facilities; 
(vii) contract administration, contract 

management, and oversight; 
(viii) contract audit for closeout; 
(ix) suspension and debarment activities 

and administrative appeals activities; 
(x) contractor business system reviews; 

and 
(xi) other relevant processes and proce-

dures. 

(D) Characterization and monitoring of the 
health and activities of the defense industrial 
base, including those relating to— 

(i) balance sheets, revenues, profitability, 
and debt; 

(ii) investment, innovation, and techno-
logical and manufacturing sophistication; 

(iii) finances, access to capital markets, 
and cost of raising capital within those mar-
kets; 

(iv) corporate governance, leadership, and 
culture of performance; and 

(v) history of performance on past Depart-
ment of Defense and government contracts. 

(c) ROLES AND RESPONSIBILITIES.—The Sec-
retary of Defense shall designate the roles and 
responsibilities of organizations and individuals 
to execute activities under this section, includ-
ing— 

(1) the Under Secretary of Defense for Acqui-
sition and Sustainment, including the Office 
of Defense Pricing and Contracting and the Of-
fice of Industrial Policy; 

(2) service acquisition executives; 
(3) program offices and procuring contract-

ing officers; 
(4) administrative contracting officers with-

in the Defense Contract Management Agency 
and the Supervisor of Shipbuilding; 

(5) the Defense Counterintelligence and Se-
curity Agency; 

(6) the Defense Contract Audit Agency; 
(7) each element of the Department of De-

fense which own or operate systems contain-
ing data relevant to contractors of the Depart-
ment; 

(8) the Under Secretary of Defense for Re-
search and Engineering; 

(9) the suspension and debarment official of 
the Department; 

(10) the Chief Information Officer; and 
(11) other relevant organizations and indi-

viduals. 

(d) ENABLING DATA, TOOLS, AND SYSTEMS.— 
(1)(A) The Under Secretary of Defense for Acqui-
sition and Sustainment, in consultation with 
the Chief Data Officer of the Department of De-
fense and the Director of the Defense Counter-
intelligence and Security Agency, shall assess 
the extent to which existing systems of record 
relevant to risk assessments and contracting are 
producing, exposing, and timely maintaining 
valid and reliable data for the purposes of the 
Department’s continuous assessment and miti-
gation of risks in the defense industrial base. 

(B) The assessment required under subpara-
graph (A) shall include the following elements: 

(i) Identification of the necessary source 
data, to include data from contractors, intel-
ligence and security activities, program of-
fices, and commercial research entities. 

(ii) A description of the modern data infra-
structure, tools, and applications and what 
changes would improve the effectiveness and 
efficiency of mitigating the risks described in 
subsection (b)(2). 

(iii) An assessment of the following systems 
owned or operated outside of the Department 
of Defense that the Department depends upon 
or to which it provides data: 

(I) The Federal Awardee Performance and 
Integrity Information System (FAPIIS). 

(II) The System for Award Management 
(SAM). 
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(III) The Federal Procurement Data 
System–Next Generation (FPDS–NG). 

(IV) The Electronic Data Management In-
formation System. 

(V) Other systems the Secretary of De-
fense determines appropriate. 

(iv) An assessment of systems owned or oper-
ated by the Department of Defense, including 
the Defense Counterintelligence and Security 
Agency and other defense agencies and field 
activities used to capture and analyze the 
status and performance (including past per-
formance) of vendors and contractors. 

(2) Based on the findings pursuant to para-
graph (1), the Secretary of Defense shall develop 
a unified set of activities to modernize the sys-
tems of record, data sources and collection 
methods, and data exposure mechanisms. The 
unified set of activities should feature— 

(A) the ability to continuously collect data 
on, assess, and mitigate risks; 

(B) data analytics and business intelligence 
tools and methods; and 

(C) continuous development and continuous 
delivery of secure software to implement the 
activities. 

(e) RULE OF CONSTRUCTION.—Nothing in this 
section shall be construed to limit or modify 
any other procurement policy, procedure, re-
quirement, or restriction provided by law. 

(f) IMPLEMENTATION AND REPORTING REQUIRE-
MENTS.—The Secretary of Defense shall carry 
out the implementation phases set forth in, and 
submit to the congressional defense committees 
the items of information required by, the follow-
ing paragraphs: 

(1) PHASE 1: IMPLEMENTATION PLAN.—Not 
later than 90 days after the date of the enact-
ment of this section, an implementation plan 
and schedule for carrying out the framework 
established pursuant to subsection (b), includ-
ing— 

(A) a discussion and recommendations for 
any changes to, or exemptions from, laws 
necessary for effective implementation, in-
cluding updating the definitions in section 
2339a(e) of this title relating to covered pro-
curement, covered system, and covered item 
of supply, and any similar terms defined in 
other law or regulation; and 

(B) a process for an entity to contact the 
Department after the entity has taken steps 
to remediate, mitigate, or otherwise address 
the risks identified by the Department in 
conducting activities under subsection (b). 

(2) PHASE 2: IMPLEMENTATION OF FRAME-
WORK.—Not later than one year after the date 
of the submission of the implementation plan 
and schedule required under paragraph (1), a 
report on the actions taken to implement the 
framework established pursuant to subsection 
(b). 

(g) COMPTROLLER GENERAL REVIEWS.— 
(1) BRIEFING.—Not later than February 15, 

2020, the Comptroller General of the United 
States shall brief the congressional defense 
committees on Department of Defense efforts 
over the previous 5 years to continuously as-
sess and mitigate risks to the defense indus-

trial base across the acquisition process, and a 
summary of current and planned efforts. 

(2) PERIODIC ASSESSMENTS.—The Comptroller 
General shall submit to the congressional de-
fense committees three periodic assessments 
of Department of Defense progress in imple-
menting the framework required under sub-
section (b), to be provided not later than Octo-
ber 15, 2020, March 15, 2022, and March 15, 2024. 

(Added Pub. L. 116–92, div. A, title VIII, § 845(a), 
Dec. 20, 2019, 133 Stat. 1500.) 

REFERENCES IN TEXT 

The date of the enactment of this section, referred to 
in subsec. (f)(1), is the date of enactment of Pub. L. 
116–92, which was approved Dec. 20, 2019. 

MITIGATING RISKS RELATED TO FOREIGN OWNERSHIP, 
CONTROL, OR INFLUENCE OF DEPARTMENT OF DEFENSE 
CONTRACTORS OR SUBCONTRACTORS 

Pub. L. 116–92, div. A, title VIII, § 847, Dec. 20, 2019, 133 
Stat. 1505, provided that: 

‘‘(a) DEFINITIONS.—In this section: 
‘‘(1) BENEFICIAL OWNER; BENEFICIAL OWNERSHIP.— 

The terms ‘beneficial owner’ and ‘beneficial owner-
ship’ shall be determined in a manner that is not less 
stringent than the manner set forth in section 
240.13d–3 of title 17, Code of Federal Regulations (as 
in effect on the date of the enactment of this Act 
[Dec. 20, 2019]). 

‘‘(2) COMPANY.—The term ‘company’ means any cor-
poration, company, limited liability company, lim-
ited partnership, business trust, business association, 
or other similar entity. 

‘‘(3) COVERED CONTRACTOR OR SUBCONTRACTOR.—The 
term ‘covered contractor or subcontractor’ means a 
company that is an existing or prospective contractor 
or subcontractor of the Department of Defense on a 
contract or subcontract with a value in excess of 
$5,000,000, except as provided in subsection (c). 

‘‘(4) FOREIGN OWNERSHIP, CONTROL, OR INFLUENCE; 
FOCI.—The terms ‘foreign ownership, control, or influ-
ence’ and ‘FOCI’ have the meanings given those 
terms in the National Industrial Security Program 
Operating Manual (DOD 5220.22–M), or a successor 
document. 
‘‘(b) IMPROVED ASSESSMENT AND MITIGATION OF RISKS 

RELATED TO FOREIGN OWNERSHIP, CONTROL, OR INFLU-
ENCE.— 

‘‘(1) IN GENERAL.—In developing and implementing 
the analytical framework for mitigating risk relating 
to ownership structures, as required by section 2509 of 
title 10, United States Code, as added by section 845 
of this Act, the Secretary of Defense shall improve 
the process and procedures for the assessment and 
mitigation of risks related to foreign ownership, con-
trol, or influence (FOCI) of contractors and sub-
contractors doing business with the Department of 
Defense. 

‘‘(2) ELEMENTS.—The process and procedures for the 
assessment and mitigation of risk relating to owner-
ship structures referred to in paragraph (1) shall in-
clude the following elements: 

‘‘(A) ASSESSMENT OF FOCI.—(i) A requirement for 
covered contractors and subcontractors to disclose 
to the Defense Counterintelligence and Security 
Agency, or its successor organization, their bene-
ficial ownership and whether they are under FOCI. 

‘‘(ii) A requirement to update such disclosures 
when changes occur to information previously pro-
vided, consistent with or similar to the procedures 
for updating FOCI information under the National 
Industrial Security Program Operating Manual 
(DOD 5220.22–M), or a successor document. 

‘‘(iii) A requirement for covered contractors and 
subcontractors determined to be under FOCI to dis-
close contact information for each of its foreign 
owners that is a beneficial owner. 
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‘‘(iv) A requirement that, at a minimum, the dis-
closures required by this paragraph be provided at 
the time the contract or subcontract is awarded, 
amended, or renewed, but in no case later than one 
year after the Secretary prescribes regulations to 
carry out this subsection. 

‘‘(B) RESPONSIBILITY DETERMINATION.—Consistent 
with section 2509 of title 10, United States Code, as 
added by section 845 of this Act, consideration of 
FOCI risks as part of responsibility determinations, 
including— 

‘‘(i) whether to establish a special standard of 
responsibility relating to FOCI risks for covered 
contractors or subcontractors, and the extent to 
which the policies and procedures consistent with 
or similar to those relating to FOCI under the Na-
tional Industrial Security Program shall be ap-
plied to covered contractors or subcontractors; 

‘‘(ii) procedures for contracting officers making 
responsibility determinations regarding whether 
covered contractors and subcontractors may be 
under foreign ownership, control, or influence and 
for determining whether there is reason to believe 
that such foreign ownership, control, or influence 
would pose a risk or potential risk to national se-
curity or potential compromise because of sen-
sitive data, systems, or processes, such as person-
ally identifiable information, cybersecurity, or 
national security systems involved with the con-
tract or subcontract; and 

‘‘(iii) modification of policies, directives, and 
practices to provide that an assessment that a 
covered contractor or subcontractor is under 
FOCI may be a sufficient basis for a contracting 
officer to determine that a contractor or sub-
contractor is not responsible. 
‘‘(C) CONTRACT REQUIREMENTS, ADMINISTRATION, 

AND OVERSIGHT RELATING TO FOCI.— 
‘‘(i) Requirements for contract clauses provid-

ing for and enforcing disclosures related to 
changes in FOCI or beneficial ownership during 
performance of the contract or subcontract, con-
sistent with subparagraph (A), and necessitating 
the effective mitigation of risks related to FOCI 
throughout the duration of the contract or sub-
contract. 

‘‘(ii) Pursuant to section 831(c) [sic, no section 
831(c) of Pub. L. 116–92 was enacted. Prior to en-
actment as Pub. L. 116–92, S. 1790 of the 116th 
Cong., 1st Sess., as introduced in the Senate, con-
tained a section 831 very similar to 10 U.S.C. 
2509.], designation of the appropriate Department 
of Defense official responsible to approve and to 
take actions relating to award, modification, ter-
mination of a contract, or direction to modify or 
terminate a subcontract due to an assessment by 
the Defense Counterintelligence and Security 
Agency, or its successor organization, that a cov-
ered contractor or subcontractor under FOCI 
poses a risk to national security or potential risk 
of compromise. 

‘‘(iii) A requirement for the provision of addi-
tional information regarding beneficial ownership 
and control of any covered contractor or sub-
contractor on the contract or subcontract. 

‘‘(iv) Other measures as necessary to be consist-
ent with other relevant practices, policies, regu-
lations, and actions, including those under the 
National Industrial Security Program. 

‘‘(c) APPLICABILITY TO CONTRACTS AND SUBCONTRACTS 
FOR COMMERCIAL PRODUCTS AND SERVICES AND OTHER 
FORMS OF ACQUISITION AGREEMENTS.— 

‘‘(1) COMMERCIAL PRODUCTS AND SERVICES.—The re-
quirements under subsection [sic] (b)(2)(A) and 
(b)(2)(C) shall not apply to a contract or subcontract 
for commercial products or services, unless a des-
ignated senior Department of Defense official specifi-
cally requires the applicability of subsections [sic] 
(b)(2)(A) and (b)(2)(C) based on a determination by the 
designated senior official that the contract or sub-

contract involves a risk or potential risk to national 
security or potential compromise because of sensitive 
data, systems, or processes, such as personally identi-
fiable information, cybersecurity, or national secu-
rity systems. 

‘‘(2) RESEARCH AND DEVELOPMENT AND PROCUREMENT 
ACTIVITIES.—The Secretary of Defense shall ensure 
that the requirements of this section are applied to 
research and development and procurement activi-
ties, including for the delivery of services, estab-
lished through any means including those under sec-
tion 2358(b) of title 10, United States Code. 
‘‘(d) AVAILABILITY OF RESOURCES.—The Secretary 

shall ensure that sufficient resources, including subject 
matter expertise, are allocated to execute the functions 
necessary to carry out this section, including the as-
sessment, mitigation, contract administration, and 
oversight functions. 

‘‘(e) RULE OF CONSTRUCTION.—Nothing in this section 
shall be construed to limit or modify any other pro-
curement policy, procedure, requirement, or restriction 
provided by law, including section 721 of the Defense 
Production Act of 1950 (50 U.S.C. 4565), as amended by 
the Foreign Interference Risk Review Modernization 
Act of 2018 (subtitle A of title XVII of Public Law 
115–232). 

‘‘(f) AVAILABILITY OF BENEFICIAL OWNERSHIP DATA.— 
‘‘(1) IN GENERAL.—Not later than 180 days after the 

date of the enactment of this Act, the Secretary of 
Defense shall establish a process to update systems of 
record to improve the assessment and mitigation of 
risks associated with FOCI through the inclusion and 
updating of all appropriate associated uniquely iden-
tifying information about the contracts and contrac-
tors and subcontracts and subcontractors in the Fed-
eral Awardee Performance and Integrity Information 
System (FAPIIS), administered by the General Serv-
ices Administration, and the Commercial and Gov-
ernment Entity (CAGE) database, administered by 
the Defense Logistics Agency. 

‘‘(2) LIMITED AVAILABILITY OF INFORMATION.—The 
Secretary of Defense shall ensure that the informa-
tion required to be disclosed pursuant to this section 
is— 

‘‘(A) not made public; 
‘‘(B) made available via the FAPIIS and CAGE 

databases; and 
‘‘(C) made available to appropriate government 

departments or agencies.’’ 

SUBCHAPTER III—PROGRAMS FOR DEVEL-
OPMENT, APPLICATION, AND SUPPORT 
OF DUAL-USE TECHNOLOGIES 

Sec. 

2511. Defense dual-use critical technology program. 
[2512, 2513. Repealed.] 
2514. Encouragement of technology transfer. 
[2515 to 2517. Repealed.] 
2518. Overseas foreign critical technology monitor-

ing and assessment financial assistance pro-
gram. 

2519. Federal Defense Laboratory Diversification 
Program. 

[2520. Repealed.] 

AMENDMENTS 

2018—Pub. L. 115–232, div. A, title VIII, § 811(b)(2), 
(c)(2), Aug. 13, 2018, 132 Stat. 1845, struck out items 2515 
‘‘Office of Technology Transition’’ and 2517 ‘‘Office for 
Foreign Defense Critical Technology Monitoring and 
Assessment’’. 

1996—Pub. L. 104–106, div. A, title X, § 1081(i)(2), Feb. 
10, 1996, 110 Stat. 455, substituted ‘‘program’’ for ‘‘part-
nerships’’ in item 2511 and struck out items 2512 ‘‘Com-
mercial-military integration partnerships’’, 2513 ‘‘Re-
gional technology alliances assistance program’’, 2516 
‘‘Military-Civilian Integration and Technology Trans-
fer Advisory Board’’, and 2520 ‘‘Navy Reinvestment 
Program’’. 
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