§9229

facilitate the provision of financial services by a
foreign financial institution that is not a North
Korean financial institution in support of activi-
ties conducted pursuant to an exemption or
waiver under this section.

(Pub. L. 114-122, title II, §208, Feb. 18, 2016, 130
Stat. 109; Pub. L. 11544, title III, §322, Aug. 2,
2017, 131 Stat. 953; Pub. L. 116-92, div. F, title
LXXI, §7143(a), Dec. 20, 2019, 133 Stat. 2255.)

REFERENCES IN TEXT

The National Security Act of 1947, referred to in sub-
sec. (a)(1), is act July 26, 1947, ch. 343, 61 Stat. 495. Title
V of the Act is classified generally to subchapter IIT
(§3091 et seq.) of chapter 44 of Title 50, War and Na-
tional Defense. For complete classification of this Act
to the Code, see Tables.

This chapter, referred to in subsecs. (b)(3)(C) and
(c)(2), was in the original ‘‘this Act’’, meaning Pub. L.
114-122, Feb. 18, 2016, 130 Stat. 93, which is classified
principally to this chapter. For complete classification
of this Act to the Code, see Short Title note set out
under section 9201 of this title and Tables.

AMENDMENTS

2019—Subsecs. (a), (b)(1), (3), (c). Pub. L. 116-92 in-
serted ‘9221b, 9221c,” after ‘‘9221a,”.

2017—Subsec. (a). Pub. L. 11544, §322(a), inserted
¢“9221a,”’ after ‘‘sections 9214, and ‘‘9241a, 9241b,” after
€“9229,”” in introductory provisions.

Subsec. (b)(1), (3). Pub. L. 11544, §322(b), inserted
¢“9221a,”” after ‘‘section 9214, and ‘‘9241a, 9241b,” after
£9229(b),”.

Subsec. (¢). Pub. L. 11544, §322(c), inserted ¢9221a,”
after ‘‘section 9214, and ‘‘9241a, 9241b,” after *9229(b),”
in introductory provisions.

DELEGATION OF FUNCTIONS

Functions and authorities of President under subsecs.
(b) and (c) of this section delegated to Secretary of
State, to be executed in consultation with Secretary of
the Treasury when appropriate, and functions and au-
thorities of President under subsec. (d) of this section
delegated to Secretary of the Treasury, by Memoran-
dum of President of the United States, May 18, 2016, 81
F.R. 37479, set out as a note under section 9212 of this
title.

§9229. Report on and imposition of sanctions to
address persons responsible for knowingly
engaging in significant activities undermin-
ing cybersecurity

(a) Report required
(1) In general

The President shall submit to the appro-
priate congressional committees a report that
describes significant activities undermining
cybersecurity aimed against the United States
Government or any United States person and
conducted by the Government of North Korea,
or a person owned or controlled, directly or in-
directly, by the Government of North Korea or
any person acting for or on behalf of that Gov-
ernment.

(2) Information

The report required under paragraph (1)
shall include—

(A) the identity and nationality of persons
that have knowingly engaged in, directed, or
provided material support to conduct signifi-
cant activities undermining cybersecurity
described in paragraph (1);
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(B) a description of the conduct engaged in
by each person identified;

(C) an assessment of the extent to which a
foreign government has provided material
support to the Government of North Korea
or any person acting for or on behalf of that
Government to conduct significant activi-
ties undermining cybersecurity; and

(D) a United States strategy to counter
North Korea’s efforts to conduct significant
activities undermining cybersecurity
against the United States, that includes ef-
forts to engage foreign governments to halt
the capability of the Government of North
Korea and persons acting for or on behalf of
that Government to conduct significant ac-
tivities undermining cybersecurity.

(3) Submission and form
(A) Submission

The report required under paragraph (1)
shall be submitted not later than 90 days
after October 25, 2018, and every 180 days
thereafter for 5 years.

(B) Form

The report required under paragraph (1)
shall be submitted in an unclassified form,
but may include a classified annex.

(b) Designation of persons

The President shall designate under section
9214(a) of this title any person identified in the
report required under subsection (a)(1) that
knowingly engages in significant activities un-
dermining cybersecurity through the use of
computer networks or systems against foreign
persons, governments, or other entities on be-
half of the Government of North Korea.

(Pub. L. 114-122, title II, §209, Feb. 18, 2016, 130
Stat. 110; Pub. L. 115-272, title III, §303(c)(1), Oct.
25, 2018, 132 Stat. 4157.)

AMENDMENTS

2018—Subsec. (a)(3)(A). Pub. L. 115-272 substituted
‘“‘not later than 90 days after October 25, 2018, and every
180 days thereafter for 5 years’ for ‘‘not later than 90
days after February 18, 2016, and every 180 days there-
after”.

DELEGATION OF FUNCTIONS

For delegation of certain functions of President
under this section, see Memorandum of President of the
United States, May 18, 2016, 81 F.R. 37479, set out as a
note under section 9212 of this title.

§9230. Codification of sanctions with respect to
North Korean activities undermining
cybersecurity

(a) In general

United States sanctions with respect to activi-
ties of the Government of North Korea, persons
acting for or on behalf of that Government, or
persons located in North Korea that undermine
cybersecurity provided for in Executive Order
13687 (50 U.S.C. 1701 note; relating to imposing
additional sanctions with respect to North
Korea) or Executive Order 13694 (50 U.S.C. 1701
note; relating to blocking the property of cer-
tain persons engaging in significant malicious
cyber-enabled activities), as such Executive Or-
ders are in effect on the day before February 18,
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