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order under this section may be established in
such form and manner, may contain such classi-
fication and differentiations, and may provide
for such adjustments and reasonable exceptions
as in the judgment of the President are nec-
essary or proper to effectuate the purposes of
this section, or to prevent circumvention or eva-
sion, or to facilitate enforcement of this section,
or any rule, regulation, or order issued under
this section.
(f) DEFINITIONS.—In this section:

(1) The term ‘‘person’” includes an indi-
vidual, corporation, partnership, association,
or any other organized group of persons, or
legal successor or representative of the fore-
going, and includes the United States or any
agency thereof, or any other government, or
any of its political subdivisions, or any agency
of any of the foregoing, except that no punish-
ment provided by this section shall apply to
the United States, or to any such government,
political subdivision, or government agency.

(2) The term ‘‘national defense’” means pro-
grams for military and atomic energy produc-
tion or construction, military assistance to
any foreign nation, stockpiling, space, and di-
rectly related activity.

(Added Pub. L. 102-484, div. D, title XLII, §4217,
Oct. 23, 1992, 106 Stat. 2670, §2507; amended Pub.
L. 103-160, div. A, title XI, §1182(b)(1), Nov. 30,
1993, 107 Stat. 1772; Pub. L. 109-163, div. A, title
X, §1056(c)(b), Jan. 6, 2006, 119 Stat. 3439; renum-
bered §4818 and amended Pub. L. 116-283, div. A,
title XVIII, §1867(b), (d)(b), Jan. 1, 2021, 134 Stat.
4281, 4282.)

AMENDMENTS

2021—Pub. L. 116-283, §1867(b), renumbered section
2507 of this title as this section.

Subsec. (a). Pub. L. 116-283, §1867(d)(5), substituted
‘‘of the chapter 148 legacy provisions’ for ‘‘of this chap-
ter” and ‘‘under those provisions” for ‘‘under this chap-
ter”.

EFFECTIVE DATE OF 2021 AMENDMENT
Amendment by Pub. L. 116-283 effective Jan. 1, 2022,
with additional provisions for delayed implementation
and applicability of existing law, see section 1801(d) of

Pub. L. 116-283, set out as a note preceding section 3001
of this title.

§4819. Modernization of acquisition processes to
ensure integrity of industrial base

(a) DIGITIZATION AND MODERNIZATION.—The
Secretary of Defense shall streamline and
digitize the existing Department of Defense ap-
proach for identifying and mitigating risks to
the defense industrial base across the acquisi-
tion process, creating a continuous model that
uses digital tools, technologies, and approaches
designed to ensure the accessibility of data to
key decision-makers in the Department.

(b) ANALYTICAL FRAMEWORK.—(1) The Under
Secretary of Defense for Acquisition and
Sustainment, in coordination with the Director
of the Defense Counterintelligence and Security
Agency and the heads of other elements of the
Department of Defense as appropriate, shall de-
velop an analytical framework for risk mitiga-
tion across the acquisition process.

(2) The analytical framework required under
paragraph (1) shall include the following ele-
ments:
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(A) Characterization and monitoring of sup-
ply chain risks, such as those identified
through the supply chain risk management
process of the Department and by the Federal
Acquisition Security Council, and including—

(i) material sources and fragility, includ-
ing the extent to which sources, items, ma-
terials, and articles are mined, produced, or
manufactured within or outside the United

States;

(ii) telecommunications services or equip-
ment;

(iii) counterfeit parts;

(iv) cybersecurity of contractors;

(v) video surveillance services or equip-
ment;

(vi) vendor vetting in contingency or oper-
ational environments;

(vii) other electronic or information tech-
nology products and services; and

(viii) other risk areas as determined appro-
priate.

(B) Characterization and monitoring of risks
posed by contractor behavior that constitute
violations of laws or regulations, including
those relating to—

(i) fraud;

(ii) ownership structures;

(iii) trafficking in persons;

(iv) workers’ health and safety;

(v) affiliation with the enemy;

(vi) foreign influence; and

(vii) other risk areas as deemed appro-
priate.

(C) Characterization and assessment of the
acquisition processes and procedures of the
Department of Defense, including—

(i) market research;

(ii) responsibility determinations, includ-
ing consideration of the need for special
standards of responsibility to address the
risks described in subparagraphs (A) and (B);

(iii) facilities clearances;

(iv) the development of contract require-
ments;

(v) the technical evaluation of offers and
contract awards;

(vi) contractor mobilization, including hir-
ing, training, and establishing facilities;

(vii) contract administration, contract
management, and oversight;

(viii) contract audit for closeout;

(ix) suspension and debarment activities
and administrative appeals activities;

(x) contractor business system reviews;

(xi) processes and procedures related to
supply chain risk management and processes
and procedures implemented pursuant to
section 3252 of this title; and

(xii) other relevant processes and proce-
dures.

(D) Characterization and monitoring of the
health and activities of the defense industrial
base, including those relating to—

(i) balance sheets, revenues, profitability,
and debt;

(ii) investment, innovation, and techno-
logical and manufacturing sophistication;

(iii) finances, access to capital markets,
and cost of raising capital within those mar-
kets;
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(iv) corporate governance, leadership, and
culture of performance; and

(v) history of performance on past Depart-
ment of Defense and government contracts.

(E) Characterization and assessment of in-
dustrial base support policies, programs, and
procedures, including—

(i) limitations and acquisition guidance
relevant to the national technology and in-
dustrial base (as defined in section 4801(1) of
this title);

(ii) limitations and acquisition guidance
relevant to section 4862 of this title;

(iii) the Industrial Base Analysis and
Sustainment program of the Department, in-
cluding direct support and common design
activities;

(iv) the Small Business Innovation Re-
search Program (as defined in section 9(e) of
the Small Business Act (15 U.S.C. 638(e));

(v) the Manufacturing Technology Pro-
gram established under section 4841 of this
title;

(vi) programs relating to the Defense Pro-
duction Act of 1950 (50 U.S.C. 4511 et seq.);
and

(vii) programs operating in each military
department.

(c) ROLES AND RESPONSIBILITIES.—The Sec-
retary of Defense shall designate the roles and
responsibilities of organizations and individuals
to execute activities under this section, includ-
ing—

(1) the Under Secretary of Defense for Acqui-
sition and Sustainment, including the Office
of Defense Pricing and Contracting and the Of-
fice of Industrial Policy;

(2) service acquisition executives;

(3) program offices and procuring con-
tracting officers;

(4) administrative contracting officers with-
in the Defense Contract Management Agency
and the Supervisor of Shipbuilding;

(5) the Defense Counterintelligence and Se-
curity Agency;

(6) the Defense Contract Audit Agency;

(7) each element of the Department of De-
fense which own or operate systems con-
taining data relevant to contractors of the De-
partment;

(8) the Under Secretary of Defense for Re-
search and Engineering;

(9) the suspension and debarment official of
the Department;

(10) the Chief Information Officer; and

(11) other relevant organizations and indi-
viduals.

(d) ENABLING DATA, TOOLS, AND SYSTEMS.—
(1)(A) The Under Secretary of Defense for Acqui-
sition and Sustainment, in consultation with
the Chief Data Officer of the Department of De-
fense and the Director of the Defense Counter-
intelligence and Security Agency, shall assess
the extent to which existing systems of record
relevant to risk assessments and contracting are
producing, exposing, and timely maintaining
valid and reliable data for the purposes of the
Department’s continuous assessment and miti-
gation of risks in the defense industrial base.

(B) The assessment required under subpara-
graph (A) shall include the following elements:
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(i) Identification of the necessary source
data, to include data from contractors, intel-
ligence and security activities, program of-
fices, and commercial research entities.

(ii) A description of the modern data infra-
structure, tools, and applications and what
changes would improve the effectiveness and
efficiency of mitigating the risks described in
subsection (b)(2).

(iii) An assessment of the following systems
owned or operated outside of the Department
of Defense that the Department depends upon
or to which it provides data:

(I) The Federal Awardee Performance and

Integrity Information System (FAPIIS).

(IT) The System for Award Management

(SAM).

(IIT) The Federal Procurement

System-Next Generation (FPDS-NG).

(IV) The Electronic Data Management In-
formation System.

(V) Other systems the Secretary of De-
fense determines appropriate.

Data

(iv) An assessment of systems owned or oper-
ated by the Department of Defense, including
the Defense Counterintelligence and Security
Agency and other defense agencies and field
activities used to capture and analyze the sta-
tus and performance (including past perform-
ance) of vendors and contractors.

(2) Based on the findings pursuant to para-
graph (1), the Secretary of Defense shall develop
a unified set of activities to modernize the sys-
tems of record, data sources and collection
methods, and data exposure mechanisms. The
unified set of activities should feature—

(A) the ability to continuously collect data
on, assess, and mitigate risks;

(B) data analytics and business intelligence
tools and methods; and

(C) continuous development and continuous
delivery of secure software to implement the
activities.

(e) RULE OF CONSTRUCTION.—Nothing in this
section shall be construed to limit or modify
any other procurement policy, procedure, re-
quirement, or restriction provided by law.

(f) IMPLEMENTATION AND REPORTING REQUIRE-
MENTS.—The Secretary of Defense shall carry
out the implementation phases set forth in, and
submit to the congressional defense committees
the items of information required by, the fol-
lowing paragraphs:

(1) PHASE 1. IMPLEMENTATION PLAN.—Not
later than 90 days after the date of the enact-
ment of this section, an implementation plan
and schedule for carrying out the framework
established pursuant to subsection (b), includ-
ing—

(A) a discussion and recommendations for
any changes to, or exemptions from, laws
necessary for effective implementation, in-
cluding updating the definitions in section
3262(c) of this title relating to covered pro-
curement, covered system, and covered item
of supply, and any similar terms defined in
other law or regulation; and

(B) a process for an entity to contact the
Department after the entity has taken steps
to remediate, mitigate, or otherwise address
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the risks identified by the Department in
conducting activities under subsection (b).

(2) PHASE 2: IMPLEMENTATION OF FRAME-
WORK.—Not later than one year after the date
of the submission of the implementation plan
and schedule required under paragraph (1), a
report on the actions taken to implement the
framework established pursuant to subsection
(b), and supporting policies, procedures, and
guidance relating to such actions.

(g) COMPTROLLER GENERAL REVIEWS.—

(1) BRIEFING.—Not later than February 15,
2020, the Comptroller General of the United
States shall brief the congressional defense
committees on Department of Defense efforts
over the previous 5 years to continuously as-
sess and mitigate risks to the defense indus-
trial base across the acquisition process, and a
summary of current and planned efforts.

(2) PERIODIC ASSESSMENTS.—The Comptroller
General shall submit to the congressional de-
fense committees three periodic assessments
of Department of Defense progress in imple-
menting the framework required under sub-
section (b), to be provided not later than Octo-
ber 15, 2020, March 15, 2022, and March 15, 2024.

(Added Pub. L. 116-92, div. A, title VIII, §845(a),
Dec. 20, 2019, 133 Stat. 1500, §2509; renumbered
§4819 and amended Pub. L. 116-283, div. A, title
VIII, §843(a), title XVIII, §§1867(b), (d)(6),
1883(b)(2), Jan. 1, 2021, 134 Stat. 3765, 4281, 4282,
4294.)

REFERENCES IN TEXT

The Defense Production Act of 1950 (50 U.S.C. 4511 et
seq.), referred to in subsec. (b)(2)(E)(vi), probably means
act Sept. 8, 1950, ch. 932, 64 Stat. 798, which is classified
principally to chapter 55 (§4501 et seq.) of Title 50, War
and National Defense. For complete classification of
this Act to the Code, see section 4501 of Title 50 and Ta-
bles.

The date of the enactment of this section, referred to
in subsec. (f)(1), is the date of enactment of Pub. L.
116-92, which was approved Dec. 20, 2019.

AMENDMENTS

2021—Pub. L. 116-283, §1867(b),
2509 of this title as this section.

Subsec. (b)(2)(A). Pub. L. 116-283, §843(a)(1)(A)(), in-
serted ‘‘such as those identified through the supply
chain risk management process of the Department and
by the Federal Acquisition Security Council, and”’ after
“supply chain risks,”” in introductory provisions.

Subsec. (b)(2)(A)(ii). Pub. L. 116-283, §843(a)(1)(A)(ii),
struck out ‘‘(other than optical transmission compo-
nents)”’ after ‘“‘equipment’.

Subsec. (b)(2)(C)(xi). Pub. L. 116-283, §1883(b)(2), sub-
stituted ‘‘section 3252’ for ‘‘section 2339a’’.

Pub. L. 116-283, §843(a)(1)(B), added cl. (xi) and redes-
ignated former cl. (xi) as (xii).

Subsec. (b)(2)(C)(xii). Pub. L. 116-283, §843(a)(1)(B)(ii),
redesignated cl. (xi) as (xii).

Subsec. (b)(2)(E). Pub. L. 116-283, §843(a)(1)(C), added
subpar. (E).

Subsec. (b)(2)(E)(d). Pub. L. 116-283, §1883(b)(2), sub-
stituted ‘‘section 4801(1)”’ for ‘‘section 2500(1)"’.

Subsec. (b)(2)(E)(ii). Pub. L. 116-283, §1883(b)(2), sub-
stituted ‘‘section 4862’ for ‘‘section 2533a’’.

Subsec. (b)(2)(E)(v). Pub. L. 116-283, §1883(b)(2), sub-
stituted ‘‘section 4841 for ‘‘section 2521"".

renumbered section

Subsec. (f)(1)(A). Pub. L. 116-283, §1867(d)(6), sub-
stituted ‘‘section 3252(c)”’ for ‘‘section 2339a(e)’’.
Subsec. (f)(2). Pub. L. 116-283, §843(a)(2), inserted

‘“, and supporting policies, procedures, and guidance re-
lating to such actions’ after ‘‘subsection (b)”.
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EFFECTIVE DATE OF 2021 AMENDMENT

Amendment by sections 1867(b), (d)(6) and 1883(b)(2) of
Pub. L. 116-283 effective Jan. 1, 2022, with additional
provisions for delayed implementation and applica-
bility of existing law, see section 1801(d) of Pub. L.
116-283, set out as a note preceding section 3001 of this
title.

CHAPTER 383—DEVELOPMENT, APPLICA-
TION, AND SUPPORT OF DUAL-USE TECH-
NOLOGIES

Sec.

4831. Defense dual-use critical technology program.

4832. Encouragement of technology transfer.

4833. Federal Defense Laboratory Diversification
Program.

4834. Overseas foreign critical technology moni-
toring and assessment financial assistance
program.

PRIOR PROVISIONS
A prior chapter 383 “LOAN GUARANTEE PRO-
GRAMS”, consisting of reserved section 4861, was re-

pealed by Pub. L. 116-283, div. A, title XVIII, §1873(a)(1),
Jan. 1, 2021, 134 Stat. 4289.

§4831. Defense dual-use critical technology pro-
gram

(a) ESTABLISHMENT OF PROGRAM.—The Sec-
retary of Defense shall conduct a program to
further the national security objectives set
forth in section 4811(a) of this title by encour-
aging and providing for research, development,
and application of dual-use critical tech-
nologies. The Secretary may make grants, enter
into contracts, or enter into cooperative agree-
ments and other transactions pursuant to sec-
tion 4002 of this title in furtherance of the pro-
gram. The Secretary shall identify projects to
be conducted as part of the program.

(b) ASSISTANCE AUTHORIZED.—The Secretary of
Defense may provide technical and other assist-
ance to facilitate the achievement of the pur-
poses of projects conducted under the program.
In providing such assistance, the Secretary shall
make available, as appropriate for the work to
be performed, equipment and facilities of De-
partment of Defense laboratories (including the
scientists and engineers at those laboratories)
for purposes of projects selected by the Sec-
retary.

(c) FINANCIAL COMMITMENT OF NON-FEDERAL
GOVERNMENT  PARTICIPANTS.—(1) The total
amount of funds provided by the Federal Gov-
ernment for a project conducted under the pro-
gram may not exceed 50 percent of the total cost
of the project. However, the Secretary of De-
fense may agree to a project in which the total
amount of funds provided by the Federal Gov-
ernment exceeds 50 percent if the Secretary de-
termines the project is particularly meritorious,
but the project would not otherwise have suffi-
cient non-Federal funding or in-kind contribu-
tions.

(2) The Secretary may prescribe regulations to
provide for consideration of in-kind contribu-
tions by non-Federal Government participants
in a project conducted under the program for
the purpose of calculating the share of the
project costs that has been or is being under-
taken by such participants. In such regulations,
the Secretary may authorize a participant that
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