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1 So in original. Probably should be ‘‘3552(b)(6)’’. 

Academy of Sciences shall give consideration to 
the goal of promoting the participation of indi-
viduals identified in sections 1885a and 1885b of 
title 42 in research areas supported by the Insti-
tute. 

(Mar. 3, 1901, ch. 872, § 19, as added Pub. L. 99–574, 
§ 8(a), Oct. 28, 1986, 100 Stat. 3238; amended Pub. 
L. 100–418, title V, § 5115(a)(1), Aug. 23, 1988, 102 
Stat. 1433; Pub. L. 104–113, § 8(3), Mar. 7, 1996, 110 
Stat. 779; Pub. L. 110–69, title III, § 3015, Aug. 9, 
2007, 121 Stat. 599; Pub. L. 111–358, title IV, 
§§ 406(b), 407(a), Jan. 4, 2011, 124 Stat. 4004; Pub. 
L. 114–329, title III, § 306(c), Jan. 6, 2017, 130 Stat. 
3010.) 

PRIOR PROVISIONS 

A prior section 19 of act Mar. 3, 1901, ch. 872, was re-

numbered section 32 and is classified to section 278q of 

this title. 

AMENDMENTS 

2017—Pub. L. 114–329 amended section generally. Prior 

to amendment, text read as follows: ‘‘The Institute 

shall establish and conduct a post-doctoral fellowship 

program, subject to the availability of appropriations, 

which shall be organized and carried out in substan-

tially the same manner as the National Academy of 

Sciences/National Research Council Post-Doctoral Re-

search Associate Program that was in effect prior to 

1986, and which shall include not less than twenty nor 

more than 120 new fellows per fiscal year. In evaluating 

applications for fellowships under this section, the Di-

rector shall give consideration to the goal of promoting 

the participation of underrepresented minorities in re-

search areas supported by the Institute.’’
2011—Pub. L. 111–358, § 407(a), struck out ‘‘, in con-

junction with the National Academy of Sciences,’’ after 

‘‘The Institute’’. 
Pub. L. 111–358, § 406(b), inserted at end ‘‘In evaluating 

applications for fellowships under this section, the Di-

rector shall give consideration to the goal of promoting 

the participation of underrepresented minorities in re-

search areas supported by the Institute.’’
2007—Pub. L. 110–69 substituted ‘‘nor more than 120 

new fellows’’ for ‘‘nor more than 60 new fellows’’. 
1996—Pub. L. 104–113 inserted ‘‘, subject to the avail-

ability of appropriations,’’ after ‘‘post-doctoral fellow-

ship program’’ and substituted ‘‘nor more than 60’’ for 

‘‘nor more than forty’’. 
1988—Pub. L. 100–418 substituted ‘‘Institute’’ for ‘‘Na-

tional Bureau of Standards’’. 

EFFECTIVE DATE 

Pub. L. 99–574, § 8(b), Oct. 28, 1986, 100 Stat. 3238, pro-

vided that: ‘‘The amendments made by subsection (a) 

[enacting this section] shall be effective October 1, 

1987.’’

SAVINGS CLAUSE FOR POST-DOCTORAL FELLOWSHIP 

PROGRAM 

Pub. L. 114–329, title III, § 306(d)(2), Jan. 6, 2017, 130 

Stat. 3010, provided that: ‘‘The amendment made by 

subsection (c) of this section [amending this section] 

shall not affect any award of a post-doctoral fellowship 

or other form of financial assistance made under sec-

tion 19 of the National Institute of Standards and Tech-

nology Act (15 U.S.C. 278g–2) before the date of enact-

ment of this Act [Jan. 6, 2017]. Such awards shall con-

tinue to be subject to the requirements to which such 

funds were subject under that section before the date of 

enactment of this Act.’’

§ 278g–2a. Teacher science and technology en-
hancement Institute program 

(a) Establishment 

The Director shall establish within the Insti-
tute a teacher science and technology enhance-

ment program to provide for professional devel-
opment of mathematics and science teachers of 
elementary, middle, and secondary schools (as 
those terms are defined by the Director), includ-
ing providing for the improvement of those 
teachers with respect to the understanding of 
science and the impacts of science on commerce. 

(b) Areas of focus 

In carrying out the program under this sec-
tion, the Director shall focus on the areas of—

(1) scientific measurements; 
(2) tests and standards development; 
(3) industrial competitiveness and quality; 
(4) manufacturing; 
(5) technology transfer; and 
(6) any other area of expertise of the Insti-

tute that the Director determines to be appro-
priate. 

(c) Procedures and selection criteria 

The Director shall develop and issue proce-
dures and selection criteria for participants in 
the program. The Director shall give special 
consideration to an application from a teacher 
from a high-need school, as defined in section 
1021 of title 20. 

(d) Scheduling 

The program under this section shall be con-
ducted on an annual basis during the summer 
months, during the period of time when a major-
ity of elementary, middle, and secondary 
schools have not commenced a school year. 

(e) Means of accomplishing goals 

The program shall provide for teachers’ par-
ticipation in activities at the laboratory facili-
ties of the Institute, or shall utilize other means 
of accomplishing the goals of the program as de-
termined by the Director, which may include 
the Internet, video conferencing and recording, 
and workshops and conferences. 

(Mar. 3, 1901, ch. 872, § 19A, as added Pub. L. 
105–309, § 7, Oct. 30, 1998, 112 Stat. 2937; amended 
Pub. L. 111–358, title IV, § 406(c), Jan. 4, 2011, 124 
Stat. 4004.) 

AMENDMENTS 

2011—Subsec. (c). Pub. L. 111–358 inserted at end ‘‘The 

Director shall give special consideration to an applica-

tion from a teacher from a high-need school, as defined 

in section 1021 of title 20.’’

§ 278g–3. Computer standards program 

(a) In general 

The Institute shall—
(1) have the mission of developing standards, 

guidelines, and associated methods and tech-
niques for information systems; 

(2) develop standards and guidelines, includ-
ing minimum requirements, for information 
systems used or operated by an agency or by 
a contractor of an agency or other organiza-
tion on behalf of an agency, other than na-
tional security systems (as defined in section 
3552(b)(5) 1 of title 44); 

(3) develop standards and guidelines, includ-
ing minimum requirements, for providing ade-
quate information security for all agency op-
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erations and assets, but such standards and 
guidelines shall not apply to national security 
systems; 

(4) carry out the responsibilities described in 
paragraph (3) through the Computer Security 
Division; and 

(5) identify and develop standards and guide-
lines for improving the cybersecurity work-
force for an agency as part of the National Ini-
tiative for Cybersecurity Education (NICE) 
Cybersecurity Workforce Framework (NIST 
Special Publication 800–181), or successor 
framework. 

(b) Minimum requirements for standards and 
guidelines 

The standards and guidelines required by sub-
section (a) shall include, at a minimum—

(1)(A) standards to be used by all agencies to 
categorize all information and information 
systems collected or maintained by or on be-
half of each agency based on the objectives of 
providing appropriate levels of information se-
curity according to a range of risk levels; 

(B) guidelines recommending the types of in-
formation and information systems to be in-
cluded in each such category; and 

(C) minimum information security require-
ments for information and information sys-
tems in each such category; 

(2) a definition of and guidelines concerning 
detection and handling of information secu-
rity incidents; and 

(3) guidelines developed in coordination with 
the National Security Agency for identifying 
an information system as a national security 
system consistent with applicable require-
ments for national security systems, issued in 
accordance with law and as directed by the 
President. 

(c) Development of standards and guidelines 

In developing standards and guidelines re-
quired by subsections (a) and (b), the Institute 
shall—

(1) consult with other agencies and offices 
(including, but not limited to, the Director of 
the Office of Management and Budget, the De-
partments of Defense and Energy, the Na-
tional Security Agency, the Government Ac-
countability Office, and the Secretary of 
Homeland Security) to assure—

(A) use of appropriate information secu-
rity policies, procedures, and techniques, in 
order to improve information security and 
avoid unnecessary and costly duplication of 
effort; and 

(B) that such standards and guidelines are 
complementary with standards and guide-
lines employed for the protection of national 
security systems and information contained 
in such systems;

(2) provide the public with an opportunity to 
comment on proposed standards and guide-
lines; 

(3) submit to the Director of the Office of 
Management and Budget for promulgation 
under section 11331 of title 40—

(A) standards, as required under subsection 
(b)(1)(A), no later than 12 months after No-
vember 25, 2002; and 

(B) minimum information security re-
quirements for each category, as required 
under subsection (b)(1)(C), no later than 36 
months after November 25, 2002;

(4) issue guidelines as required under sub-
section (b)(1)(B), no later than 18 months after 
November 25, 2002; 

(5) ensure that such standards and guidelines 
do not require specific technological solutions 
or products, including any specific hardware 
or software security solutions; 

(6) ensure that such standards and guidelines 
provide for sufficient flexibility to permit al-
ternative solutions to provide equivalent lev-
els of protection for identified information se-
curity risks; and 

(7) use flexible, performance-based standards 
and guidelines that, to the greatest extent 
possible, permit the use of off-the-shelf com-
mercially developed information security 
products. 

(d) Information security functions 

The Institute shall—
(1) submit standards developed pursuant to 

subsection (a), along with recommendations as 
to the extent to which these should be made 
compulsory and binding, to the Director of the 
Office of Management and Budget for promul-
gation under section 11331 of title 40; 

(2) provide assistance to agencies regard-
ing—

(A) compliance with the standards and 
guidelines developed under subsection (a); 

(B) detecting and handling information se-
curity incidents; and 

(C) information security policies, proce-
dures, and practices;

(3) conduct research and analysis—
(A) to determine the nature and extent of 

information security vulnerabilities and 
techniques for providing cost-effective infor-
mation security; 

(B) to review and determine prevalent in-
formation security challenges and defi-
ciencies identified by agencies or the Insti-
tute, including any challenges or defi-
ciencies described in any of the annual re-
ports under section 3553 or 3554 of title 44, 
and in any of the reports and the inde-
pendent evaluations under section 3555 of 
that title, that may undermine the effective-
ness of agency information security pro-
grams and practices; and 

(C) to evaluate the effectiveness and suffi-
ciency of, and challenges to, Federal agen-
cies’ implementation of standards and guide-
lines developed under this section and poli-
cies and standards promulgated under sec-
tion 11331 of title 40;

(4) develop and periodically revise perform-
ance indicators and measures for agency infor-
mation security policies and practices; 

(5) evaluate private sector information secu-
rity policies and practices and commercially 
available information technologies to assess 
potential application by agencies to strength-
en information security; 

(6) evaluate security policies and practices 
developed for national security systems to as-
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2 So in original. Probably should be ‘‘3552(b)(3)’’. 
3 So in original. ‘‘Such title’’ probably means title 44. 

sess potential application by agencies to 
strengthen information security; 

(7) periodically assess the effectiveness of 
standards and guidelines developed under this 
section and undertake revisions as appro-
priate; 

(8) solicit and consider the recommendations 
of the Information Security and Privacy Advi-
sory Board, established by section 278g–4 of 
this title, regarding standards and guidelines 
developed under subsection (a) and submit 
such recommendations to the Director of the 
Office of Management and Budget with such 
standards submitted to the Director; and 

(9) prepare an annual public report on activi-
ties undertaken in the previous year, and 
planned for the coming year, to carry out re-
sponsibilities under this section. 

(e) Intramural security research 

As part of the research activities conducted in 
accordance with subsection (d)(3), the Institute 
shall, to the extent practicable and appro-
priate—

(1) conduct a research program to develop a 
unifying and standardized identity, privilege, 
and access control management framework for 
the execution of a wide variety of resource 
protection policies and that is amenable to 
implementation within a wide variety of exist-
ing and emerging computing environments; 

(2) carry out research associated with im-
proving the security of information systems 
and networks; 

(3) carry out research associated with im-
proving the testing, measurement, usability, 
and assurance of information systems and net-
works; 

(4) carry out research associated with im-
proving security of industrial control systems; 

(5) carry out research associated with im-
proving the security and integrity of the infor-
mation technology supply chain; and 

(6) carry out any additional research the In-
stitute determines appropriate. 

(f) Definitions 

As used in this section—
(1) the term ‘‘agency’’ has the same meaning 

as provided in section 3502(1) of title 44; 
(2) the term ‘‘information security’’ has the 

same meaning as provided in section 
3552(b)(2) 2 of such title; 

(3) the term ‘‘information system’’ has the 
same meaning as provided in section 3502(8) of 
such title; 

(4) the term ‘‘information technology’’ has 
the same meaning as provided in section 11101 
of title 40; and 

(5) the term ‘‘national security system’’ has 
the same meaning as provided in section 
3552(b)(5) 1 of such title.3 

(Mar. 3, 1901, ch. 872, § 20, as added Pub. L. 
100–235, § 3(2), Jan. 8, 1988, 101 Stat. 1724; amended 
Pub. L. 100–418, title V, § 5115(a)(1), Aug. 23, 1988, 
102 Stat. 1433; Pub. L. 104–106, div. E, title LVI, 
§ 5607(a), Feb. 10, 1996, 110 Stat. 701; Pub. L. 
105–85, div. A, title X, § 1073(h)(1), Nov. 18, 1997, 

111 Stat. 1906; Pub. L. 107–296, title X, § 1003, Nov. 
25, 2002, 116 Stat. 2269; Pub. L. 107–305, §§ 8(b), 9, 
10, Nov. 27, 2002, 116 Stat. 2378, 2379; Pub. L. 
107–347, title III, § 303, Dec. 17, 2002, 116 Stat. 2957; 
Pub. L. 108–271, § 8(b), July 7, 2004, 118 Stat. 814; 
Pub. L. 113–274, title II, § 204, Dec. 18, 2014, 128 
Stat. 2980; Pub. L. 113–283, § 2(e)(4), Dec. 18, 2014, 
128 Stat. 3087; Pub. L. 114–329, title I, § 104(b)(3), 
Jan. 6, 2017, 130 Stat. 2976; Pub. L. 116–283, div. H, 
title XCIV, § 9402(a), Jan. 1, 2021, 134 Stat. 4810.) 

CODIFICATION 

November 25, 2002, referred to in subsec. (c)(3) and (4), 

was in the original ‘‘the date of the enactment of this 

section’’ in subsec. (c)(3) and ‘‘the date of the enact-

ment of this Act’’ in subsec. (c)(4), which were trans-

lated as meaning the date of enactment of Pub. L. 

107–296, which enacted the text of this section, to re-

flect the probable intent of Congress. 

PRIOR PROVISIONS 

A prior section 20 of act Mar. 3, 1901, ch. 872, was re-

numbered section 32 and is classified to section 278q of 

this title. 

AMENDMENTS 

2021—Subsec. (a)(5). Pub. L. 116–283 added par. (5). 
2017—Subsec. (d)(3). Pub. L. 114–329 amended par. (3) 

generally. Prior to amendment, par. (3) read as follows: 

‘‘conduct research, as needed, to determine the nature 

and extent of information security vulnerabilities and 

techniques for providing cost-effective information se-

curity;’’. 
2014—Subsec. (a)(2). Pub. L. 113–283, § 2(e)(4)(A), sub-

stituted ‘‘section 3552(b)(5)’’ for ‘‘section 3532(b)(2)’’. 
Subsec. (e). Pub. L. 113–274, § 204(2), added subsec. (e). 

Former subsec. (e) redesignated (f). 
Subsec. (f). Pub. L. 113–283, § 2(e)(4)(B), which directed 

amendment of subsec. (e) by substituting ‘‘section 

3552(b)(2)’’ for ‘‘section 3532(1)’’ in par. (2) and ‘‘section 

3552(b)(5)’’ for ‘‘section 3532(b)(2)’’ in par. (5), was exe-

cuted to pars. (2) and (5), respectively, of subsec. (f), to 

reflect the probable intent of Congress and the redesig-

nation of subsec. (e) as (f) by Pub. L. 113–274, § 204(1). 

See below. 
Pub. L. 113–274, § 204(1), redesignated subsec. (e) as (f). 
2004—Subsec. (c)(1). Pub. L. 108–271 substituted ‘‘Gov-

ernment Accountability Office’’ for ‘‘General Account-

ing Office’’. 
2002—Pub. L. 107–296 added text of section and struck 

out former text, as added by Pub. L. 107–347, which 

read: 
‘‘(a) IN GENERAL.—The Institute shall—

‘‘(1) have the mission of developing standards, 

guidelines, and associated methods and techniques 

for information systems; 
‘‘(2) develop standards and guidelines, including 

minimum requirements, for information systems 

used or operated by an agency or by a contractor of 

an agency or other organization on behalf of an agen-

cy, other than national security systems (as defined 

in section 3542(b)(2) of title 44); and 
‘‘(3) develop standards and guidelines, including 

minimum requirements, for providing adequate infor-

mation security for all agency operations and assets, 

but such standards and guidelines shall not apply to 

national security systems. 
‘‘(b) MINIMUM REQUIREMENTS FOR STANDARDS AND 

GUIDELINES.—The standards and guidelines required by 

subsection (a) of this section shall include, at a min-

imum—
‘‘(1)(A) standards to be used by all agencies to cat-

egorize all information and information systems col-

lected or maintained by or on behalf of each agency 

based on the objectives of providing appropriate lev-

els of information security according to a range of 

risk levels; 
‘‘(B) guidelines recommending the types of informa-

tion and information systems to be included in each 

such category; and 
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‘‘(C) minimum information security requirements 

for information and information systems in each such 

category; 
‘‘(2) a definition of and guidelines concerning detec-

tion and handling of information security incidents; 

and 
‘‘(3) guidelines developed in conjunction with the 

Department of Defense, including the National Secu-

rity Agency, for identifying an information system as 

a national security system consistent with applicable 

requirements for national security systems, issued in 

accordance with law and as directed by the President. 
‘‘(c) DEVELOPMENT OF STANDARDS AND GUIDELINES.—

In developing standards and guidelines required by sub-

sections (a) and (b) of this section, the Institute shall—
‘‘(1) consult with other agencies and offices and the 

private sector (including the Director of the Office of 

Management and Budget, the Departments of Defense 

and Energy, the National Security Agency, the Gen-

eral Accounting Office, and the Secretary of Home-

land Security) to assure—
‘‘(A) use of appropriate information security poli-

cies, procedures, and techniques, in order to im-

prove information security and avoid unnecessary 

and costly duplication of effort; and 
‘‘(B) that such standards and guidelines are com-

plementary with standards and guidelines employed 

for the protection of national security systems and 

information contained in such systems; 
‘‘(2) provide the public with an opportunity to com-

ment on proposed standards and guidelines; 
‘‘(3) submit to the Secretary of Commerce for pro-

mulgation under section 11331 of title 40—
‘‘(A) standards, as required under subsection 

(b)(1)(A) of this section, no later than 12 months 

after December 17, 2002; and 
‘‘(B) minimum information security requirements 

for each category, as required under subsection 

(b)(1)(C) of this section, no later than 36 months 

after December 17, 2002; 
‘‘(4) issue guidelines as required under subsection 

(b)(1)(B) of this section, no later than 18 months after 

December 17, 2002; 
‘‘(5) to the maximum extent practicable, ensure 

that such standards and guidelines do not require the 

use or procurement of specific products, including 

any specific hardware or software; 
‘‘(6) to the maximum extent practicable, ensure 

that such standards and guidelines provide for suffi-

cient flexibility to permit alternative solutions to 

provide equivalent levels of protection for identified 

information security risks; and 
‘‘(7) to the maximum extent practicable, use flexi-

ble, performance-based standards and guidelines that 

permit the use of off-the-shelf commercially devel-

oped information security products. 
‘‘(d) INFORMATION SECURITY FUNCTIONS.—The Insti-

tute shall—
‘‘(1) submit standards developed pursuant to sub-

section (a) of this section, along with recommenda-

tions as to the extent to which these should be made 

compulsory and binding, to the Secretary of Com-

merce for promulgation under section 11331 of title 40; 
‘‘(2) provide technical assistance to agencies, upon 

request, regarding—
‘‘(A) compliance with the standards and guide-

lines developed under subsection (a) of this section; 
‘‘(B) detecting and handling information security 

incidents; and 
‘‘(C) information security policies, procedures, 

and practices; 
‘‘(3) conduct research, as needed, to determine the 

nature and extent of information security 

vulnerabilities and techniques for providing cost-ef-

fective information security; 
‘‘(4) develop and periodically revise performance in-

dicators and measures for agency information secu-

rity policies and practices; 
‘‘(5) evaluate private sector information security 

policies and practices and commercially available in-

formation technologies to assess potential applica-

tion by agencies to strengthen information security; 
‘‘(6) assist the private sector, upon request, in using 

and applying the results of activities under this sec-

tion; 
‘‘(7) evaluate security policies and practices devel-

oped for national security systems to assess potential 

application by agencies to strengthen information se-

curity; 
‘‘(8) periodically assess the effectiveness of stand-

ards and guidelines developed under this section and 

undertake revisions as appropriate; 
‘‘(9) solicit and consider the recommendations of 

the Information Security and Privacy Advisory 

Board, established by section 278g–4 of this title, re-

garding standards and guidelines developed under 

subsection (a) of this section and submit such rec-

ommendations to the Secretary of Commerce with 

such standards submitted to the Secretary; and 
‘‘(10) prepare an annual public report on activities 

undertaken in the previous year, and planned for the 

coming year, to carry out responsibilities under this 

section. 
‘‘(e) DEFINITIONS.—As used in this section—

‘‘(1) the term ‘agency’ has the same meaning as pro-

vided in section 3502(1) of title 44; 
‘‘(2) the term ‘information security’ has the same 

meaning as provided in section 3542(b)(1) of such title; 
‘‘(3) the term ‘information system’ has the same 

meaning as provided in section 3502(8) of such title; 
‘‘(4) the term ‘information technology’ has the 

same meaning as provided in section 11101 of title 40; 

and 
‘‘(5) the term ‘national security system’ has the 

same meaning as provided in section 3542(b)(2) of title 

44. 
‘‘(f) AUTHORIZATION OF APPROPRIATIONS.—There are 

authorized to be appropriated to the Secretary of Com-

merce $20,000,000 for each of fiscal years 2003, 2004, 2005, 

2006, and 2007 to enable the National Institute of Stand-

ards and Technology to carry out the provisions of this 

section.’’
Pub. L. 107–347 added text of section and struck out 

former text which read as follows: 
‘‘(a) The Institute shall—

‘‘(1) have the mission of developing standards, 

guidelines, and associated methods and techniques 

for computer systems; 
‘‘(2) except as described in paragraph (3) of this sub-

section (relating to security standards), develop uni-

form standards and guidelines for Federal computer 

systems, except those systems excluded by section 

2315 of title 10 or section 3502(9) of title 44; 
‘‘(3) have responsibility within the Federal Govern-

ment for developing technical, management, phys-

ical, and administrative standards and guidelines for 

the cost-effective security and privacy of sensitive in-

formation in Federal computer systems except—
‘‘(A) those systems excluded by section 2315 of 

title 10 or section 3502(9) of title 44; and 
‘‘(B) those systems which are protected at all 

times by procedures established for information 

which has been specifically authorized under cri-

teria established by an Executive order or an Act of 

Congress to be kept secret in the interest of na-

tional defense or foreign policy, 
the primary purpose of which standards and guidelines 

shall be to control loss and unauthorized modification 

or disclosure of sensitive information in such systems 

and to prevent computer-related fraud and misuse; 
‘‘(4) submit standards and guidelines developed pur-

suant to paragraphs (2) and (3) of this subsection, 

along with recommendations as to the extent to 

which these should be made compulsory and binding, 

to the Secretary of Commerce for promulgation 

under section 1441 of title 40; 
‘‘(5) develop guidelines for use by operators of Fed-

eral computer systems that contain sensitive infor-

mation in training their employees in security 

awareness and accepted security practice, as required 

by section 5 of the Computer Security Act of 1987; and 
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‘‘(6) develop validation procedures for, and evaluate 

the effectiveness of, standards and guidelines devel-

oped pursuant to paragraphs (1), (2), and (3) of this 

subsection through research and liaison with other 

government and private agencies. 
‘‘(b) In fulfilling subsection (a) of this section, the In-

stitute is authorized—
‘‘(1) to assist the private sector, upon request, in 

using and applying the results of the programs and 

activities under this section; 
‘‘(2) as requested, to provide to operators of Federal 

computer systems technical assistance in imple-

menting the standards and guidelines promulgated 

pursuant to section 1441 of title 40; 
‘‘(3) to assist, as appropriate, the Office of Per-

sonnel Management in developing regulations per-

taining to training, as required by section 5 of the 

Computer Security Act of 1987; 
‘‘(4) to perform research and to conduct studies, as 

needed, to determine the nature and extent of the 

vulnerabilities of, and to devise techniques for the 

cost-effective security and privacy of sensitive infor-

mation in Federal computer systems; and 
‘‘(5) to coordinate closely with other agencies and 

offices (including, but not limited to, the Depart-

ments of Defense and Energy, the National Security 

Agency, the General Accounting Office, the Office of 

Technology Assessment, and the Office of Manage-

ment and Budget)—
‘‘(A) to assure maximum use of all existing and 

planned programs, materials, studies, and reports 

relating to computer systems security and privacy, 

in order to avoid unnecessary and costly duplica-

tion of effort; and 
‘‘(B) to assure, to the maximum extent feasible, 

that standards developed pursuant to subsection 

(a)(3) and (5) of this section are consistent and com-

patible with standards and procedures developed for 

the protection of information in Federal computer 

systems which is authorized under criteria estab-

lished by Executive order or an Act of Congress to 

be kept secret in the interest of national defense or 

foreign policy. 
‘‘(c) For the purposes of—

‘‘(1) developing standards and guidelines for the 

protection of sensitive information in Federal com-

puter systems under subsections (a)(1) and (a)(3) of 

this section, and 
‘‘(2) performing research and conducting studies 

under subsection (b)(5) of this section, 
the Institute shall draw upon computer system tech-

nical security guidelines developed by the National Se-

curity Agency to the extent that the Institute deter-

mines that such guidelines are consistent with the re-

quirements for protecting sensitive information in Fed-

eral computer systems. 
‘‘(d) As used in this section—

‘‘(1) the term ‘computer system’—
‘‘(A) means any equipment or interconnected sys-

tem or subsystems of equipment that is used in the 

automatic acquisition, storage, manipulation, man-

agement, movement, control, display, switching, 

interchange, transmission, or reception, of data or 

information; and 
‘‘(B) includes—

‘‘(i) computers and computer networks; 
‘‘(ii) ancillary equipment; 
‘‘(iii) software, firmware, and similar proce-

dures; 
‘‘(iv) services, including support services; and 
‘‘(v) related resources; 

‘‘(2) the term ‘Federal computer system’ means a 

computer system operated by a Federal agency or by 

a contractor of a Federal agency or other organiza-

tion that processes information (using a computer 

system) on behalf of the Federal Government to ac-

complish a Federal function; 
‘‘(3) the term ‘operator of a Federal computer sys-

tem’ means a Federal agency, contractor of a Federal 

agency, or other organization that processes informa-

tion using a computer system on behalf of the Fed-

eral Government to accomplish a Federal function; 
‘‘(4) the term ‘sensitive information’ means any in-

formation, the loss, misuse, or unauthorized access to 

or modification of which could adversely affect the 

national interest or the conduct of Federal programs, 

or the privacy to which individuals are entitled under 

section 552a of title 5 (the Privacy Act), but which 

has not been specifically authorized under criteria es-

tablished by an Executive order or an Act of Congress 

to be kept secret in the interest of national defense 

or foreign policy; and 
‘‘(5) the term ‘Federal agency’ has the meaning 

given such term by section 472(b) of title 40. 
‘‘(e) INTRAMURAL SECURITY RESEARCH.—As part of the 

research activities conducted in accordance with sub-

section (b)(4) of this section, the Institute shall—
‘‘(1) conduct a research program to address emerg-

ing technologies associated with assembling a 

networked computer system from components while 

ensuring it maintains desired security properties; 
‘‘(2) carry out research associated with improving 

the security of real-time computing and communica-

tions systems for use in process control; and 
‘‘(3) carry out multidisciplinary, long-term, high-

risk research on ways to improve the security of com-

puter systems. 
‘‘(f) AUTHORIZATION OF APPROPRIATIONS.—There are 

authorized to be appropriated to the Secretary 

$1,060,000 for fiscal year 2003 and $1,090,000 for fiscal 

year 2004 to enable the Computer System Security and 

Privacy Advisory Board, established by section 278g–4 

of this title, to identify emerging issues, including re-

search needs, related to computer security, privacy, 

and cryptography and, as appropriate, to convene pub-

lic meetings on those subjects, receive presentations, 

and publish reports, digests, and summaries for public 

distribution on those subjects.’’
Subsec. (d)(1)(B)(i). Pub. L. 107–305, § 8(b), substituted 

‘‘computers and computer networks’’ for ‘‘computers’’. 
Subsecs. (e), (f). Pub. L. 107–305, §§ 9, 10, added subsecs. 

(e) and (f). 
1997—Subsecs. (a)(4), (b)(2). Pub. L. 105–85 made tech-

nical amendment to reference in original act which ap-

pears in text as reference to section 1441 of title 40. 
1996—Subsec. (a)(2), (3)(A). Pub. L. 104–106, 

§ 5607(a)(1)(A), substituted ‘‘section 3502(9) of title 44’’ 

for ‘‘section 3502(2) of title 44’’. 
Subsec. (a)(4). Pub. L. 104–106, § 5607(a)(1)(B), sub-

stituted ‘‘section 1441 of title 40’’ for ‘‘section 759(d) of 

title 40’’. 
Subsec. (b)(2). Pub. L. 104–106, § 5607(a)(2)(A), (C), re-

designated par. (3) as (2) and struck out former par. (2) 

which read as follows: ‘‘to make recommendations, as 

appropriate, to the Administrator of General Services 

on policies and regulations proposed pursuant to sec-

tion 1441 of title 40;’’. 
Subsec. (b)(3). Pub. L. 104–106, § 5607(a)(2)(C), redesig-

nated par. (4) as (3). Former par. (3) redesignated (2). 
Pub. L. 104–106, § 5607(a)(2)(B), substituted ‘‘section 

1441 of title 40’’ for ‘‘section 759(d) of title 40’’. 
Subsec. (b)(4) to (6). Pub. L. 104–106, § 5607(a)(2)(C), re-

designated pars. (4) to (6) as (3) to (5), respectively. 
Subsec. (d)(1)(B)(v). Pub. L. 104–106, § 5607(a)(3)(A), 

struck out ‘‘as defined by regulations issued by the Ad-

ministrator for General Services pursuant to section 

759 of title 40’’ after ‘‘related resources’’. 
Subsec. (d)(2). Pub. L. 104–106, § 5607(a)(3)(B), sub-

stituted ‘‘system’ ’’ for ‘‘system’—’’, struck out ‘‘(A)’’ 

before ‘‘means’’, substituted ‘‘function;’’ for ‘‘function; 

and’’, and struck out subpar. (B) which read as follows: 

‘‘includes automatic data processing equipment as that 

term is defined in section 759(a)(2) of title 40;’’. 
1988—Pub. L. 100–418 substituted ‘‘Institute’’ for ‘‘Na-

tional Bureau of Standards’’ in introductory provisions 

of subsecs. (a) and (b) and wherever appearing in clos-

ing provisions of subsec. (c). 

EFFECTIVE DATE OF 2002 AMENDMENTS 

Amendment by Pub. L. 107–347 effective Dec. 17, 2002, 

see section 402(b) of Pub. L. 107–347, set out as a note 
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under section 3504 of Title 44, Public Printing and Doc-

uments. 

Amendment by Pub. L. 107–296 effective 60 days after 

Nov. 25, 2002, see section 4 of Pub. L. 107–296, set out as 

an Effective Date note under section 101 of Title 6, Do-

mestic Security. 

EFFECTIVE DATE OF 1996 AMENDMENT 

Amendment by Pub. L. 104–106 effective 180 days after 

Feb. 10, 1996, see section 5701 of Pub. L. 104–106, Feb. 10, 

1996, 110 Stat. 702. 

PUBLICATION OF STANDARDS AND GUIDELINES ON 

CYBERSECURITY AWARENESS 

Pub. L. 116–283, div. H, title XCIV, § 9402(b), Jan. 1, 

2021, 134 Stat. 4810, provided that: ‘‘Not later than three 

years after the date of the enactment of this Act [Jan. 

1, 2021] and pursuant to section 20 of the National Insti-

tute of Standards and Technology Act (15 U.S.C. 

278g–3), the Director of the National Institute of Stand-

ards and Technology shall publish standards and guide-

lines for improving cybersecurity awareness of employ-

ees and contractors of Federal agencies.’’

§ 278g–3a. Definitions 

In this Act: 

(1) Agency 

The term ‘‘agency’’ has the meaning given 
that term in section 3502 of title 44. 

(2) Director of OMB 

The term ‘‘Director of OMB’’ means the Di-
rector of the Office of Management and Budg-
et. 

(3) Director of the Institute 

The term ‘‘Director of the Institute’’ means 
the Director of the National Institute of 
Standards and Technology. 

(4) Information system 

The term ‘‘information system’’ has the 
meaning given that term in section 3502 of 
title 44. 

(5) National security system 

The term ‘‘national security system’’ has 
the meaning given that term in section 
3552(b)(6) of title 44. 

(6) Operational technology 

The term ‘‘operational technology’’ means 
hardware and software that detects or causes 
a change through the direct monitoring or 
control of physical devices, processes, and 
events in the enterprise. 

(7) Secretary 

The term ‘‘Secretary’’ means the Secretary 
of Homeland Security. 

(8) Security vulnerability 

The term ‘‘security vulnerability’’ has the 
meaning given that term in section 1501(17) of 
title 6. 

(Pub. L. 116–207, § 3, Dec. 4, 2020, 134 Stat. 1001.) 

REFERENCES IN TEXT 

This Act, referred to in text, is Pub. L. 116–207, Dec. 

4, 2020, 134 Stat. 1001, known as the Internet of Things 

Cybersecurity Improvement Act of 2020 and also as the 

IoT Cybersecurity Improvement Act of 2020, which en-

acted this section and sections 278g–3b to 278g–3e of this 

title and provisions set out as notes under this section 

and section 271 of this title. For complete classification 

of this Act to the Code, see Short Title of 2020 Amend-

ment note set out under section 271 of this title and Ta-

bles. 

CODIFICATION 

Section was enacted as part of the Internet of Things 

Cybersecurity Improvement Act of 2020, also known as 

the IoT Cybersecurity Improvement Act of 2020, and 

not as part of the National Institute of Standards and 

Technology Act which comprises this chapter. 

SENSE OF CONGRESS 

Pub. L. 116–207, § 2, Dec. 4, 2020, 134 Stat. 1001, provided 

that: ‘‘It is the sense of Congress that—

‘‘(1) ensuring the highest level of cybersecurity at 

agencies in the executive branch is the responsibility 

of the President, followed by the Director of the Of-

fice of Management and Budget, the Secretary of 

Homeland Security, and the head of each such agen-

cy; 

‘‘(2) this responsibility is to be carried out by work-

ing collaboratively within and among agencies in the 

executive branch, industry, and academia; 

‘‘(3) the strength of the cybersecurity of the Fed-

eral Government and the positive benefits of digital 

technology transformation depend on proactively ad-

dressing cybersecurity throughout the acquisition 

and operation of Internet of Things devices by the 

Federal Government; and 

‘‘(4) consistent with the second draft National Insti-

tute for Standards and Technology Interagency or In-

ternal Report 8259 titled ‘Recommendations for IoT 

Device Manufacturers: Foundational Activities and 

Core Device Cybersecurity Capability Baseline’, pub-

lished in January 2020, Internet of Things devices are 

devices that—

‘‘(A) have at least one transducer (sensor or actu-

ator) for interacting directly with the physical 

world, have at least one network interface, and are 

not conventional Information Technology devices, 

such as smartphones and laptops, for which the 

identification and implementation of cybersecurity 

features is already well understood; and 

‘‘(B) can function on their own and are not only 

able to function when acting as a component of an-

other device, such as a processor.’’

§ 278g–3b. Security standards and guidelines for 
agencies on use and management of Internet 
of Things devices 

(a) National Institute of Standards and Tech-
nology development of standards and guide-
lines for use of Internet of Things devices by 
agencies 

(1) In general 

Not later than 90 days after December 4, 
2020, the Director of the Institute shall develop 
and publish under section 278g–3 of this title 
standards and guidelines for the Federal Gov-
ernment on the appropriate use and manage-
ment by agencies of Internet of Things devices 
owned or controlled by an agency and con-
nected to information systems owned or con-
trolled by an agency, including minimum in-
formation security requirements for managing 
cybersecurity risks associated with such de-
vices. 

(2) Consistency with ongoing efforts 

The Director of the Institute shall ensure 
that the standards and guidelines developed 
under paragraph (1) are consistent with the ef-
forts of the National Institute of Standards 
and Technology in effect on December 4, 2020—

(A) regarding—
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