§3371b

not later than 180 days before such election, an
assessment of security vulnerabilities of State
election systems; and
(2) not later than 180 days before any regu-
larly scheduled Federal election occurring
after December 31, 2018, submit a report on
such security vulnerabilities and an assess-
ment of foreign intelligence threats to the
election to—
(A) congressional leadership; and
(B) the appropriate congressional commit-
tees.

(¢) Update

Not later than 90 days before any regularly
scheduled Federal election occurring after De-
cember 31, 2018, the Director of National Intel-
ligence shall—

(1) update the assessment of foreign intel-
ligence threats to that election; and
(2) submit the updated assessment to—
(A) congressional leadership; and
(B) the appropriate congressional commit-
tees.

(Pub. L. 116-92, div. E, title LXV, §6503, Dec. 20,
2019, 133 Stat. 2203.)

DEFINITIONS

For definitions of ‘‘congressional intelligence com-
mittees’” and ‘‘intelligence community”’, referred to in
text, see section 5003 of div. E of Pub. L. 116-92, set out
as a note under section 3003 of this title.

§3371b. Information sharing with State election
officials

(a) State defined

In this section, the term ‘“‘State’” means any
State of the United States, the District of Co-
lumbia, the Commonwealth of Puerto Rico, and
any territory or possession of the United States.

(b) Security clearances
(1) In general

Not later than 30 days after December 20,
2019, the Director of National Intelligence
shall support the Under Secretary of Home-
land Security for Intelligence and Analysis,
and any other official of the Department of
Homeland Security designated by the Sec-
retary of Homeland Security, in sponsoring a
security clearance up to the top secret level
for each eligible chief election official of a
State or the District of Columbia, and addi-
tional eligible designees of such election offi-
cial as appropriate, at the time that such elec-
tion official assumes such position.

(2) Interim clearances

Consistent with applicable policies and di-
rectives, the Director of National Intelligence
may issue interim clearances, for a period to
be determined by the Director, to a chief elec-
tion official as described in paragraph (1) and
up to one designee of such official under such
paragraph.

(c) Information sharing
(1) In general

The Director of National Intelligence shall
assist the Under Secretary of Homeland Secu-
rity for Intelligence and Analysis and the
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Under Secretary responsible for overseeing
critical infrastructure protection,
cybersecurity, and other related programs of
the Department (as specified in section
113(a)(1)(H) of title 6) with sharing any appro-
priate classified information related to threats
to election systems and to the integrity of the
election process with chief election officials
and such designees who have received a secu-
rity clearance under subsection (b).

(2) Coordination

The Under Secretary of Homeland Security
for Intelligence and Analysis shall coordinate
with the Director of National Intelligence and
the Under Secretary responsible for overseeing
critical infrastructure protection,
cybersecurity, and other related programs of
the Department (as specified in section
113(a)(1)(H) of title 6) to facilitate the sharing
of information to the affected Secretaries of
State or States.

(Pub. L. 116-92, div. E, title LXV, §6506, Dec. 20,
2019, 133 Stat. 2206.)

§3371c. Notification of significant foreign cyber
intrusions and active measures campaigns
directed at elections for Federal offices

(a) Definitions
In this section:
(1) Active measures campaign

The term ‘‘active measures campaign’’
means a foreign semi-covert or covert intel-
ligence operation.

(2) Candidate, election, and political party

The terms ‘“‘candidate’’, ‘‘election’’, and ‘‘po-
litical party” have the meanings given those
terms in section 30101 of title 52.

(3) Congressional leadership

The term ‘‘congressional leadership” in-
cludes the following:

(A) The majority leader of the Senate.

(B) The minority leader of the Senate.

(C) The Speaker of the House of Represent-
atives.

(D) The minority leader of the House of
Representatives.

(4) Cyber intrusion

The term ‘‘cyber intrusion’ means an elec-
tronic occurrence that actually or imminently
jeopardizes, without lawful authority, elec-
tronic election infrastructure, or the integ-
rity, confidentiality, or availability of infor-
mation within such infrastructure.

(5) Electronic election infrastructure

The term ‘‘electronic election infrastruc-
ture” means an electronic information system
of any of the following that is related to an
election for Federal office:

(A) The Federal Government.

(B) A State or local government.

(C) A political party.

(D) The election campaign of a candidate.

(6) Federal office

The term ‘“‘Federal office” has the meaning
given that term in section 30101 of title 52.
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