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(BE) an identification of any funds pro-
grammed or obligated by the department or
agency other than the Department on such
program or activity; and

(F) a timeline for the provision of such
support; and

(2) a period of 30 days elapses after the date
of the submittal of the notice pursuant to
paragraph (1).

(Added Pub. L. 114-328, div. A, title XII,
§1241(m), Dec. 23, 2016, 130 Stat. 2511; amended
Pub. L. 115-232, div. A, title XII, §1204(c)(1)(E),
Aug. 13, 2018, 132 Stat. 2017.)

Editorial Notes
AMENDMENTS

2018—Subsec. (d)(1)(B). Pub. L. 115-232 substituted
“including” for “‘include”.

§ 386. Annual report

(a) ANNUAL REPORT REQUIRED.—Not later than
January 31 of each year beginning in 2018, the
Secretary of Defense shall submit to the appro-
priate congressional committees a report that
sets forth, on a country-by-country basis, a de-
scription of each program carried out by the De-
partment of Defense under the authorities in
subsection (¢) to provide training, equipment, or
other assistance or reimbursement during the
fiscal year ending in the year before the year in
which such report is submitted.

(b) ELEMENTS OF REPORT.—Each report re-
quired under subsection (a) shall provide for
each program covered by such report, and for
the reporting period covered by such report, the
following:

(1) A description of the purpose, duration,
and type of the training, equipment, or assist-
ance or reimbursement provided, including
how the training, equipment, or assistance or
reimbursement provided advances the theater
security cooperation strategy of the combat-
ant command, as appropriate.

(2) The cost and expenditures of such train-
ing, equipment, or assistance or reimburse-
ment, including by type of support provided.

(3) A description of the metrics, if any, used
for assessing the effectiveness of such train-
ing, equipment, or assistance or reimburse-
ment provided.

(4) For each foreign country in which de-
fense articles, defense services, supplies (in-
cluding consumables), small-scale construc-
tion, or reimbursement were provided, a de-
scription of the extent of participation, if any,
by the military forces and security forces or
other government organizations of such for-
eign country.

(6) The number of members of the United
States armed forces involved in providing such
defense articles, defense services, supplies (in-
cluding consumables), and small-scale con-
struction, and, if applicable, a description of
the military benefits for such members in-
volved in providing such training, equipment,
or assistance.

(6) A summary, by authority, of the activi-
ties carried out under each authority specified
in subsection (c).
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(c) SPECIFIED AUTHORITIES.—The authorities
specified in this subsection are the following au-
thorities (or any successor authorities):

(1) Sections 246, 251, 2562, 253,1 321, 341, 344, 348,
349, and 350 of this title.

(2) Section 166a(b)(6) of this title, relating to
humanitarian and civic assistance by the com-
manders of the combatant commands.

(3) Section 168 of this title, relating to au-
thority—

(A) to provide assistance to nations of the
former Soviet Union as part of the Warsaw
Initiative Fund;

(B) to conduct the Defense Institution Re-
form Initiative; and

(C) to conduct a program to increase de-
fense institutional legal capacity through
the Defense Institute of International Legal
Studies.

(4) Section 2249c of this title, relating to au-
thority to use appropriated funds for costs as-
sociated with education and training of for-
eign officials under the Regional Defense Com-
bating Terrorism Fellowship Program.

(5) Section 2561 of this title, relating to au-
thority to provide humanitarian assistance.

(6) Section 1532, relating to the Afghanistan
Security Forces Fund.

(7) Section 1233 of the National Defense Au-
thorization Act for Fiscal Year 2008 (Public
Law 110-181; 122 Stat. 393), relating to author-
ity to reimburse certain coalition nations for
support provided to United States military op-
erations.

(8) Section 1234 of the National Defense Au-
thorization Act for Fiscal Year 2008 (122 Stat.
394), relating to authorization for logistical
support for coalition forces supporting certain
United States military operations.

(9) Section 1033 of the National Defense Au-
thorization Act for Fiscal Year 1998 (Public
Law 105-85; 111 Stat. 1881), relating to author-
ity to provide additional support for counter-
drug activities of Peru and Colombia.

(10) Section 1004 of the National Defense Au-
thorization Act for Fiscal Year 1991 (10 U.S.C.
374 note), relating to additional support for
counter-drug activities.

(11) Section 401 of this title, relating to hu-
manitarian and civic assistance provided in
conjunction with military operations.

(12) Section 1206 of the Carl Levin and How-
ard P. “Buck’” McKeon National Defense Au-
thorization Act for Fiscal Year 2015 (128 Stat.
35638; 10 U.S.C. 2282 note), relating to authority
to conduct human rights training of security
forces and associated security ministries of
foreign countries.

(13) Any other authority on assistance or re-
imbursement that the Secretary of Defense
considers appropriate and consistent with sub-
section (a).

(d) NONDUPLICATION OF EFFORT.—

(1) IN GENERAL.—Except as provided in para-
graph (2), if any information required under
subsection (a) has been included in another re-
port or notification previously submitted to
Congress by law, the Secretary of Defense may

1See References in Text note below.
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provide a list of such reports and notifications
at the time of submitting the report required
by subsection (a) in lieu of including such in-
formation in the report required by subsection
(a).

(2) EXCEPTION.—Paragraph (1) does not apply
with respect to information required under
subsection (a) that is required to be submitted
as described in paragraphs (1) and (2) of sub-
section (b).

(e) ForM.—Each report required under sub-
section (a) shall be submitted in unclassified
form, but may contain a classified annex that
may also include other sensitive information.

(Added and amended Pub. L. 114-328, div. A, title
XII, §§1246(d)(2)(A), 1251(a)—(f), Dec. 23, 2016, 130
Stat. 2521, 2529-2531; Pub. L. 115-232, div. A, title
XII, §1204(b)(1)(A), Aug. 13, 2018, 132 Stat. 2017.)

Editorial Notes
REFERENCES IN TEXT

Sections 246, 251, 252, and 253 of this title, referred to
in subsec. (c)(1), probably should be references to sec-
tions 311, 331, 332, and 333 of this title, respectively, as
they were prior to amendment by Pub. L. 115-232. See
2018 Amendment note below. Although there were sec-
tions 311, 331, 332, and 333 of this title that had been re-
numbered 246, 251, 252, and 253, the references in subsec.
(c)(1) should probably be to the current sections 311,
331, 332, and 333 and not to the ones that were renum-
bered.

Section 168 of this title, referred to in subsec. (¢)(3),
was repealed by Pub. L. 114-328, div. A, title XII,
§12563(a)(1)(A), Dec. 23, 2016, 130 Stat. 2532.

Section 2249c of this title, referred to in subsec. (¢)(4),
was renumbered section 345 of this title by Pub. L.
114-328, div. A, title XII, §1247(a), Dec. 23, 2016, 130 Stat.
2521.

Section 1532, referred to in subsec. (c)(6), is section
1532 of Pub. L. 113-291, div. A, title XV, Dec. 19, 2014, 128
Stat. 3613. Section 1532 consists of subsecs. (a) to (d).
Subsecs. (a) to (¢) of section 15632 are not classified to
the Code, and subsec. (d) of section 1532 amended sec-
tion 15631(d) of Pub. L. 113-66, which is set out as a note
under section 2302 of this title.

Section 1233 of the National Defense Authorization
Act for Fiscal Year 2008, referred to in subsec. (¢)(7), is
section 1233 of Pub. L. 110-181, div. A, title XII, Jan. 28,
2008, 122 Stat. 393, which is not classified to the Code.

Section 1234 of the National Defense Authorization
Act for Fiscal Year 2008, referred to in subsec. (¢)(8), is
section 1234 of Pub. L. 110-181, div. A, title XII, Jan. 28,
2008, 122 Stat. 394, which is not classified to the Code.

Section 1033 of the National Defense Authorization
Act for Fiscal Year 1998, referred to in subsec. (¢)(9), is
section 1033 of Pub. L. 105-85, div. A, title X, Nov. 18,
1997, 111 Stat. 1881, which is not classified to the Code.

Section 1004 of the National Defense Authorization
Act for Fiscal Year 1991 (10 U.S.C. 374 note), referred to
in subsec. (¢)(10), is section 1004 of Pub. L. 101-510, div.
A, title X, Nov. 5, 1990, 104 Stat. 1629, which was set out
as a note under section 374 of this title, prior to repeal
by Pub. L. 114-328, div. A, title X, §1011(b), Dec. 23, 2016,
130 Stat. 2385. See section 284 of this title.

Section 1206 of the Carl Levin and Howard P. ‘“‘Buck”
McKeon National Defense Authorization Act for Fiscal
Year 2015, referred to in subsec. (¢)(12), is section 1206
of Pub. L. 113-291, which is set out as a note under sec-
tion 2282 of this title.

CODIFICATION

Text of section, as added by Pub. L. 114-328, is based
on text of subsecs. (a) to (e) of section 1211 of Pub. L.
113-291, div. A, title XII, Dec. 19, 2014, 128 Stat. 3544,
which was not classified to the Code.
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AMENDMENTS

2018—Subsec. (c)(1). Pub. L. 115-232 substituted ‘‘Sec-
tions 246, 251, 252, 253, 321,” for ‘‘Sections 311, 321, 331,
332, 333,”.

2016—Subsec. (a). Pub. L. 114-328, §1251(b)(6), which di-
rected striking out ‘‘under the authorities in sub-
section (c)” after ‘“‘submitted”, was executed by strik-
ing out ‘‘under the authorities specified in subsection
(c)” after ‘“‘submitted’, to reflect the probable intent of
Congress.

Pub. L. 114-328, §1251(b)(1)-(5), in heading, substituted
‘“‘Annual Report Required” for ‘‘Biennial Report Re-
quired”’, and, in text, substituted ‘‘Not later than Janu-
ary 31 of each year beginning in 2018, the Secretary of
Defense’ for ‘“Not later than February 1 of each of 2016,
2018, and 2020, the Secretary of Defense’’, ‘‘appropriate
congressional committees” for ‘‘congressional defense
committees’”, ‘‘assistance” for ‘‘security assistance’’,
and ‘‘the fiscal year” for ‘‘the two fiscal years’ and in-
serted ‘“‘under the authorities in subsection (c)”’ after
“Department of Defense’’.

Subsec. (b)(1). Pub. L. 114-328, §1251(c)(1), inserted
¢“, duration,” after ‘‘purpose’.

Subsec. (b)(2). Pub. L. 114-328, §1251(c)(2), substituted
“The cost and expenditures’ for ‘‘The cost’.

Subsec. (b)(4) to (6). Pub. L. 114-328, §1251(c)(3), added
pars. (4) to (6).

Subsec. (¢)(1). Pub. L. 114-328, §1246(d)(2)(A), which di-
rected amendment of subsec. (¢)(1) by inserting ‘‘341,”
after 333,”, was executed by making the insertion
after 321, to reflect the probable intent of Congress
and the intervening amendment by Pub. L. 115-232. See
2018 Amendment note above.

Pub. L. 114-328, §1251(d)(1), added par. (1) and struck
out former par. (1) which read as follows: ‘“‘Section 127d
of title 10, United States Code, relating to authority to
provide logistic support, supplies, and services to allied
forces participating in a combined operation with the
Armed Forces.”

Subsec. (¢)(2), (3). Pub. L. 114-328, §1251(d)(6), sub-
stituted ‘‘of this title” for ‘‘of title 10, United States
Code”.

Subsec. (¢)(4). Pub. L. 114-328, §1251(d)(2), (3), (6), re-
designated par. (6) as (4), substituted ‘‘of this title”’ for
‘‘of title 10, United States Code’’, and struck out former
par. (4) which read as follows: ‘‘Section 2010 of title 10,
United States Code, relating to authority to reimburse
foreign troops for participation in combined exercises.”’

Subsec. (¢)(5). Pub. L. 114-328, §1251(d)(2), (3), (6), re-
designated par. (8) as (5), substituted ‘‘of this title’’ for
‘‘of title 10, United States Code’’, and struck out former
par. (5) which read as follows: ‘‘Section 2011 of title 10,
United States Code, relating to authority to reimburse
foreign troops for participation in Joint Combined Ex-
ercise Training.”’

Subsec. (c)(6). Pub. L. 114-328, §1251(d)(3), redesig-
nated par. (9) as (6). Former par. (6) redesignated (4).

Subsec. (¢)(7). Pub. L. 114-328, §1251(d)(2), (3), redesig-
nated par. (13) as (7) and struck out former par. (7)
which read as follows: ‘‘Section 2282 of title 10, United
States Code (as added by section 1205 of this Act), relat-
ing to authority to build the capacity of foreign mili-
tary forces, or the predecessor authority to such sec-
tion in section 1206 of the National Defense Authoriza-
tion Act for Fiscal Year 2006 (Public Law 109-163; 119
Stat. 3456).”

Subsec. (¢)(8), (9). Pub. L. 114-328, §1251(d)(3), redesig-
nated pars. (14) and (15) as (8) and (9), respectively.
Former pars. (8) and (9) redesignated (5) and (6), respec-
tively.

Subsec. (¢)(10). Pub. L. 114-328, §1251(d)(2), (3), redesig-
nated par. (16) as (10) and struck out former par. (10)
which read as follows: ‘‘Section 1205 of the National De-
fense Authorization Act for Fiscal Year 2014 (32 U.S.C.
107 note), relating to authority for National Guard
State Partnership program.”

Subsec. (¢)(11), (12). Pub. L. 114-328, §1251(d)(2), (4),
added pars. (11) and (12) and struck out former pars. (11)
and (12) which read as follows:
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‘“(11) Section 1081 of the National Defense Authoriza-
tion Act for Fiscal Year 2012 (10 U.S.C. 168 note), relat-
ing to the Ministry of Defense Advisors program.

““(12) Section 1207 of the National Defense Authoriza-
tion Act for Fiscal Year 2012 (22 U.S.C. 2151 note), relat-
ing to the Global Security Contingency Fund.”

Subsec. (c)(13). Pub. L. 114-328, §1251(d)(b), redesig-
nated par. (17) as (13). Former par. (13) redesignated (7).

Subsec. (c)(14) to (16). Pub. L. 114-328, §1251(d)(3), re-
designated pars. (14) to (16) as (8) to (10), respectively.

Subsec. (¢)(17). Pub. L. 114-328, §1251(d)(5), redesig-
nated par. (17) as (13).

Subsec. (d). Pub. L. 114-328, §1251(e), designated exist-
ing provisions as par. (1) and inserted heading, sub-
stituted ‘“Except as provided in paragraph (2), if any in-
formation” for ‘‘If any information”’, and added par. (2).

Subsec. (e). Pub. L. 114-328, §1251(f), inserted ‘‘that
may also include other sensitive information’ after
“‘annex’’.

Statutory Notes and Related Subsidiaries

EFFECTIVE DATE OF 2016 AMENDMENT

Pub. L. 114-328, div. A, title XII, §1246(d)(2), Dec. 23,
2016, 130 Stat. 2521, provided that the amendment made
by section 1246(d)(2)(A) is effective as of January 1, 2020.

CHAPTER 19—CYBER AND INFORMATION
OPERATIONS MATTERS

Sec.

391. Reporting on cyber incidents with respect to
networks and information systems of oper-
ationally critical contractors and certain
other contractors.

392. Executive agents for cyber test and training
ranges.

393. Reporting on penetrations of networks and
information systems of certain contractors.

394. Authorities concerning military cyber oper-
ations.

395. Notification requirements for sensitive mili-
tary cyber operations.

396. Notification requirements for cyber weapons.

397. Principal Information Operations Advisor.

Editorial Notes
AMENDMENTS

2019—Pub. L. 116-92, div. A, title XVI, §1631(a)(2)(A),
Dec. 20, 2019, 133 Stat. 1742, substituted “CYBER AND
INFORMATION OPERATIONS MATTERS” for
“CYBER MATTERS” in chapter heading and added
item 397.

2018—Pub. L. 115-232, div. A, title XVI, §1631(c)(2),
Aug. 13, 2018, 132 Stat. 2123, added items 394 to 396.

2015—Pub. L. 114-92, div. A, title X, §1081(a)(4), title
XVI, §1641(c)(2), Nov. 25, 2015, 129 Stat. 1001, 1116, sub-
stituted ‘‘Reporting on cyber incidents with respect to
networks and information systems of operationally
critical contractors and certain other contractors’ for
“Reporting on cyber incidents with respect to networks
and information systems of operationally critical con-
tractors’” in item 391 and added item 393.

2014—Pub. L. 113-291, div. A, title XVI, §1633(d), Dec.
19, 2014, 128 Stat. 3643, added item 392.

§391. Reporting on cyber incidents with respect
to networks and information systems of oper-
ationally critical contractors and certain
other contractors

(a) DESIGNATION OF DEPARTMENT COMPONENT
TO RECEIVE REPORTS.—The Secretary of Defense
shall designate a component of the Department
of Defense to receive reports of cyber incidents
from contractors in accordance with this section
and section 393 of this title or from other gov-
ernmental entities.
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(b) PROCEDURES FOR REPORTING CYBER INCI-
DENTS.—The Secretary of Defense shall establish
procedures that require an operationally critical
contractor to report in a timely manner to com-
ponent designated under subsection (a) each
time a cyber incident occurs with respect to a
network or information system of such oper-
ationally critical contractor.

(c) PROCEDURE REQUIREMENTS.—

(1) DESIGNATION AND NOTIFICATION.—The pro-
cedures established pursuant to subsection (a)
shall include a process for—

(A) designating operationally critical con-
tractors; and

(B) notifying a contractor that it has been
designated as an operationally critical con-
tractor.

(2) RAPID REPORTING.—The procedures estab-
lished pursuant to subsection (a) shall require
each operationally critical contractor to rap-
idly report to the component of the Depart-
ment designated pursuant to subsection
(A)(2)(A) on each cyber incident with respect
to any network or information systems of
such contractor. Each such report shall in-
clude the following:

(A) An assessment by the contractor of the
effect of the cyber incident on the ability of
the contractor to meet the contractual re-
quirements of the Department.

(B) The technique or method used in such
cyber incident.

(C) A sample of any malicious software, if
discovered and isolated by the contractor,
involved in such cyber incident.

(D) A summary of information com-
promised by such cyber incident.

(3) DEPARTMENT ASSISTANCE AND ACCESS TO
EQUIPMENT AND INFORMATION BY DEPARTMENT
PERSONNEL.—The procedures established pur-
suant to subsection (a) shall—

(A) include mechanisms for Department
personnel to, if requested, assist operation-
ally critical contractors in detecting and
mitigating penetrations; and

(B) provide that an operationally critical
contractor is only required to provide access
to equipment or information as described in
subparagraph (A) to determine whether in-
formation created by or for the Department
in connection with any Department program
was successfully exfiltrated from a network
or information system of such contractor
and, if so, what information was exfiltrated.

(4) PROTECTION OF TRADE SECRETS AND OTHER
INFORMATION.—The procedures established pur-
suant to subsection (a) shall provide for the
reasonable protection of trade secrets, com-
mercial or financial information, and informa-
tion that can be used to identify a specific per-
son.

(5) DISSEMINATION OF INFORMATION.—The pro-
cedures established pursuant to subsection (a)
shall limit the dissemination of information
obtained or derived through the procedures to
entities—

(A) with missions that may be affected by
such information;

(B) that may be called upon to assist in
the diagnosis, detection, or mitigation of
cyber incidents;
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