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‘“(F) Any regulatory or statutory changes rec-
ommended to improve the ability of such other agen-
cies to leverage expertise and capabilities at the na-
tional laboratories.

‘“(G) The strategic capabilities and core com-
petencies of laboratories and engineering centers op-
erated by the Department of Defense, including iden-
tification of mission areas and functions that should
be carried out by such laboratories and engineering
centers.

‘“(H) Consistent with the protection of sources and
methods, the level of funding and general description
of programs that were funded during fiscal year 2012

‘(i) the Department of Defense and carried out at
the national laboratories; and

‘(ii) the Department of Energy and the national
laboratories and carried out at the laboratories and
engineering centers of the Department of Defense.

‘“(2) ForM.—The report required by paragraph (1)
shall be submitted in unclassified form, but may in-
clude a classified annex.

‘(3) APPROPRIATE CONGRESSIONAL COMMITTEES DE-
FINED.—In this subsection, the term ‘appropriate con-
gressional committees’ means the following:

““(A) The congressional defense committees [Com-
mittees on Armed Services and Appropriations of the
Senate and the House of Representatives].

‘(B) The Committee on Energy and Commerce of
the House of Representatives and the Committee on
Energy and Natural Resources of the Senate.

‘“(C) The Committee on Homeland Security of the
House of Representatives and the Committee on
Homeland Security and Governmental Affairs of the
Senate.

‘(D) The Committee on Science, Space, and Tech-
nology of the House of Representatives and the Com-
mittee on Commerce, Science, and Transportation of
the Senate.

‘“(E) The Permanent Select Committee on Intel-
ligence of the House of Representatives and the Se-
lect Committee on Intelligence of the Senate.”

§189. Communications Security Review and Ad-
visory Board

(a) ESTABLISHMENT.—There shall be in the De-
partment of Defense a Communications Security
Review and Advisory Board (in this section re-
ferred to as the ‘“‘Board’) to review and assess
the communications security, cryptographic
modernization, and related key management ac-
tivities of the Department and provide advice to
the Secretary with respect to such activities.

(b) MEMBERS.—(1) The Secretary shall deter-
mine the number of members of the Board.

(2) The Chief Information Officer of the De-
partment of Defense shall serve as chairman of
the Board.

(3) The Secretary shall appoint officers in the
grade of general or admiral and civilian employ-
ees of the Department of Defense in the Senior
Executive Service to serve as members of the
Board.

(c) RESPONSIBILITIES.—The Board shall—

(1) monitor the overall communications se-
curity, cryptographic modernization, and key
management efforts of the Department, in-
cluding activities under major defense acquisi-
tion programs (as defined in section 4201 of
this title), by—

(A) requiring each Chief Information Offi-
cer of each military department to report
the communications security activities of
the military department to the Board;

(B) tracking compliance of each military
department with respect to communications
security modernization efforts;
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(C) validating lifecycle communications
security modernization plans for major de-
fense acquisition programs;

(2) validate the need to replace cryp-
tographic equipment based on the expiration
dates of the equipment and evaluate the risks
of continuing to use cryptographic equipment
after such expiration dates;

(3) convene in-depth program reviews for
specific cryptographic modernization develop-
ments with respect to validating requirements
and identifying programmatic risks;

(4) develop a long-term roadmap for commu-
nications security to identify potential issues
and ensure synchronization with major plan-
ning documents; and

(6) advise the Secretary on the cryp-
tographic posture of the Department, includ-
ing budgetary recommendations.

(d) EXCLUSION OF CERTAIN PROGRAMS.—The
Board shall not include the consideration of pro-
grams funded under the National Intelligence
Program (as defined in section 3(6) of the Na-
tional Security Act of 1947 (50 U.S.C. 3003(6))) in
carrying out this section.

(Added Pub. L. 113-66, div. A, title II, §261(a),
Dec. 26, 2013, 127 Stat. 724; amended Pub. L.
113-291, div. A, title X, §1071(f)(4), Dec. 19, 2014,
128 Stat. 3510; Pub. L. 116-283, div. A, title XVIII,
§1846(i)(2), Jan. 1, 2021, 134 Stat. 4252.)

Editorial Notes
AMENDMENTS

2021—Subsec. (¢)(1). Pub. L. 116-283 substituted ‘‘sec-
tion 4201 for ‘‘section 2430(a)”’.

2014—Subsec. (c)(1). Pub. L. 113-291 substituted
€¢2430(a)”’ for ‘‘139¢”’ in introductory provisions.

Statutory Notes and Related Subsidiaries
EFFECTIVE DATE OF 2021 AMENDMENT

Amendment by Pub. L. 116-283 effective Jan. 1, 2022,
with additional provisions for delayed implementation
and applicability of existing law, see section 1801(d) of
Pub. L. 116-283, set out as a note preceding section 3001
of this title.

[§190. Repealed. Pub. L. 116-92, div. A, title VIII,
§810(a), Dec. 20, 2019, 133 Stat. 1487]

Section, added Pub. L. 114-328, div. A, title VIII,
§820(b)(1), Dec. 23, 2016, 130 Stat. 2274; amended Pub. L.
11591, div. A, title VIII, §804, Dec. 12, 2017, 131 Stat.
1456, related to Defense Cost Accounting Standards
Board.

CHAPTER 8—DEFENSE AGENCIES AND DE-
PARTMENT OF DEFENSE FIELD ACTIVI-
TIES

Subchapter Sec.
1. Common Supply and Service Activities 191
II. Miscellaneous Defense Agency Matters 201

SUBCHAPTER I—COMMON SUPPLY AND
SERVICE ACTIVITIES

Sec.

191. Secretary of Defense: authority to provide for
common performance of supply or service
activities.

192. Defense Agencies and Department of Defense
Field Activities: oversight by the Secretary
of Defense.
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