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to section 300j-12(m) of this title to provide re-
imbursement for the training and certification
costs mandated by this subsection.

(July 1, 1944, ch. 373, title XIV, §1419, as added
Pub. L. 104-182, title I, §123, Aug. 6, 1996, 110
Stat. 1652.)

§300g-9. Capacity development
(a) State authority for new systems

A State shall receive only 80 percent of the al-
lotment that the State is otherwise entitled to
receive under section 300j-12 of this title (relat-
ing to State loan funds) unless the State has ob-
tained the legal authority or other means to en-
sure that all new community water systems and
new nontransient, noncommunity water systems
commencing operation after October 1, 1999,
demonstrate technical, managerial, and finan-
cial capacity with respect to each national pri-
mary drinking water regulation in effect, or
likely to be in effect, on the date of commence-
ment of operations.

(b) Systems in significant noncompliance

(1) List

Beginning not later than 1 year after August
6, 1996, each State shall prepare, periodically
update, and submit to the Administrator a list
of community water systems and nontran-
sient, noncommunity water systems that have
a history of significant noncompliance with
this subchapter (as defined in guidelines issued
prior to August 6, 1996, or any revisions of the
guidelines that have been made in consulta-
tion with the States) and, to the extent prac-
ticable, the reasons for noncompliance.

(2) Report

Not later than 5 years after August 6, 1996,
and as part of the capacity development strat-
egy of the State, each State shall report to the
Administrator on the success of enforcement
mechanisms and initial capacity development
efforts in assisting the public water systems
listed under paragraph (1) to improve tech-
nical, managerial, and financial capacity.

(3) Withholding

The list and report under this subsection
shall be considered part of the capacity devel-
opment strategy of the State required under
subsection (c¢) of this section for purposes of
the withholding requirements of section
300j-12(a)(1)(G)(i) of this title (relating to
State loan funds).

(c) Capacity development strategy
(1) In general

Beginning 4 years after August 6, 1996, a
State shall receive only—
(A) 90 percent in fiscal year 2001;
(B) 85 percent in fiscal year 2002; and
(C) 80 percent in each subsequent fiscal
year,

of the allotment that the State is otherwise
entitled to receive under section 300j-12 of this
title (relating to State loan funds), unless the
State is developing and implementing a strat-
egy to assist public water systems in acquiring
and maintaining technical, managerial, and fi-
nancial capacity.
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(2) Content

In preparing the capacity development strat-
egy, the State shall consider, solicit public
comment on, and include as appropriate—

(A) the methods or criteria that the State
will use to identify and prioritize the public
water systems most in need of improving
technical, managerial, and financial capac-
ity;

(B) a description of the institutional, regu-
latory, financial, tax, or legal factors at the
Federal, State, or local level that encourage
or impair capacity development;

(C) a description of how the State will use
the authorities and resources of this sub-
chapter or other means to—

(i) assist public water systems in com-
plying with national primary drinking
water regulations;

(ii) encourage the development of part-
nerships between public water systems to
enhance the technical, managerial, and fi-
nancial capacity of the systems; and

(iii) assist public water systems in the
training and certification of operators;

(D) a description of how the State will es-
tablish a baseline and measure improve-
ments in capacity with respect to national
primary drinking water regulations and
State drinking water law;

(E) an identification of the persons that
have an interest in and are involved in the
development and implementation of the ca-
pacity development strategy (including all
appropriate agencies of Federal, State, and
local governments, private and nonprofit
public water systems, and public water sys-
tem customers); and

(F) a description of how the State will, as
appropriate—

(i) encourage development by public
water systems of asset management plans
that include best practices for asset man-
agement; and

(ii) assist, including through the provi-
sion of technical assistance, public water
systems in training operators or other rel-
evant and appropriate persons in imple-
menting such asset management plans.

(3) Report

Not later than 2 years after the date on
which a State first adopts a capacity develop-
ment strategy under this subsection, and
every 3 years thereafter, the head of the State
agency that has primary responsibility to
carry out this subchapter in the State shall
submit to the Governor a report that shall
also be available to the public on the efficacy
of the strategy and progress made toward im-
proving the technical, managerial, and finan-
cial capacity of public water systems in the
State, including efforts of the State to encour-
age development by public water systems of
asset management plans and to assist public
water systems in training relevant and appro-
priate persons in implementing such asset
management plans.
(4) Review

The decisions of the State under this section
regarding any particular public water system
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are not subject to review by the Administrator
and may not serve as the basis for withholding
funds under section 300j-12 of this title.

(d) Federal assistance
(1) In general

The Administrator shall support the States
in developing capacity development strate-
gies.

(2) Informational assistance

(A) In general

Not later than 180 days after August 6,
1996, the Administrator shall—

(i) conduct a review of State capacity de-
velopment efforts in existence on August 6,
1996, and publish information to assist
States and public water systems in capac-
ity development efforts; and

(ii) initiate a partnership with States,
public water systems, and the public to de-
velop information for States on rec-
ommended operator certification require-
ments.

(B) Publication of information

The Administrator shall publish the infor-
mation developed through the partnership
under subparagraph (A)(ii) not later than 18
months after August 6, 1996.

(3) Promulgation of drinking water regulations

In promulgating a national primary drink-
ing water regulation, the Administrator shall
include an analysis of the likely effect of com-
pliance with the regulation on the technical,
financial, and managerial capacity of public
water systems.

(4) Guidance for new systems

Not later than 2 years after August 6, 1996,
the Administrator shall publish guidance de-
veloped in consultation with the States de-
scribing legal authorities and other means to
ensure that all new community water systems
and new nontransient, noncommunity water
systems demonstrate technical, managerial,
and financial capacity with respect to na-
tional primary drinking water regulations.

(5) Information on asset management practices

Not later than 5 years after October 23, 2018,
and not less often than every 5 years there-
after, the Administrator shall review and, if
appropriate, update educational materials, in-
cluding handbooks, training materials, and
technical information, made available by the
Administrator to owners, managers, and oper-
ators of public water systems, local officials,
technical assistance providers (including non-
profit water associations), and State personnel
concerning best practices for asset manage-
ment strategies that may be used by public
water systems.

(e) Variances and exemptions

Based on information obtained under sub-
section (¢)(3), the Administrator shall, as appro-
priate, modify regulations concerning variances
and exemptions for small public water systems
to ensure flexibility in the use of the variances
and exemptions. Nothing in this subsection shall
be interpreted, construed, or applied to affect or

alter the requirements of section 300g—4 or 300g-5
of this title.

(f) Small public water systems technology assist-

ance centers
(1) Grant program

The Administrator is authorized to make
grants to institutions of higher learning to es-
tablish and operate small public water system
technology assistance centers in the United
States.

(2) Responsibilities of the centers

The responsibilities of the small public
water system technology assistance centers
established under this subsection shall include
the conduct of training and technical assist-
ance relating to the information, performance,
and technical needs of small public water sys-
tems or public water systems that serve In-
dian Tribes.

(3) Applications

Any institution of higher learning interested
in receiving a grant under this subsection
shall submit to the Administrator an applica-
tion in such form and containing such infor-
mation as the Administrator may require by
regulation.

(4) Selection criteria

The Administrator shall select recipients of
grants under this subsection on the basis of
the following criteria:

(A) The small public water system tech-
nology assistance center shall be located in
a State that is representative of the needs of
the region in which the State is located for
addressing the drinking water needs of small
and rural communities or Indian Tribes.

(B) The grant recipient shall be located in
a region that has experienced problems, or
may reasonably be foreseen to experience
problems, with small and rural public water
systems.

(C) The grant recipient shall have access
to expertise in small public water system
technology management.

(D) The grant recipient shall have the ca-
pability to disseminate the results of small
public water system technology and training
programs.

(E) The projects that the grant recipient
proposes to carry out under the grant are
necessary and appropriate.

(F) The grant recipient has regional sup-
port beyond the host institution.

(5) Consortia of States

At least 2 of the grants under this subsection
shall be made to consortia of States with low
population densities.

(6) Authorization of appropriations

There are authorized to be appropriated to
make grants under this subsection $2,000,000
for each of the fiscal years 1997 through 1999,
and $5,000,000 for each of the fiscal years 2000
through 2003.

(g) Environmental finance centers

(1) In general

The Administrator shall provide initial
funding for one or more university-based envi-
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ronmental finance centers for activities that
provide technical assistance to State and local
officials in developing the capacity of public
water systems. Any such funds shall be used
only for activities that are directly related to
this subchapter.

(2) National capacity development clearing-

house

The Administrator shall establish a national
public water system capacity development
clearinghouse to receive and disseminate in-
formation with respect to developing, improv-
ing, and maintaining financial and managerial
capacity at public water systems. The Admin-
istrator shall ensure that the clearinghouse
does not duplicate other federally supported
clearinghouse activities.

(3) Capacity development techniques

The Administrator may request an environ-
mental finance center funded under paragraph
(1) to develop and test managerial, financial,
and institutional techniques for capacity de-
velopment. The techniques may include capac-
ity assessment methodologies, manual and
computer based public water system rate mod-
els and capital planning models, public water
system consolidation procedures, and region-
alization models.

(4) Authorization of appropriations

There are authorized to be appropriated to
carry out this subsection $1,500,000 for each of
the fiscal years 1997 through 2003.

(5) Limitation

No portion of any funds made available
under this subsection may be used for lobbying
expenses.

(July 1, 1944, ch. 373, title XIV, §1420, as added
Pub. L. 104-182, title I, §119, Aug. 6, 1996, 110

Stat. 1647; amended Pub. L. 115-270, title II,
§2012, Oct. 23, 2018, 132 Stat. 3849.)

Editorial Notes

AMENDMENTS
2018—Subsec. (¢)(2)(F). Pub. L. 115-270, §2012(1), added
subpar. (F).
Subsec. (c¢)(3). Pub. L. 115-270, §2012(2), inserted

¢, including efforts of the State to encourage develop-
ment by public water systems of asset management
plans and to assist public water systems in training rel-
evant and appropriate persons in implementing such
asset management plans’’ before period at end.

Subsec. (d)(5). Pub. L. 115-270, §2012(3), added par. (5).

§300g-10. Cybersecurity support for public water
systems

(a) Definitions
In this section:
(1) Appropriate Congressional committees

The term ‘‘appropriate Congressional com-
mittees’” means—

(A) the Committee on Environment and
Public Works of the Senate;

(B) the Committee on Homeland Security
and Governmental Affairs of the Senate;

(C) the Committee on Energy and Com-
merce of the House of Representatives; and

(D) the Committee on Homeland Security
of the House of Representatives.
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(2) Director

The term ‘‘Director’” means the Director of
the Cybersecurity and Infrastructure Security
Agency.

(3) Incident

The term ‘“‘incident’ has the meaning given
the term in section 3552 of title 44.

(4) Prioritization Framework

The term  ‘‘Prioritization Framework”
means the prioritization framework developed
by the Administrator under subsection
(MD(A).

(5) Support Plan

The term ‘““Support Plan” means the Tech-
nical Cybersecurity Support Plan developed by
the Administrator under subsection (b)(2)(A).

(b) Identification of and support for public water
systems

(1) Prioritization Framework
(A) In general

Not later than 180 days after November 15,
2021, the Administrator, in coordination
with the Director, shall develop a
prioritization framework to identify public
water systems (including sources of water
for those public water systems) that, if de-
graded or rendered inoperable due to an inci-
dent, would lead to significant impacts on
the health and safety of the public.

(B) Considerations

In developing the Prioritization Frame-
work, to the extent practicable, the Admin-
istrator shall incorporate consideration of—

(i) whether cybersecurity vulnerabilities
for a public water system have been identi-
fied under section 300i-2 of this title;

(ii) the capacity of a public water system
to remediate a cybersecurity vulnerability
without additional Federal support;

(iii) whether a public water system
serves a defense installation or critical na-
tional security asset; and

(iv) whether a public water system, if de-
graded or rendered inoperable due to an in-
cident, would cause a cascading failure of
other critical infrastructure.

(2) Technical Cybersecurity Support Plan
(A) In general

Not later than 270 days after November 15,
2021, the Administrator, in coordination
with the Director and using existing au-
thorities of the Administrator and the Direc-
tor for providing voluntary support to public
water systems and the Prioritization Frame-
work, shall develop a Technical
Cybersecurity Support Plan for public water
systems.

(B) Requirements

The Support Plan—

(i) shall establish a methodology for
identifying specific public water systems
for which cybersecurity support should be

prioritized;
(ii) shall establish timelines for making
voluntary technical support for
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