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Sec. 

1402 to 1404. Repealed. 

1405. Authorization of appropriations. 

§ 1401. Definitions 

In this chapter: 

(1) Commissioner 

The term ‘‘Commissioner’’ means the Com-

missioner of U.S. Customs and Border Protec-

tion of the Department of Homeland Security. 

(2) Maquiladora 

The term ‘‘maquiladora’’ means an entity 

located in Mexico that assembles and produces 

goods from imported parts for export to the 

United States. 

(3) Northern border 

The term ‘‘northern border’’ means the 

international border between the United 

States and Canada. 

(4) Secretary 

The term ‘‘Secretary’’ means the Secretary 

of the Department of Homeland Security. 

(5) Southern border 

The term ‘‘southern border’’ means the 

international border between the United 

States and Mexico. 

(Pub. L. 110–161, div. E, title VI, § 602, Dec. 26, 

2007, 121 Stat. 2094.)

Statutory Notes and Related Subsidiaries 

SHORT TITLE 

Pub. L. 110–161, div. E, title VI, § 601, Dec. 26, 2007, 121 

Stat. 2094, provided that: ‘‘This title [enacting this 

chapter] may be cited as the ‘Border Infrastructure and 

Technology Modernization Act of 2007’.’’

§§ 1402, 1403. Repealed. Pub. L. 113–188, title X, 
§ 1001(b), Nov. 26, 2014, 128 Stat. 2022

Section 1402, Pub. L. 110–161, div. E, title VI, § 603, 

Dec. 26, 2007, 121 Stat. 2094, related to the Port of Entry 

Infrastructure Assessment Study. 

Section 1403, Pub. L. 110–161, div. E, title VI, § 604, 

Dec. 26, 2007, 121 Stat. 2095, related to the National 

Land Border Security Plan. 

§ 1404. Repealed. Pub. L. 114–4, title V, § 566, Mar. 
4, 2015, 129 Stat. 73

Section, Pub. L. 110–161, div. E, title VI, § 605, Dec. 26, 

2007, 121 Stat. 2096, related to the port of entry tech-

nology demonstration program. 

§ 1405. Authorization of appropriations 

(a) In general 

In addition to any funds otherwise available, 

there are authorized to be appropriated such 

sums as may be necessary to carry out this 

chapter for fiscal years 2009 through 2013. 

(b) International agreements 

Funds authorized to be appropriated under 

this chapter may be used for the implementa-

tion of projects described in the Declaration on 

Embracing Technology and Cooperation to Pro-

mote the Secure and Efficient Flow of People 

and Commerce across our Shared Border be-

tween the United States and Mexico, agreed to 

March 22, 2002, Monterrey, Mexico (commonly 

known as the Border Partnership Action Plan) 

or the Smart Border Declaration between the 

United States and Canada, agreed to December 

12, 2001, Ottawa, Canada that are consistent with 

the provisions of this chapter. 

(Pub. L. 110–161, div. E, title VI, § 606, Dec. 26, 

2007, 121 Stat. 2097.)

CHAPTER 6—CYBERSECURITY 

SUBCHAPTER I—CYBERSECURITY INFORMATION 

SHARING 

Sec. 

1500. National Cyber Director. 

1501. Definitions. 

1502. Sharing of information by the Federal Gov-

ernment. 

1503. Authorizations for preventing, detecting, ana-

lyzing, and mitigating cybersecurity 

threats. 

1504. Sharing of cyber threat indicators and defen-

sive measures with the Federal Govern-

ment. 

1505. Protection from liability. 

1506. Oversight of government activities. 

1507. Construction and preemption. 

1508. Report on cybersecurity threats. 

1509. Exception to limitation on authority of Sec-

retary of Defense to disseminate certain in-

formation. 

1510. Effective period. 

SUBCHAPTER II—FEDERAL CYBERSECURITY 

ENHANCEMENT 

1521. Definitions. 

1522. Advanced internal defenses. 

1523. Federal cybersecurity requirements. 

1524. Assessment; reports. 

1525. Termination. 

SUBCHAPTER III—OTHER CYBER MATTERS 

1531. Apprehension and prosecution of inter-

national cyber criminals. 

1532. Enhancement of emergency services. 

1533. Improving cybersecurity in the health care 

industry.

Statutory Notes and Related Subsidiaries 

LIMITATION RELATING TO ESTABLISHMENT OR SUPPORT 

OF CYBERSECURITY UNIT WITH THE RUSSIAN FEDERA-

TION 

Pub. L. 116–92, div. E, title LXVII, § 6701, Dec. 20, 2019, 

133 Stat. 2221, provided that: 

‘‘(a) APPROPRIATE CONGRESSIONAL COMMITTEES DE-

FINED.—In this section, the term ‘appropriate congres-

sional committees’ means—

‘‘(1) the congressional intelligence committees; 

‘‘(2) the Committee on Armed Services of the Sen-

ate and the Committee on Armed Services of the 

House of Representatives; and 

‘‘(3) the Committee on Foreign Relations of the 

Senate and the Committee on Foreign Affairs of the 

House of Representatives. 

‘‘(b) LIMITATION.—

‘‘(1) IN GENERAL.—No amount may be expended by 

the Federal Government, other than the Department 

of Defense, to enter into or implement any bilateral 

agreement between the United States and the Rus-

sian Federation regarding cybersecurity, including 

the establishment or support of any cybersecurity 

unit, unless, at least 30 days prior to the conclusion 

of any such agreement, the Director of National In-

telligence submits to the appropriate congressional 

committees a report on such agreement that includes 

the elements required by subsection (c). 

‘‘(2) DEPARTMENT OF DEFENSE AGREEMENTS.—Any 

agreement between the Department of Defense and 



Page 454TITLE 6—DOMESTIC SECURITY§ 1405

the Russian Federation regarding cybersecurity shall 

be conducted in accordance with section 1232 of the 

National Defense Authorization Act for Fiscal Year 

2017 (Public Law 114–328) [130 Stat. 2488], as amended 

by section 1231 of the National Defense Authorization 

Act for Fiscal Year 2018 (Public Law 115–91) [131 Stat. 

1657]. 

‘‘(c) ELEMENTS.—If the Director submits a report 

under subsection (b) with respect to an agreement, such 

report shall include a discussion of each of the fol-

lowing: 

‘‘(1) The purpose of the agreement. 

‘‘(2) The nature of any intelligence to be shared 

pursuant to the agreement. 

‘‘(3) The expected value to national security result-

ing from the implementation of the agreement. 

‘‘(4) Such counterintelligence concerns associated 

with the agreement as the Director may have and 

such measures as the Director expects to be taken to 

mitigate such concerns. 

‘‘(d) RULE OF CONSTRUCTION.—This section shall not 

be construed to affect any existing authority of the Di-

rector of National Intelligence, the Director of the Cen-

tral Intelligence Agency, or another head of an element 

of the intelligence community, to share or receive for-

eign intelligence on a case-by-case basis.’’

[For definitions of ‘‘congressional intelligence com-

mittees’’ and ‘‘intelligence community’’ as used in sec-

tion 6701 of div. E of Pub. L. 116–92, set out above, see 

section 5003 of div. E of Pub. L. 116–92, set out as a note 

under section 3003 of Title 50, War and National De-

fense.]

Executive Documents 

EX. ORD. NO. 13800. STRENGTHENING THE CYBERSECURITY 

OF FEDERAL NETWORKS AND CRITICAL INFRASTRUCTURE 

Ex. Ord. No. 13800, May 11, 2017, 82 F.R. 22391, pro-

vided: 

By the authority vested in me as President by the 

Constitution and the laws of the United States of 

America, and to protect American innovation and val-

ues, it is hereby ordered as follows: 

SECTION 1. Cybersecurity of Federal Networks. 

(a) Policy. The executive branch operates its informa-

tion technology (IT) on behalf of the American people. 

Its IT and data should be secured responsibly using all 

United States Government capabilities. The President 

will hold heads of executive departments and agencies 

(agency heads) accountable for managing cybersecurity 

risk to their enterprises. In addition, because risk man-

agement decisions made by agency heads can affect the 

risk to the executive branch as a whole, and to national 

security, it is also the policy of the United States to 

manage cybersecurity risk as an executive branch en-

terprise. 

(b) Findings. 

(i) Cybersecurity risk management comprises the full 

range of activities undertaken to protect IT and data 

from unauthorized access and other cyber threats, to 

maintain awareness of cyber threats, to detect anoma-

lies and incidents adversely affecting IT and data, and 

to mitigate the impact of, respond to, and recover from 

incidents. Information sharing facilitates and supports 

all of these activities. 

(ii) The executive branch has for too long accepted 

antiquated and difficult-to-defend IT. 

(iii) Effective risk management involves more than 

just protecting IT and data currently in place. It also 

requires planning so that maintenance, improvements, 

and modernization occur in a coordinated way and with 

appropriate regularity. 

(iv) Known but unmitigated vulnerabilities are 

among the highest cybersecurity risks faced by execu-

tive departments and agencies (agencies). Known 

vulnerabilities include using operating systems or 

hardware beyond the vendor’s support lifecycle, declin-

ing to implement a vendor’s security patch, or failing 

to execute security-specific configuration guidance. 

(v) Effective risk management requires agency heads 

to lead integrated teams of senior executives with ex-

pertise in IT, security, budgeting, acquisition, law, pri-

vacy, and human resources. 
(c) Risk Management. 
(i) Agency heads will be held accountable by the 

President for implementing risk management measures 

commensurate with the risk and magnitude of the 

harm that would result from unauthorized access, use, 

disclosure, disruption, modification, or destruction of 

IT and data. They will also be held accountable by the 

President for ensuring that cybersecurity risk manage-

ment processes are aligned with strategic, operational, 

and budgetary planning processes, in accordance with 

chapter 35, subchapter II of title 44, United States Code. 
(ii) Effective immediately, each agency head shall use 

The Framework for Improving Critical Infrastructure 

Cybersecurity (the Framework) developed by the Na-

tional Institute of Standards and Technology, or any 

successor document, to manage the agency’s 

cybersecurity risk. Each agency head shall provide a 

risk management report to the Secretary of Homeland 

Security and the Director of the Office of Management 

and Budget (OMB) within 90 days of the date of this 

order. The risk management report shall: 
(A) document the risk mitigation and acceptance 

choices made by each agency head as of the date of 

this order, including: 
(1) the strategic, operational, and budgetary consid-

erations that informed those choices; and 
(2) any accepted risk, including from unmitigated 

vulnerabilities; and 
(B) describe the agency’s action plan to implement 

the Framework. 
(iii) The Secretary of Homeland Security and the Di-

rector of OMB, consistent with chapter 35, subchapter 

II of title 44, United States Code, shall jointly assess 

each agency’s risk management report to determine 

whether the risk mitigation and acceptance choices set 

forth in the reports are appropriate and sufficient to 

manage the cybersecurity risk to the executive branch 

enterprise in the aggregate (the determination). 
(iv) The Director of OMB, in coordination with the 

Secretary of Homeland Security, with appropriate sup-

port from the Secretary of Commerce and the Adminis-

trator of General Services, and within 60 days of receipt 

of the agency risk management reports outlined in sub-

section (c)(ii) of this section, shall submit to the Presi-

dent, through the Assistant to the President for Home-

land Security and Counterterrorism, the following: 
(A) the determination; and 
(B) a plan to: 
(1) adequately protect the executive branch enter-

prise, should the determination identify 

insufficiencies; 
(2) address immediate unmet budgetary needs nec-

essary to manage risk to the executive branch enter-

prise; 
(3) establish a regular process for reassessing and, if 

appropriate, reissuing the determination, and ad-

dressing future, recurring unmet budgetary needs 

necessary to manage risk to the executive branch en-

terprise; 

(4) clarify, reconcile, and reissue, as necessary and 

to the extent permitted by law, all policies, stand-

ards, and guidelines issued by any agency in further-

ance of chapter 35, subchapter II of title 44, United 

States Code, and, as necessary and to the extent per-

mitted by law, issue policies, standards, and guide-

lines in furtherance of this order; and 

(5) align these policies, standards, and guidelines 

with the Framework. 

(v) The agency risk management reports described in 

subsection (c)(ii) of this section and the determination 

and plan described in subsections (c)(iii) and (iv) of this 

section may be classified in full or in part, as appro-

priate. 

(vi) Effective immediately, it is the policy of the ex-

ecutive branch to build and maintain a modern, secure, 

and more resilient executive branch IT architecture. 
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(A) Agency heads shall show preference in their 

procurement for shared IT services, to the extent per-

mitted by law, including email, cloud, and 

cybersecurity services. 
(B) The Director of the American Technology Coun-

cil shall coordinate a report to the President from 

the Secretary of Homeland Security, the Director of 

OMB, and the Administrator of General Services, in 

consultation with the Secretary of Commerce, as ap-

propriate, regarding modernization of Federal IT. 

The report shall: 
(1) be completed within 90 days of the date of this 

order; and 
(2) describe the legal, policy, and budgetary consid-

erations relevant to—as well as the technical feasi-

bility and cost effectiveness, including timelines and 

milestones, of—transitioning all agencies, or a subset 

of agencies, to: 
(aa) one or more consolidated network architec-

tures; and 
(bb) shared IT services, including email, cloud, 

and cybersecurity services. 
(C) The report described in subsection (c)(vi)(B) of 

this section shall assess the effects of transitioning 

all agencies, or a subset of agencies, to shared IT 

services with respect to cybersecurity, including by 

making recommendations to ensure consistency with 

[former] section 227 [now 2209] of the Homeland Secu-

rity Act ([former] 6 U.S.C. 148) [now 6 U.S.C. 659] and 

compliance with policies and practices issued in ac-

cordance with section 3553 of title 44, United States 

Code. All agency heads shall supply such information 

concerning their current IT architectures and plans 

as is necessary to complete this report on time. 
(vii) For any National Security System, as defined in 

section 3552(b)(6) of title 44, United States Code, the 

Secretary of Defense and the Director of National In-

telligence, rather than the Secretary of Homeland Se-

curity and the Director of OMB, shall implement this 

order to the maximum extent feasible and appropriate. 

The Secretary of Defense and the Director of National 

Intelligence shall provide a report to the Assistant to 

the President for National Security Affairs and the As-

sistant to the President for Homeland Security and 

Counterterrorism describing their implementation of 

subsection (c) of this section within 150 days of the date 

of this order. The report described in this subsection 

shall include a justification for any deviation from the 

requirements of subsection (c), and may be classified in 

full or in part, as appropriate. 
SEC. 2. Cybersecurity of Critical Infrastructure. 
(a) Policy. It is the policy of the executive branch to 

use its authorities and capabilities to support the 

cybersecurity risk management efforts of the owners 

and operators of the Nation’s critical infrastructure (as 

defined in section 5195c(e) of title 42, United States 

Code) (critical infrastructure entities), as appropriate. 
(b) Support to Critical Infrastructure at Greatest Risk. 

The Secretary of Homeland Security, in coordination 

with the Secretary of Defense, the Attorney General, 

the Director of National Intelligence, the Director of 

the Federal Bureau of Investigation, the heads of ap-

propriate sector-specific agencies, as defined in Presi-

dential Policy Directive 21 of February 12, 2013 (Critical 

Infrastructure Security and Resilience) (sector-specific 

agencies), and all other appropriate agency heads, as 

identified by the Secretary of Homeland Security, 

shall: 
(i) identify authorities and capabilities that agencies 

could employ to support the cybersecurity efforts of 

critical infrastructure entities identified pursuant to 

section 9 of Executive Order 13636 of February 12, 2013 

(Improving Critical Infrastructure Cybersecurity), to 

be at greatest risk of attacks that could reasonably re-

sult in catastrophic regional or national effects on pub-

lic health or safety, economic security, or national se-

curity (section 9 entities); 
(ii) engage section 9 entities and solicit input as ap-

propriate to evaluate whether and how the authorities 

and capabilities identified pursuant to subsection (b)(i) 

of this section might be employed to support 

cybersecurity risk management efforts and any obsta-

cles to doing so; 
(iii) provide a report to the President, which may be 

classified in full or in part, as appropriate, through the 

Assistant to the President for Homeland Security and 

Counterterrorism, within 180 days of the date of this 

order, that includes the following: 
(A) the authorities and capabilities identified pur-

suant to subsection (b)(i) of this section; 
(B) the results of the engagement and determina-

tion required pursuant to subsection (b)(ii) of this 

section; and 
(C) findings and recommendations for better sup-

porting the cybersecurity risk management efforts of 

section 9 entities; and 
(iv) provide an updated report to the President on an 

annual basis thereafter. 
(c) Supporting Transparency in the Marketplace. The 

Secretary of Homeland Security, in coordination with 

the Secretary of Commerce, shall provide a report to 

the President, through the Assistant to the President 

for Homeland Security and Counterterrorism, that ex-

amines the sufficiency of existing Federal policies and 

practices to promote appropriate market transparency 

of cybersecurity risk management practices by critical 

infrastructure entities, with a focus on publicly traded 

critical infrastructure entities, within 90 days of the 

date of this order. 
(d) Resilience Against Botnets and Other Automated, 

Distributed Threats. The Secretary of Commerce and the 

Secretary of Homeland Security shall jointly lead an 

open and transparent process to identify and promote 

action by appropriate stakeholders to improve the re-

silience of the internet and communications ecosystem 

and to encourage collaboration with the goal of dra-

matically reducing threats perpetrated by automated 

and distributed attacks (e.g., botnets). The Secretary of 

Commerce and the Secretary of Homeland Security 

shall consult with the Secretary of Defense, the Attor-

ney General, the Director of the Federal Bureau of In-

vestigation, the heads of sector-specific agencies, the 

Chairs of the Federal Communications Commission and 

Federal Trade Commission, other interested agency 

heads, and appropriate stakeholders in carrying out 

this subsection. Within 240 days of the date of this 

order, the Secretary of Commerce and the Secretary of 

Homeland Security shall make publicly available a pre-

liminary report on this effort. Within 1 year of the date 

of this order, the Secretaries shall submit a final 

version of this report to the President. 
(e) Assessment of Electricity Disruption Incident Re-

sponse Capabilities. The Secretary of Energy and the 

Secretary of Homeland Security, in consultation with 

the Director of National Intelligence, with State, local, 

tribal, and territorial governments, and with others as 

appropriate, shall jointly assess: 
(i) the potential scope and duration of a prolonged 

power outage associated with a significant cyber inci-

dent, as defined in Presidential Policy Directive 41 of 

July 26, 2016 (United States Cyber Incident Coordina-

tion), against the United States electric subsector; 
(ii) the readiness of the United States to manage the 

consequences of such an incident; and 
(iii) any gaps or shortcomings in assets or capabili-

ties required to mitigate the consequences of such an 

incident. 
The assessment shall be provided to the President, 

through the Assistant to the President for Homeland 

Security and Counterterrorism, within 90 days of the 

date of this order, and may be classified in full or in 

part, as appropriate. 
(f) Department of Defense Warfighting Capabilities and 

Industrial Base. Within 90 days of the date of this order, 

the Secretary of Defense, the Secretary of Homeland 

Security, and the Director of the Federal Bureau of In-

vestigation, in coordination with the Director of Na-

tional Intelligence, shall provide a report to the Presi-

dent, through the Assistant to the President for Na-

tional Security Affairs and the Assistant to the Presi-
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dent for Homeland Security and Counterterrorism, on 

cybersecurity risks facing the defense industrial base, 

including its supply chain, and United States military 

platforms, systems, networks, and capabilities, and 

recommendations for mitigating these risks. The re-

port may be classified in full or in part, as appropriate. 
SEC. 3. Cybersecurity for the Nation. 
(a) Policy. To ensure that the internet remains valu-

able for future generations, it is the policy of the exec-

utive branch to promote an open, interoperable, reli-

able, and secure internet that fosters efficiency, inno-

vation, communication, and economic prosperity, while 

respecting privacy and guarding against disruption, 

fraud, and theft. Further, the United States seeks to 

support the growth and sustainment of a workforce 

that is skilled in cybersecurity and related fields as the 

foundation for achieving our objectives in cyberspace. 
(b) Deterrence and Protection. Within 90 days of the 

date of this order, the Secretary of State, the Secretary 

of the Treasury, the Secretary of Defense, the Attorney 

General, the Secretary of Commerce, the Secretary of 

Homeland Security, and the United States Trade Rep-

resentative, in coordination with the Director of Na-

tional Intelligence, shall jointly submit a report to the 

President, through the Assistant to the President for 

National Security Affairs and the Assistant to the 

President for Homeland Security and 

Counterterrorism, on the Nation’s strategic options for 

deterring adversaries and better protecting the Amer-

ican people from cyber threats. 
(c) International Cooperation. As a highly connected 

nation, the United States is especially dependent on a 

globally secure and resilient internet and must work 

with allies and other partners toward maintaining the 

policy set forth in this section. Within 45 days of the 

date of this order, the Secretary of State, the Secretary 

of the Treasury, the Secretary of Defense, the Sec-

retary of Commerce, and the Secretary of Homeland 

Security, in coordination with the Attorney General 

and the Director of the Federal Bureau of Investiga-

tion, shall submit reports to the President on their 

international cybersecurity priorities, including those 

concerning investigation, attribution, cyber threat in-

formation sharing, response, capacity building, and co-

operation. Within 90 days of the submission of the re-

ports, and in coordination with the agency heads listed 

in this subsection, and any other agency heads as ap-

propriate, the Secretary of State shall provide a report 

to the President, through the Assistant to the Presi-

dent for Homeland Security and Counterterrorism, doc-

umenting an engagement strategy for international co-

operation in cybersecurity. 
(d) Workforce Development. In order to ensure that the 

United States maintains a long-term cybersecurity ad-

vantage: 
(i) The Secretary of Commerce and the Secretary of 

Homeland Security, in consultation with the Secretary 

of Defense, the Secretary of Labor, the Secretary of 

Education, the Director of the Office of Personnel Man-

agement, and other agencies identified jointly by the 

Secretary of Commerce and the Secretary of Homeland 

Security, shall: 
(A) jointly assess the scope and sufficiency of ef-

forts to educate and train the American 

cybersecurity workforce of the future, including 

cybersecurity-related education curricula, training, 

and apprenticeship programs, from primary through 

higher education; and 
(B) within 120 days of the date of this order, provide 

a report to the President, through the Assistant to 

the President for Homeland Security and 

Counterterrorism, with findings and recommenda-

tions regarding how to support the growth and 

sustainment of the Nation’s cybersecurity workforce 

in both the public and private sectors. 
(ii) The Director of National Intelligence, in con-

sultation with the heads of other agencies identified by 

the Director of National Intelligence, shall: 
(A) review the workforce development efforts of po-

tential foreign cyber peers in order to help identify 

foreign workforce development practices likely to af-

fect long-term United States cybersecurity competi-

tiveness; and 

(B) within 60 days of the date of this order, provide 

a report to the President through the Assistant to 

the President for Homeland Security and 

Counterterrorism on the findings of the review car-

ried out pursuant to subsection (d)(ii)(A) of this sec-

tion. 

(iii) The Secretary of Defense, in coordination with 

the Secretary of Commerce, the Secretary of Homeland 

Security, and the Director of National Intelligence, 

shall: 

(A) assess the scope and sufficiency of United 

States efforts to ensure that the United States main-

tains or increases its advantage in national-security-

related cyber capabilities; and 

(B) within 150 days of the date of this order, provide 

a report to the President, through the Assistant to 

the President for Homeland Security and 

Counterterrorism, with findings and recommenda-

tions on the assessment carried out pursuant to sub-

section (d)(iii)(A) of this section. 

(iv) The reports described in this subsection may be 

classified in full or in part, as appropriate. 

SEC. 4. Definitions. For the purposes of this order: 

(a) The term ‘‘appropriate stakeholders’’ means any 

non-executive-branch person or entity that elects to 

participate in an open and transparent process estab-

lished by the Secretary of Commerce and the Secretary 

of Homeland Security under section 2(d) of this order. 

(b) The term ‘‘information technology’’ (IT) has the 

meaning given to that term in section 11101(6) of title 

40, United States Code, and further includes hardware 

and software systems of agencies that monitor and con-

trol physical equipment and processes. 

(c) The term ‘‘IT architecture’’ refers to the integra-

tion and implementation of IT within an agency. 

(d) The term ‘‘network architecture’’ refers to the 

elements of IT architecture that enable or facilitate 

communications between two or more IT assets. 

SEC. 5. General Provisions. (a) Nothing in this order 

shall be construed to impair or otherwise affect: 

(i) the authority granted by law to an executive de-

partment or agency, or the head thereof; or 

(ii) the functions of the Director of OMB relating to 

budgetary, administrative, or legislative proposals. 

(b) This order shall be implemented consistent with 

applicable law and subject to the availability of appro-

priations. 

(c) All actions taken pursuant to this order shall be 

consistent with requirements and authorities to pro-

tect intelligence and law enforcement sources and 

methods. Nothing in this order shall be construed to 

supersede measures established under authority of law 

to protect the security and integrity of specific activi-

ties and associations that are in direct support of intel-

ligence or law enforcement operations. 

(d) This order is not intended to, and does not, create 

any right or benefit, substantive or procedural, enforce-

able at law or in equity by any party against the 

United States, its departments, agencies, or entities, 

its officers, employees, or agents, or any other person. 

DONALD J. TRUMP. 

EX. ORD. NO. 13870. AMERICA’S CYBERSECURITY 

WORKFORCE 

Ex. Ord. No. 13870, May 2, 2019, 84 F.R. 20523, provided: 

By the authority vested in me as President by the 

Constitution and the laws of the United States of 

America, and to better ensure continued American eco-

nomic prosperity and national security, it is hereby or-

dered as follows: 

SECTION 1. Policy. (a) America’s cybersecurity work-

force is a strategic asset that protects the American 

people, the homeland, and the American way of life. 

The National Cyber Strategy, the President’s 2018 Man-

agement Agenda, and Executive Order 13800 of May 11, 

2017 (Strengthening the Cybersecurity of Federal Net-
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works and Critical Infrastructure) [set out above], each 

emphasize [sic] that a superior cybersecurity workforce 

will promote American prosperity and preserve peace. 

America’s cybersecurity workforce is a diverse group of 

practitioners who govern, design, defend, analyze, ad-

minister, operate, and maintain the data, systems, and 

networks on which our economy and way of life depend. 

Whether they are employed in the public or private sec-

tors, they are guardians of our national and economic 

security. 
(b) The United States Government must enhance the 

workforce mobility of America’s cybersecurity practi-

tioners to improve America’s national cybersecurity. 

During their careers, America’s cybersecurity practi-

tioners will serve in various roles for multiple and di-

verse entities. United States Government policy must 

facilitate the seamless movement of cybersecurity 

practitioners between the public and private sectors, 

maximizing the contributions made by their diverse 

skills, experiences, and talents to our Nation. 
(c) The United States Government must support the 

development of cybersecurity skills and encourage 

ever-greater excellence so that America can maintain 

its competitive edge in cybersecurity. The United 

States Government must also recognize and reward the 

country’s highest-performing cybersecurity practi-

tioners and teams. 
(d) The United States Government must create the 

organizational and technological tools required to 

maximize the cybersecurity talents and capabilities of 

American workers—especially when those talents and 

capabilities can advance our national and economic se-

curity. The Nation is experiencing a shortage of 

cybersecurity talent and capability, and innovative ap-

proaches are required to improve access to training 

that maximizes individuals’ cybersecurity knowledge, 

skills, and abilities. Training opportunities, such as 

work-based learning, apprenticeships, and blended 

learning approaches, must be enhanced for both new 

workforce entrants and those who are advanced in their 

careers. 
(e) In accordance with Executive Order 13800, the 

President will continue to hold heads of executive de-

partments and agencies (agencies) accountable for 

managing cybersecurity risk to their enterprises, 

which includes ensuring the effectiveness of their 

cybersecurity workforces. 
SEC. 2. Strengthening the Federal Cybersecurity Work-

force. (a) To grow the cybersecurity capability of the 

United States Government, increase integration of the 

Federal cybersecurity workforce, and strengthen the 

skills of Federal information technology and 

cybersecurity practitioners, the Secretary of Homeland 

Security, in consultation with the Director of the Of-

fice of Management and Budget (OMB) and the Director 

of the Office of Personnel Management (OPM), shall es-

tablish a cybersecurity rotational assignment program, 

which will serve as a mechanism for knowledge trans-

fer and a development program for cybersecurity prac-

titioners. Within 90 days of the date of this order [May 

2, 2019], the Secretary of Homeland Security, in con-

sultation with the Directors of OMB and OPM, shall 

provide a report to the President that describes the 

proposed program, identifies its resource implications, 

and recommends actions required for its implementa-

tion. The report shall evaluate how to achieve the fol-

lowing objectives, to the extent permitted by applica-

ble law, as part of the program: 
(i) The non-reimbursable detail of information tech-

nology and cybersecurity employees, who are nomi-

nated by their employing agencies, to serve at the De-

partment of Homeland Security (DHS); 
(ii) The non-reimbursable detail of experienced 

cybersecurity DHS employees to other agencies to as-

sist in improving those agencies’ cybersecurity risk 

management; 
(iii) The use of the National Initiative for 

Cybersecurity Education Cybersecurity Workforce 

Framework (NICE Framework) as the basis for 

cybersecurity skill requirements for program partici-

pants; 

(iv) The provision of training curricula and expansion 

of learning experiences to develop participants’ skill 

levels; and 
(v) Peer mentoring to enhance workforce integration. 
(b) Consistent with applicable law and to the max-

imum extent practicable, the Administrator of General 

Services, in consultation with the Director of OMB and 

the Secretary of Commerce, shall: 
(i) Incorporate the NICE Framework lexicon and tax-

onomy into workforce knowledge and skill require-

ments used in contracts for information technology 

and cybersecurity services; 
(ii) Ensure that contracts for information technology 

and cybersecurity services include reporting require-

ments that will enable agencies to evaluate whether 

personnel have the necessary knowledge and skills to 

perform the tasks specified in the contract, consistent 

with the NICE Framework; and 
(iii) Provide a report to the President, within 1 year 

of the date of this order, that describes how the NICE 

Framework has been incorporated into contracts for in-

formation technology and cybersecurity services, eval-

uates the effectiveness of this approach in improving 

services provided to the United States Government, 

and makes recommendations to increase the effective 

use of the NICE Framework by United States Govern-

ment contractors. 
(c) Within 180 days of the date of this order, the Di-

rector of OPM, in consultation with the Secretary of 

Commerce, the Secretary of Homeland Security, and 

the heads of other agencies as appropriate, shall iden-

tify a list of cybersecurity aptitude assessments for 

agencies to use in identifying current employees with 

the potential to acquire cybersecurity skills for place-

ment in reskilling programs to perform cybersecurity 

work. Agencies shall incorporate one or more of these 

assessments into their personnel development pro-

grams, as appropriate and consistent with applicable 

law. 
(d) Agencies shall ensure that existing awards and 

decorations for the uniformed services and civilian per-

sonnel recognize performance and achievements in the 

areas of cybersecurity and cyber-operations, including 

by ensuring the availability of awards and decorations 

equivalent to citations issued pursuant to Executive 

Order 10694 of January 10, 1957 (Authorizing the Secre-

taries of the Army, Navy, and Air Force To Issue Cita-

tions in the Name of the President of the United States 

to Military and Naval Units for Outstanding Perform-

ance in Action) [22 F.R. 253], as amended. Where nec-

essary and appropriate, agencies shall establish new 

awards and decorations to recognize performance and 

achievements in the areas of cybersecurity and cyber-

operations. The Assistant to the President for National 

Security Affairs may recommend to agencies that any 

cyber unified coordination group or similar ad hoc 

interagency group that has addressed a significant 

cybersecurity or cyber-operations-related national se-

curity crisis, incident, or effort be recognized for appro-

priate awards and decorations. 
(e) The Secretary of Homeland Security, in consulta-

tion with the Secretary of Defense, the Director of the 

Office of Science and Technology Policy, the Director 

of OMB, and the heads of other appropriate agencies, 

shall develop a plan for an annual cybersecurity com-

petition (President’s Cup Cybersecurity Competition) 

for Federal civilian and military employees. The goal 

of the competition shall be to identify, challenge, and 

reward the United States Government’s best 

cybersecurity practitioners and teams across offensive 

and defensive cybersecurity disciplines. The plan shall 

be submitted to the President within 90 days of the 

date of this order. The first competition shall be held 

no later than December 31, 2019, and annually there-

after. The plan for the competition shall address the 

following: 
(i) The challenges and benefits of inviting advisers, 

participants, or observers from non-Federal entities to 

observe or take part in the competition and rec-

ommendations for including them in future competi-

tions, as appropriate; 
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(ii) How the Department of Energy, through the Na-

tional Laboratories, in consultation with the Adminis-

trator of the United States Digital Service, can provide 

expert technical advice and assistance to support the 

competition, as appropriate; 
(iii) The parameters for the competition, including 

the development of multiple individual and team 

events that test cybersecurity skills related to the 

NICE Framework and other relevant skills, as appro-

priate. These parameters should include competition 

categories involving individual and team events, soft-

ware reverse engineering and exploitation, network op-

erations, forensics, big data analysis, cyber analysis, 

cyber defense, cyber exploitation, secure programming, 

obfuscated coding, cyber-physical systems, and other 

disciplines; 
(iv) How to encourage agencies to select their best 

cybersecurity practitioners as individual and team par-

ticipants. Such practitioners should include Federal 

employees and uniformed services personnel from Fed-

eral civilian agencies, as well as Department of Defense 

active duty military personnel, civilians, and those 

serving in a drilling reserve capacity in the Armed 

Forces Reserves or National Guard; 
(v) The extent to which agencies, as well as uni-

formed services, may develop a President’s Cup awards 

program that is consistent with applicable law and reg-

ulations governing awards and that allows for the pro-

vision of cash awards of not less than $25,000. Any such 

program shall require the agency to establish an 

awards program before allowing its employees to par-

ticipate in the President’s Cup Cybersecurity Competi-

tion. In addition, any such program may not preclude 

agencies from recognizing winning and non-winning 

participants through other means, including honorary 

awards, informal recognition awards, rating-based cash 

awards, time-off awards, Quality Step Increases, or 

other agency-based compensation flexibilities as appro-

priate and consistent with applicable law; and 
(vi) How the uniformed services, as appropriate and 

consistent with applicable law, may designate service 

members who win these competitions as having skills 

at a time when there is a critical shortage of such 

skills within the uniformed services. The plan should 

also address how the uniformed services may provide 

winning service members with a combination of bo-

nuses, advancements, and meritorious recognition to be 

determined by the Secretaries of the agencies con-

cerned. 
(f) The Director of OMB shall, in consultation with 

appropriate agencies, develop annually a list of agen-

cies and subdivisions related to cybersecurity that have 

a primary function of intelligence, counterintelligence, 

investigative, or national security work, including de-

scriptions of such functions. The Director of OMB shall 

provide this list to the President, through the Deputy 

Assistant to the President for Homeland Security and 

Counterterrorism (DAPHSCT), every year starting Sep-

tember 1, 2019, for consideration of whether those agen-

cies or subdivisions should be exempted from coverage 

under the Federal Labor-Management Relations Pro-

gram, consistent with the requirements of section 

7103(b)(1) of title 5, United States Code. 
SEC. 3. Strengthening the Nation’s Cybersecurity Work-

force. (a) The Secretary of Commerce and the Secretary 

of Homeland Security (Secretaries), in coordination 

with the Secretary of Education and the heads of other 

agencies as the Secretaries determine is appropriate, 

shall execute, consistent with applicable law and to the 

greatest extent practicable, the recommendations from 

the report to the President on Supporting the Growth 

and Sustainment of the Nation’s Cybersecurity Work-

force (Workforce Report) developed pursuant to Execu-

tive Order 13800. The Secretaries shall develop a con-

sultative process that includes Federal, State, terri-

torial, local, and tribal governments, academia, pri-

vate-sector stakeholders, and other relevant partners 

to assess and make recommendations to address na-

tional cybersecurity workforce needs and to ensure 

greater mobility in the American cybersecurity work-

force. To fulfill the Workforce Report’s vision of pre-

paring, growing, and sustaining a national 

cybersecurity workforce that safeguards and promotes 

America’s national security and economic prosperity, 

priority consideration will be given to the following 

imperatives: 
(i) To launch a national Call to Action to draw atten-

tion to and mobilize public- and private-sector re-

sources to address cybersecurity workforce needs; 
(ii) To transform, elevate, and sustain the 

cybersecurity learning environment to grow a dynamic 

and diverse cybersecurity workforce; 
(iii) To align education and training with employers’ 

cybersecurity workforce needs, improve coordination, 

and prepare individuals for lifelong careers; and 
(iv) To establish and use measures that demonstrate 

the effectiveness and impact of cybersecurity work-

force investments. 
(b) To strengthen the ability of the Nation to identify 

and mitigate cybersecurity vulnerabilities in critical 

infrastructure and defense systems, particularly cyber-

physical systems for which safety and reliability de-

pend on secure control systems, the Secretary of De-

fense, the Secretary of Transportation, the Secretary 

of Energy, and the Secretary of Homeland Security, in 

coordination with the Director of OPM and the Sec-

retary of Labor, shall provide a report to the President, 

through the DAPHSCT, within 180 days of the date of 

this order that: 
(i) Identifies and evaluates skills gaps in Federal and 

non-Federal cybersecurity personnel and training gaps 

for specific critical infrastructure sectors, defense crit-

ical infrastructure, and the Department of Defense’s 

platform information technologies; and 
(ii) Recommends curricula for closing the identified 

skills gaps for Federal personnel and steps the United 

States Government can take to close such gaps for non-

Federal personnel by, for example, supporting the de-

velopment of similar curricula by education or training 

providers. 
(c) Within 1 year of the date of this order, the Sec-

retary of Education, in consultation with the 

DAPHSCT and the National Science Foundation, shall 

develop and implement, consistent with applicable law, 

an annual Presidential Cybersecurity Education Award 

to be presented to one elementary and one secondary 

school educator per year who best instill skills, knowl-

edge, and passion with respect to cybersecurity and 

cybersecurity-related subjects. In developing and im-

plementing this award, the Secretary of Education 

shall emphasize demonstrated superior educator ac-

complishment—without respect to research, scholar-

ship, or technology development—as well as academic 

achievement by the educator’s students. 
(d) The Secretary of Commerce, the Secretary of 

Labor, the Secretary of Education, the Secretary of 

Homeland Security, and the heads of other appropriate 

agencies shall encourage the voluntary integration of 

the NICE Framework into existing education, training, 

and workforce development efforts undertaken by 

State, territorial, local, tribal, academic, non-profit, 

and private-sector entities, consistent with applicable 

law. The Secretary of Commerce shall provide annual 

updates to the President regarding effective uses of the 

NICE Framework by non-Federal entities and make 

recommendations for improving the application of the 

NICE Framework in cybersecurity education, training, 

and workforce development. 
SEC. 4. General Provisions. (a) Nothing in this order 

shall be construed to impair or otherwise affect: 
(i) the authority granted by law to an executive de-

partment or agency, or the head thereof; or 
(ii) the functions of the Director of OMB relating to 

budgetary, administrative, or legislative proposals. 
(b) This order shall be implemented consistent with 

applicable law and subject to the availability of appro-

priations. 
(c) This order is not intended to, and does not, create 

any right or benefit, substantive or procedural, enforce-

able at law or in equity by any party against the 



Page 459 TITLE 6—DOMESTIC SECURITY § 1500

United States, its departments, agencies, or entities, 

its officers, employees, or agents, or any other person. 

DONALD J. TRUMP.

SUBCHAPTER I—CYBERSECURITY 

INFORMATION SHARING 

§ 1500. National Cyber Director 

(a) Establishment 

There is established, within the Executive Of-

fice of the President, the Office of the National 

Cyber Director (in this section referred to as the 

‘‘Office’’). 

(b) National Cyber Director 

(1) In general 

The Office shall be headed by the National 

Cyber Director (in this section referred to as 

the ‘‘Director’’) who shall be appointed by the 

President, by and with the advice and consent 

of the Senate. 

(2) Position 

The Director shall hold office at the pleasure 

of the President. 

(3) Pay and allowances 

The Director shall be entitled to receive the 

same pay and allowances as are provided for 

level II of the Executive Schedule under sec-

tion 5313 of title 5. 

(c) Duties of the National Cyber Director 

(1) In general 

Subject to the authority, direction, and con-

trol of the President, the Director shall—

(A) serve as the principal advisor to the 

President on cybersecurity policy and strat-

egy relating to the coordination of—

(i) information security and data protec-

tion; 

(ii) programs and policies intended to 

improve the cybersecurity posture of the 

United States; 

(iii) efforts to understand and deter ma-

licious cyber activity; 

(iv) efforts to increase the security of in-

formation and communications technology 

and services and to promote national sup-

ply chain risk management and vendor se-

curity; 

(v) diplomatic and other efforts to de-

velop norms and international consensus 

around responsible state behavior in 

cyberspace; 

(vi) awareness and adoption of emerging 

technology that may enhance, augment, or 

degrade the cybersecurity posture of the 

United States; and 

(vii) such other cybersecurity matters as 

the President considers appropriate;

(B) offer advice and consultation to the 

National Security Council and its staff, the 

Homeland Security Council and its staff, and 

relevant Federal departments and agencies, 

for their consideration, relating to the de-

velopment and coordination of national 

cyber policy and strategy, including the Na-

tional Cyber Strategy; 

(C) lead the coordination of implementa-

tion of national cyber policy and strategy, 

including the National Cyber Strategy, by—

(i) in coordination with the heads of rel-
evant Federal departments or agencies, 
monitoring and assessing the effective-
ness, including cost-effectiveness, of the 
implementation of such national cyber 
policy and strategy by Federal depart-
ments and agencies; 

(ii) making recommendations, relevant 
to changes in the organization, personnel, 
and resource allocation and to policies of 
Federal departments and agencies, to the 
heads of relevant Federal departments and 
agencies in order to implement such na-
tional cyber policy and strategy; 

(iii) reviewing the annual budget pro-
posals for relevant Federal departments 
and agencies and advising the heads of 
such departments and agencies whether 
such proposals are consistent with such 
national cyber policy and strategy; 

(iv) continuously assessing and making 
relevant recommendations to the Presi-
dent on the appropriate level of integra-
tion and interoperability across the Fed-
eral cyber centers; 

(v) coordinating with the Attorney Gen-
eral, the Federal Chief Information Offi-

cer, the Director of the Office of Manage-

ment and Budget, the Director of National 

Intelligence, and the Director of the 

Cybersecurity and Infrastructure Security 

Agency, on the streamlining of Federal 

policies and guidelines, including with re-

spect to implementation of subchapter II 

of chapter 35 of title 44, and, as appropriate 

or applicable, regulations relating to 

cybersecurity; 
(vi) reporting annually to the President, 

the Assistant to the President for National 

Security Affairs, and Congress on the state 

of the cybersecurity posture of the United 

States, the effectiveness of such national 

cyber policy and strategy, and the status 

of the implementation of such national 

cyber policy and strategy by Federal de-

partments and agencies; and 
(vii) such other activity as the President 

considers appropriate to further such na-

tional cyber policy and strategy;

(D) lead coordination of the development 

and ensuring implementation by the Federal 

Government of integrated incident response 

to cyberattacks and cyber campaigns of sig-

nificant consequence, including—
(i) ensuring and facilitating coordination 

among relevant Federal departments and 

agencies in the development of integrated 

operational plans, processes, and play-

books, including for incident response, 

that feature—
(I) clear lines of authority and lines of 

effort across the Federal Government; 
(II) authorities that have been dele-

gated to an appropriate level to facili-

tate effective operational responses 

across the Federal Government; and 
(III) support for the integration of de-

fensive cyber plans and capabilities with 

offensive cyber plans and capabilities in 

a manner consistent with improving the 

cybersecurity posture of the United 

States;
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